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ABSTRACT

As ICT is becoming a major social infrastructure, the need to strengthen cyber capabilities are emerging. In the major
advanced countries including the United States, has a continuing interest in strengthening cyber capabilities and has studied in
enhancements of cyber capabilities. The cyber capability assessment is necessary in order to determine the current level of the
country, establish policy directions and legislations. The selection of criteria has very important meaning to suggest future policy
direction as well as an objective assessment of cybersecurity capabilities. But there are variable criteria for national cyber
capabilities assessment such as strategy, legislation, technology, society and culture, and human resources. In this paper we
perform the analysis of criteria for the other country’s cybersecurity assessments including the U.S. and Europe. And we
proposed the criteria for the national cybersecurity assessment reflecting the our country’s characteristics.

Keywords: national cybersecurity capability, assessment, criteria
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Table 1. Type of the cybersecurity capability
assessment
National
Cybersecurity Cybersecurity
Capability Capability Model
Assessment
Target Country Various(onganization,
enterprise, etc)
Recommendation of
Comparison of the
Purpose . . o
countries capability-building
measure
. . . Various items,
Criteria | Fewer items, simple .
specific
hari f th
Sharing of the No specific
Result assessment result
. assessment result
between countries
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Table 2. Criteria of EU Cybersecurity Dashboard
by BSA

Category Criteria

Is there a national cybersecurity
strategy in place

What year was the national
cybersecurity strategy adopted

Is there a critical infrastructure
protection (CIP) strategy or plan

in place

Is there legislation/policy that requires
the establishment of a

written information security plan

Is there legislation/policy that requires
an inventory of

“systems” and the classification of data
Is there legislation/policy that requires
security practices/

requirements to be mapped to risk
levels

Is there legislation/policy that requires
security practices/

requirements to be mapped to risk
levels

Is there legislation/policy that requires a
public report on

cybersecurity capacity for the
government

Is there legislation/policy that requires
each agency to have a

chief information officer (CIO) or chief
security officer (CSO)

Is there legislation/policy that requires
mandatory reporting of

cybersecurity incidents

Does legislation/policy include an

Legal
Foundation
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Criteria

appropriate definition for “critical
infrastructure protection” (CIP)
Are requirements for public and private
procurement of
cybersecurity solutions based on
international accreditation or
certification schemes, without additional
local requirements
Is there a national computer emergency
response team (CERT)
or computer security incident response
team (CSIRT)
What year was the computer
emergency response team (CERT)
established
Is there a national competent authority
Operational | for network and information security

Entities (NIS)
Is there an incident reporting platform
for collecting cybersecurity incident

Category
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Table 3. Criteria of Global Cybersecurity Index
by ITU

data
Are national cybersecurity exercises Categ Criteria Specific Criteria
conducted ory
Is there a national incident management Criminal | Is there any criminal legislation
structure (NIMS) for Legal Legislation | regarding cyber activities
responding to cybersecurity incidents S Regulation | Is there any regulation regarding
Is there a defined public private & cybersecurity and compliance
Public partnership (PPP) for cybersecurity Compliance | requirements
private Is industry organised (i.e. business or Is there one .(or more) officially
Partnership industry cybersecurity councils) CERT/CIRT/ | approved n.a.t1ona1 or
Are new public private partnerships in CSIRT sector-specific CERT, CIRT or
planning or underway CSIRT team(s)
Is there a joint public private sector Is there any officially-approved
Sector plan that addresses cybersecurity national (and sector specific)
specific Have sector specific security priorities Standards cybersecurity frameworks for
Cybersecurit | been defined Techni implementing internationally
y plans Have any sector cybersecurity risk cal recognized cybersecurity
assessments been conducted standards
Is there an education strategy to Is there any officially approved
enhance cybersecurity national (and sector specific)
Education | knowledge and increase cybersecurity Certification cybersecurity frameworks for the
awareness of the public from a young certification and accreditation of
age national agencies and public
sector professionals
Is there any officially
2.1.3 ITUS| MA| Afolef X|==(6] . recognised national or
Policy sector-specific cybersecurity
UN A} #HE7)|Fe ZAA7)EAAE ITU( strategy and/or policy
International Telecommunication Union)ellA Orgam 15 ther.e any (?fﬁcmuy
zationa | Roadmap for| recognised national or
HEIE AA Abolu] A ke AR, Ve £ 1 Governance | sector-specific governance
A ek 1= AFEE oAl 7] FEel disiA F roadmap for cybersecurity
7}k, Responsible IS ther.e Zny t(?fficilally
recognised national or
AAA 1934l w3t F7hS SlsiA Bt EE Agency sectfr-specific agency
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C;\E;g Criteria Specific Criteria C;\E;g Criteria Specific Criteria
responsible for implementing a between the public and private
national cybersecurity sector
strategy/policy/roadmap Are there any officially
Is therte any ofﬁcially International rec?gnized parti(.:ipation. in
. recognised national or . regional and/or international
National - . Cooperation .
.| sector-specific benchmarking cybersecurity platforms and
Benchmarkin . .
g exercises or referential used to forums
measure cybersecurity
development __ Jh ITUS) AA Aol A5 H743% 5 7]
fs there any officially % P ARYHL BF oY AAst 9F 2o
recognized national or
sector-specific research and gel Ex oAFR ER3peledt, o xFS 719
Standardizati | development (R&D) = 1TUS 5 AAL vledst 7o g 7|42 Hidds}
on programs/projects for Al AFAo] ojrty HI)= oeg =wo] 9)
Development | cybersecurity standards, best o o} oluk C ow= olal
practices and guidelines to be R Aol EeE A% el = EE o]
applied in either the private or AA e} ol= z2 g 2 AA FES J|EHlE= 7
;he }f)ubhc sectfo; — < AAMo g RHuFlo]l Hrlsls zlo] wr) AY
s there any officially
. . o7 Hel
recognized national or - 2eleh
sector-specific educational and
professional training programs ° o A
Capacit for raising awareness with the 214 ASPIS| OFEHX| AfO|H{ =[]
Manpower eneral public, promotin
v Development 8 public, P e - . o . .
Buildin cybersecurity courses in higher FAZTEAIANAT] ASPI(Australian Strategic
g ed‘f;“":} andme"f‘O“‘?g . Policy Institute): ‘olelxed Ale]w A4xw
certification of professionals in = upyshol . o 3 ,
either the public or the private 2014°% rxmslsiet. ofelx o Afel] A%E 2014
sector = A, I, YA" AAAR], AFS] 3t 4714
Are there any public sector o A 7[R AEEEo g BEsle] s}
Professional professionals certified under qr}
. internationally recognized Mt
Certiication | |kt T e n ASPI:= 35bilel 44 97192 Agasc. 19
cybersecurity A W AE7} Fo1E e FHe Adela,
Are there ilny (;:eﬁlilﬁd t oA A e 1eHAeA] ARE EEe A2 w
government and public sector
BT | e ceiied under Aol S AT Bk, el Ao wl
internationally recognized gsle] 7t A Atelw A&EEE HrME 4 9l
standards in cybersecurity = gy} $38 HE AAsIg. wkx] et 3A o) A
Are there any officially =
= AHE7|7) =7} Ho Alol AE7}S E5) s}
recognized national or 47122k kel Aepu} A7k S
=
Intra-state | sector-specific partnerships for FH 71AE Al o] A HEAeR 97t
Cooperation | sharing cybersecurity assets A o] AA=EDy, 7 ZHe] HrlEtEL A E
across borders with other nation Zher)
Z
states
= Sk
Are there any officially e ASPle 35 =] Ao Asid
Cooper | | venc recognized national or THRekR. Hof AHANATLZ Afo|HBEQE Holol] dgh
ation gency sector-specific programs for

Cooperation

sharing cybersecurity assets
within the public sector

Public-Privat
e
Partnerships

Are there any officially
recognized national or
sector-specific programs for
sharing cybersecurity assets

GG A4 A 2o ATl W e A A
galel, & A Aolmnt 24 U7} opd
51 A ol Bk 54 7w
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Table 4. Criteria of Cyber Maturity Model by
ASPI

Catego
ry

Criteria Specific Criteria

Is there government’s organizational
structure for cyber matters,
Organizatio | including policy, security, critical
nal infrastructure protection, computer
structure | emergency response teams
(CERTS), crime and consumer
protection

Is there existing
legislation/regulation relating to
Legislation- | cyber issues or internet service
Regulation | providers (ISPs)

What level of content control doe
the state conduct or support

Govern
ance

How does the country engage in
international discussions on
cyberspace, including in bilateral,
multilateral and other forums

Internationa
1
Cooperatio
n

Is there a publicly accessible
cybersecurity assistance service,
such as a CERT

What is the military’s role in
cyberspace, cyber policy and

CERTs

Militar | Military’s

role .
Y cybersecurity
Public Is there dlalogue'between
. government and industry on cyber
private | ; . .
.| issues What is the level/quality of
.| Partnership | . .
Busine interaction
ss Is the digital economy a significant
Digital part of economic
economy | activity How has the country

engaged in the digital economy

Public Is there public awareness, debate
awareness | and media coverage of cyber issues
Social | Internet
connectivit

What percentage of the population
has internet connectivity

o7 ¥Rl f7 AFE AR 3 7 AlelH
who] Aol tfste] 7}siodct,

Ty EUs f3lel saqk- ke ae] odste
2 afeln] whefel] Hskar gl7lel RANDS] AfolH
el (Defense) 7F Aol g4 g g5 917t
Sapel 7o) AR AdkE A ek, AubH el Alo)
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Table 5. Criteria of Military Cyber Defence
Capabilities by RAND

Category Criteria

y

2.2 MOIB{EO 2t ¥k 1

e

22.1 RANDS| Afols] 20f f2F N4E 2alg]

RAND= =19 tjzA4ql Aa®=azaA 20124
Atolw] wpe] od=F Hrle| digt odFE WEmslgirh
RAND+= =1} ofel] gk Alolw] J3F Hrls 9]
&4 =4k 7 Fok(DLoDs, Defence Lines of
Development)& 83}, 4, 22, 1, F
7], Besl/as, A, AA, A4 87 S

Familiarity with cyber defence issues

Existence of cybersecurity strategy

Specific cyber defence strategy

National critical information infrastructure
protection strategy

Computer network operations doctrine
Cyber deterrence doctrine

Cyber-attacks as armed attack
Cyber-attacks as armed attack

Doctrine

International strategy

Existence of national steering group

Cyber-security organization in defence

Responsibility for defence & offence

Organizat| Responsibility for defence & offence
ion Function of unit

Expertise from other organizations in unit

Expertise from private sector in unit

linked to national cybercrime capability
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Category Criteria Category Criteria
Co-ordination (linked to n/g CERT) Policy missions
Linked to other incident response Bilateral arrangements with non-EU for
CS covered in syllabus at command level Cyber Defence in Common Security and
Specific cyber defence training Defence Policy missions
competency/career path or skills profile Sufficient development of Cyber Defence
Participation in EU exercises interoperability
Estimate of theoretical academic expertise at Inte.r(?per Tactical level of interoperability
. P ability ; p o
.. national level Operational level of interoperability
Training . 5 . . . - o
Estimate of applied expertise at national Strategic level of interoperability
level
Conduct national level recruitment
competitions 222 WEFS| Z=Z[o] Ato|t] S d== ZHE[9]
Sharing good practice / Lessons learned
Breadth of participants A A7 A E3 o1 WEF (World Economic
Materil g ion of Tl of pivate sctr Forum)& Ajolv]nek Hofe] 24 Alolu] 441 4
: : SE e EslTh 2A Al 39 %
Recruitment and retention for cyber defence ,
specialists R Solus AlolEglt $13e Wialale] B4l
Identity and access management S 7] 98l 2R Afoln] E-( (Resiliency) =
Persomel el vting and ssaras 28 A Aol Bk Asisict
. . e AFEE Audes, 20y, JEYD KR
Vetting contractors and third parties
Recruitment and employment of ’black’ or FEow Rk, 1871¢] /"ﬂ‘r‘ }eo 2 Hrlsha
‘grey” hats o AARAEe] BAREE F7he Aol nak
Tactical level of authorization for cyber A&T 2 gr1sl7] 23t o] ofd A9 Aleld]
defence capabilities e o =
Operational level of authorization for cyber SRS W] S el AelA g Aol
defence capabilities HEeh d3F Jar mdil= lo]ge] 9lch
Strategic level of authorization for cyber WEF2] Aloly] 2 Alex nd Hrl= Hy A
defence capabilities Az} el rale] Aoluiuck o) F olg o g} A
Leadershi Escalation mechanism for national incidents o] ZAle] Wak WEE] 197} BE = A
Feasible to apply a non-national decision to L = oslen ARy =
P | your own network A8k glel olel| ik Hrph 5 o] FaL gk
Court order required for surveillance of wdt Al g muUeE 28 2 498 Ay S
Pr.lv.ate sector netwo.rks : o mzawog BEse] &t zzawo] ) o
Civil servant authority required for - . _ =
surveillance of private sector networks sop Al gt wked ool wste] Hrpslice &
Other level of authority required for A& Za 9l
surveillance of private sector networks
EXIS.tence of a .nanon# o Table 6. Criteria of Maturity Model for
Dedicated physical facility to address cyber o .
defence Organizational Cyber Resilience by WEF
Existence of a facility to develop & test Catego .
offensive capabilities ry Criteria
Existence of a national level forensics The chief executive and executive management
tesearch facility team are responsible for overseeing the
Facilities | Use of own assets for cyber defence in

Common Security and Defence Policy
missions

Use of NATO assets for cyber defence in
common security and defence policy
missions

Bilateral arrangements with pMS for cyber
defence in common security and defence

development and confirming the
implementation of a Programme of best
Gover | practices for cyber risk management

nance

The chief executive and executive management
team ensure that the Programme is reviewed
for effectiveness and, when shortcomings are
identified, corrective action is pursued

The chief executive and the executive
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Catego Criteria Catego Criteria
ry ry
management team demonstrate visible and risk and more effectively deal with cyber
active commitment to the implementation of incidents
the Principles The risk management Programme includes all
Executives and managers are responsible for material third-party relationships and
understanding at the appropriate level how information flows
cyber risks could impact and originate from
their line of business S AmC hBtol AlO[H el Mac D
Senior leadership understands who is 223 SATE Ch39 Aofu{E=ot d=& 2E0]
responsible for managing cyber risk when
managing security incidents odio] 2ave g eyl dATF4e FEH AL
The} orhg}arlllization has accesi tolcyber expertise olH Bl odak AlE|o)A] Alo|BHal ddgk A w
at its highest management levels , . .
) TR =] s ol X o} odgk /H"t: oo
The organization undertakes to continuously A dEsieleh. Aleluel AR ASE B
improve the integration of its cyber risk /\],o]u]io]- AR ApolH] 3}-ALE], AlolW{HF W
management with its other risk management 7%, WA 2, 24751508 B
. . s}oq Bpsldr}. Sass vEe] Aelwngt A%
The chief executive (or equivalent) has a clear ) N R
decision path for action and communication in = mde] HrpEe Afeluinct o 73]
response to a significant security failure or AFE E3lsle] AAF dEo 7 wHAel HrlE
accident S AR o)u)E Zher) Ate]wucl AATE
The organization conducts comprehensive -
. . Atz 23 we-3e] w. = X °
assessments of its vulnerabilities to internal b2 aE, WAL 71 S AtelEae
and external cyber risks appropriate for its Aekol] dgFS v = ol tielA ubgem 7]
industry ar.ld §ector : : E3lo] Pr)atEe AR}
The orgam‘zatlon monitors the effectiveness of wal HoleE A% /)5S wlesla AEs) AR
its cyber risk management strategy . — . - = s
The organization periodically internally verifies = &3 ArpREt A E A '5]' o] HF 5
its compliance with rules and regulations < =il gUlelEe grielEe] gigk =4 &
;I)‘he organjzz.xtion;; cor(;m.litrgent tﬁ .the ; 2 s oR mskd 57} spsA U 23] yoln
pctiees A el GF Aolulna g T3l vl o
Progra Managers, employees and agents receive FHE 7|2 AAsA
n‘? specific training on t%1e Programme, tailored to wal Ao Hot AT WA gt FEo 2
relevant ne.:eds. and c1r‘cums.ta.1nce‘s glslo] mr} AAMoT WrlsEe Adsiedc) =
The organization has identified its data and —— L oge e . 5 B
information as vital assets, and organizes its A el wle WslelAe] A Al st
Programme around the recognition that data o Hrista, WA FEAAAE Wy AL £
and 111tf(;rmat10n I}av;: va(liue t}iattczn be A7} D7 2o thslo] Hrlsledch AR ok
separately recognized and protecte: ;
A= ol Alo o} el Sxm Al
The risk management Programme includes all M T e e I e i e B
material third-party relationships and s, F2 7Nk Al B3 YA" o] F3H(Digital
information flows Duplexmg Aol Hio] 97| T’ A9
:I'he organlzatlon conducts comprehel%swe: “‘_‘j‘ZH _”__'_9/]‘ ‘—%l'gd }_X_]‘ °ﬂ EH—S]'Oq %7]—6‘]—9&‘;}— H\j"ﬁ'xﬂ
internal short- and long-term cyber risk impact = o _
assessments ool A= Alel] W9} MNIAHHHEIE 913 WA
The organization seeks to ensure that its o} AH FHE Y5 Ao EeE Al H T &R If
lelpphers .an(ti. re}evant .t?urd psmes. 1aldhere to Aol thate] Frlsiedrt, 2avro] HrlEEe 7
e organization’s specific cyber ris = o720 £ A Lo o} 2k }e
Net management standards or industry best < A7 AT S Aol ek 371l
er]:V ©| practices, in line with the Principles, and g5 =% A 71E dEer 243 s Stk

formalizes this requirement using contractual
obligations

The organization has built relationships with
its peers and partners to jointly manage cyber

et

1‘"
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Table 7. Criteria of Cybersecurity Capability Category Criteria Specific Criteria
Maturity Model by Oxford Legislative frameworks
for ICT security
Category Criteria Specific Criteria Privacy, data protection
National Strategy development Cybersecurity & other human rights
cybersecurity Organization Legal | legal Substantive cybercrime
strategy Content and frameworks law
Identification and Regulator Procedural cybercrime
Incident designation y law
response Organization Framewor Law enforcement
P ks
Coordination Pegal. . Prosecution services
Cybersec | Critical Identification Investigation Courts
urity National Organization Responsible ] ]
Policy | Infrastructure Response planning reporting Responsible disclosure
and (CNI) Coordination Implementation of
Strategy | protection Risk management standards and minimal
Crisis Planning Adhgre(rilce to acceptable practices
management Evaluation standards Procurement
Strate
Cyber defence gy : Organiz Software development
. . Organization . . Command and control
consideration — ations Cybersecurity
Coordination ? . center
. - Technolo | coordinating -
Digital Planning ; roanizations Incident response
redundancy Organization gnej organmzatio Capacity
a - -
Cybersecurity Sr(i)\‘:i:nslee::ttor Standards | Cybersecurity Cybersecurity technologies
mind-set - marketplace Cybercrime insurance
Society[at-large]
i ional Infi hnol
Cyber Cybersecurity Awareness Taising Natlona nfrastructure technology
awareness infrastructure . .
Culture P - o National resilience
. Trust in use of online resilience
and Confidence and .
. services
Society | trust on the -
Internet Trust in e-government
Trust in e-commerce 224 0| DOEQ| Alo|u{Eot M=% HHI[11][12]
. . Privacy standards
Privacy online Emplovee privac
Notoml POyee PHIvacy vz olyA 4l DOE(U.S. Department of
availability of Education Energy) %EOI’ETQ—]— 7]—1—‘1]7] “ﬂ% EH%]'_F’_Q]— =
cyber T Jd1E2 &) Aloln|Hgl AEr ndl's wE3le]
::dl:lc.atl()n and | Training a2, 1071A] 37kekel date] 37714 Aﬂ_‘— Fow
raining - s
National bl Frhasict. WrkkE o e, AMkH
Cyberse | development of | National development of st 2 34 e, ID ¢ AL 3=, 99 2 AL
curity cybersc.acurity cybersecurity education He), A QA AR _nﬂ?r 2 2B oWlE A3 4
Education edu.ca.tlon o Axd 8o BT Q.9® oz% e
S Training and ’ "
Training | educational T, ApewHel Zr o YR i ]’33\5'— A5
and initiatives Training employees in sEma Aoer oA el gy} 83 3
Skills | within .public cybersecurity sl & e)shelc),
and private .
sector DOE?®] ‘Afe|wH el A4k mdl'e A5k o7
Corporate Private and state owned w2 Hrlehgoe] ciefsly] el =vRERE ohz)
i;)lverlnznce, . c<f)mpanies’ understanding ZA8] Hok, e, =7|o A Hr) 7sEe
owlecge and | © 2 gr}5rEe AAsledcks EAS |3 gt} =
standards cybersecurity 7]’ } D]— SA% 7 sl =
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2] wWeks AABIdeh. 22y H7hE el 4431 Category Criteria
7oll= HGrlelkEo] Yy FAAe|z, AEAA & Control the workforce life cycle
Azs} Desihs gAA 0] ot} Management Develop cybersecur.ity workforce
ol 1 ab A GHle AH =aho Increase cybersecurity awareness

DOE®] ‘Apelusck A5 w2 A F3kow Management activities
W] oA A "E, g A 8“‘1‘ zle] ARl 7|7 Establish cybersecurity program
w2 stz Akl Fof AE7)r) Ao | 2Hods) strategy

3= N i Sponsor cybersecurity program

o] &3} o 3] C 3l of|uR] Bol 177 Cybersecurity P y Yy prog
j A7 q_g,}_ E}_q o /\‘ﬂ]'_l | ; ]E N i Program Establish and maintain cybersecurity
o Afe]Eell AR AL AlRE pdsta, A AHA Management | architecture
E Udes & AR AARE 2l uieddle RS Perform secure software development
MAskede)t, &% ) Ao R ol A&l Management activities

).

7|= wheke

QA skl ASAes AR 2 A
o= A7} Alad Fast Al

Table 8. Criteria of Cybersecurity Capability
Maturity Model by DOE

Category Criteria
Establish cybersecurity risk
Risk management strategy
Management | Manage cybersecurity risk

Management activities

Asset, Change, | Manage asset inventory

and Manage asset configuration
Configuration | Manage changes to assets
Management | Management activities

Identity and | Establish and maintain identities

Access Control access
Management | Management activities
Threat and Identify and respond to threats
Vulnerability | Reduce cybersecurity vulnerabilities
Management | Management activities
Perform logging
L. Perform monitoring
Situational - e
Establish and maintain a common
Awareness . .
operating picture
Management activities
Information Share cybersecurity information
Sharing and L
- Management activities
Communications
Detect cybersecurity events
Event and Escalate cybersecurity events and
Incident declare incidents
Response, Respond to incidents and escalated
Continuity of | cybersecurity events
Operations Plan for continuity

Management activities
Identify dependencies
Manage dependency risk

Supply Chain
and External

Dependencies .
Management activities
Management
Workforce Assign cybersecurity responsibilities

2.3 52| AlO|H{EOF X2k Wy} F5 BA
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Table 9. Overall result for international cybersecurity capability assessment
National Cybersecurity Capability Assesment Cybersecurity Capability Maturity Model
Heritage BSA ITU ASPI RAND WEF Oxford DOE
Principal . 10 countries Country, Country, Country,
. 14 countries | . L L o
threats 28 countries . . . in EU and | Organization, | Organization, | Organization,
Target . . 193 countries| in Asia . . .
countries to in EU . EU, NATO | Enterprise, Enterprise Enterprise
Pacific area .
u.s. organization etc. etc. etc.
Sharin Assesment
. g N Check the Check the
information Military’s
. Cyber Assesment status of status of
Comparison of best . cyber - .
. . maturity cyber capability capability
Calculation between | practices and defence o
Purpos . assessment of]| o resilience and and
of threat |countries and the . . capability . .
e . Asia Pacific and suggestion of |suggestion of
index standard | enhancement . and .
. countries . suggestion of the the
formulation | strategy for suggestion of S
. N directions | enhancement | enhancement
cybersecurity directions
- strategy strategy
capability
Criteri Previous 5 criteria 5 criteria 4 criteria 8 criteria 3 criteria 5 criteria 10 criteria
a cyber attack | 25 specific | 13 specific 9 specific 55 specific | 18 specific | 42 specific | 37 specific
practices criteria criteria criteria criteria criteria criteria criteria
Threats index| Assessment
and cyber result for . . Maturity
. . | Ranking of | Ranking of
Result offence each criteria g g level for N/A N/A N/A
o . countries countries
capability | No ranking each country
index of countries
Selection of
criteria
Calculation | focused on Integration .
. . . e . Applied
Assessment | Diversified |of weight for|the military’s| Assessment existing ..
Assessment .o o critical
Charac focused on | criteria of | each criteria role focused on cyber .
. .. |based offence . . . infrastructure
teristic e legal cooperation through Calculation cyber capability
capability . o and reflect
framework category survey by of weight resilience assessment
e feedback
experts and difficulty result
level for
each criteria
Departmentali
X Reference
Need for the zation of the available
. o L \%
selection of Selection of facility Definition of hen Need for
election o . when we .
overall . Need for the | Need for the [criteria(assess| role and continuous
. major legal . - . select our |,
Implic | assesment framework review of criteria of ment of | responsibility count improvement
ation criteria in various R&D and possible  |for CSO and Y through
.. for . . assessment .o
addition . cooperation | technology | cooperation the L public-private
cybersecurity . s . criteria since .
offence criteria facilities at | organization | , . partnerships
o integration e
capability other

countries)

results
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[I. S 7|& AO|HEQF 2k "I} o1 %gk defense cyber war
Law(Aut Lawful authority to support
=71Hel & ‘i:rLi—‘E A= Jrt A4 & TS hority) organization, budget, work
HJ—Oé] —5].0:] ] 104 l‘i_{ /K]-O]]:H o_ﬂ'a'ol: é_xg Ui] .ﬁg ¥ force and system
7 E3) _1,1,1.1_4' ] T AEAQ 2BE Bl I} Educatio | Level of education for staffs
AolH} ok AL S]] Foh Aol n_ | of cyberseculy
= Paralyze the subject
% #7h 2ol djale] AFagte FhRiled A
3 Offense country’s system(computer,
F240] Aloln] g Hrl vd JtE el 92 network)
viete] apoln] owbE vlaE A=sila, 343 W Defense Combine the detection skill
o] A NAHE 2 7}E vkels nfEE 4 9l= with deterrent
ES =k = Weapons Diversity & performance
7} AJelW ek Hyl= 13F 23bE vpo] 214 level of cyber weapons
LAl A 5, A 5 2 AR Creed / | aPabiily (o dispaich work
_ orce and use weapons in a
J H H O -
3}04 ’147 Fetsdet. Al &5-2Table 103} 32eH(13). Strategy battle systematically
3ol 71k ek A ek el o PR Computer skills,
EF3ke] Hrlstely AlF-SE2 Table 113 Zt} telecommunication
(14). Fundame | performance.
12 e W s A = 7]\;‘1_ =H3 A ntal Scope, frequency, strength,,
' N ' Technolo | and practicality for the
H}o < 27 2| Alo]® B 18-S m]x
° 1_’ 71l e127] 74 Afe] % el 4= A fmpl gy national level of training and
= 55 WS HelelA AE 2 AdAste] Hrhsiel i:;e: professional training
o} 13} HriskEe RANDS o=k Jﬂ g71e} f-AFsHA n organization.
Atol]Z7te 2HH F7to R BERsta, Atolw] F7| Scope, frequency, strength,
1) ;:;LZ.]] 5FES A ;(6]5]_03] %]7]__3]_93\;}. wal gn 3 . and. practicality for th.e.
o Arje] 520 Wi o] BLT Ao Az Training | national level of training and
2 A E5el | 7] o2 AR professional training
o}, w8 3ES Afolvjrel FAAAb] 3 WS- organization
2220 W7)lsle] o A& 9] Bl QlE okAS- i
tr“r 4718k ) o, AL LM < ¢ Internlau The number of cooperating
3 71E AR ohzl wok 1y A AA T cocc))anati countries related to cyber
% oy U WA} o) Rl Al & o)), W Pl | offense and defense
S o] A & S| Lo - R - al ojo N .
o3 —1°ﬂ 1 %Zﬂ Bl 9’]°ﬂ o T T % = 7] H’] Skill of transmitting
Al Bl = FAS 3 B3 FHel dEAx information
H377F s} Ripple Mass media effect
Effect Information ripple effect
Table 10. Criteria of the first Cyber Capability caused by frequent internet
Assessment usage
Cate Criteri Specific Criteri L o N
gory | pecttle Trena 27 G 17} el s SNk T ok 5
Scale of Control tower & = "1%—}1\—8]'—7—, /KE] ‘E "g“j’—i'% %"7—‘1]3"]‘ Hol'oii ‘,v‘i"rEr_T’_ /‘ﬂ
Organi Professional Organization HalEo A It EAS JA 2 o). 22
zation Level of interorganizational IAL Q3 AR A 9 ARy £ vl E
| cooperation sl 2 9 7% WS Al Frls
Basic Budget National budget fo'rloffense o}, 23} FFEO o W oa] Zrle] Apo|wHel
and defense capability . L
Size and lovel of A% F7ke A F5ele]hoks Alolwnel V)&
ize and level o -
ol ak > 2] % = 3175l Eo
Work direct/indirect workforce to Aol 2Ae =E ARl
Force .. .
participate in offense &
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Table

11.

Criteria of the

Capability Assessment

second Cyber

Categ

Criteria Specific Criteria
ory
Domain Level of network
(Infrastruct
ure) Level of system
National budget for IT
Resource - - -
(Budget) Nanqnal budget for information
security
Size and level of
direct workforce to
participate in offense &
Basic defense cyber war
Population | Size and level of indirect
(Organizati | workforce to offense &
on) defense  cyber  war(Security
companies, IT-related
departments, the hacker
community)
Existence of control tower
International cooperation
Etc —
Training
Level of digital snooping
Information . - .
. Level of social engineering
Gathering
Level of trojan horse
Level of vulnerability exploit
. Level of i
Offence | Penetration | — o O° WOTMS VIUS
Level of security system bypass
capability
Level of DDos
Destruction
. Level of system destructi
| disable evel of system destruction
Level of EMP
Level of software certification
prevention | Secure server penetration
Patch penetration (MS patches)
Level of intrusion detection
Defen system
ce Detection | 1 oye] of security control
Level of vaccine
CERT activities
Response | Forensic experts

Level of malware analysis
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HAql 3 AAS Sldl M AR e A%
7} &5 F e &9 gk grlea HrletEow
=25 FES AAstedc). e ek wrte] wrle)
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Table 12. Overall Criteria of Cybersecurity Capability Assessment
Heri ASP|RA |WE |Oxf | D
Cate Criteria Specific Criteria °ri | psa| U |[AS Oxf| DO m
gory tage I IND| F |ord| E
National cybersecurity National cybersecurity policy X]|O|O|A]O|X|O]|O]|S55
Critical infrastructure Crmcal‘ Infom.latlon Infrastructure X|OoO[X|Aa]l]O|X|O|Aa]4
Protection policy
Risk management Risk management framework X|O0O|X|X|X|O]|]O|O] 4
Incident response Cybersecurity incident response strategy | X | O | X | X [ X | O | O | O] 4
Regulato.ry compliance Regulato_ry compliance of cybersecurity xlololxlxlolxlola
and audit and audit
What year was the .
Wh s th 1
national cybersecurity at year' was ,t © nationa X|O0O X[ X|X|X|X|X]1
. cybersecurity policy adopted
policy adopted
Policy for check status through
Poli Capability assessment assessment and public report of X0 X | X|X|X|X]|]O]2
cy cybersecurity ca.pablhty : :
CIO or CSO Strategy for C}.nef Imﬁormanon Officer xlolxIx|Ix!Ix!|x!|Ix]|1
or Chief Security Officer
Sector spe.c1f1c Sec'tor spec1flcl cybersecurity strategy or xlololxlolx|x!|x]|3
cybersecurity plan policy of requirement for plan
Natl(.n.lal or sector Establish National or sector specific xlxlolx|x|Ix!|x!|x]|1
specific governance governance roadmap
Network operations and Computer network or Imer'net Service xlxlIxlololx|x!|x]|2
management Providers Management policy
Cyber deterrence Cyber deterrence policy X[ X[ X|X]|]O[|X|X|X]1
Cyber defence Cyber defence policy X[ X[ X]|X]O0]|X|O0]|X]2
Cyber attacks d
atfacel: attacks as arme Armed attack policy in cyberspace X | X[X[|X]|]O0|X | X|X]1
Information protection Leglsla'tlve frameyvork for 1nf9rmauon xlolx|x|Ixlxlolx]2
law protection and privacy protection
Cybercrime law Legislative framework for cybercrime xlxlolalx!Ixlolxlzs
response
Law | Incident reporting Regulatory of public report about cyber 3
regulatory incident
ICT security law Legislative frameworks for ICT Security 1
Process for law enhancement or
Law enhancement . . 1
prosecution services
Dedicated oreanization Dedicated organization for
g. cybersecurity(policy, infrastructure X|o|lOj]O]J]O|O]|O|O] 7
for cybersecurity . .
protection, crime, etc.)
Role of organization Definition of t.he role e.md.responsibility 3
for cybersecurity organizations
o CERTs National CERT or CSIRT 6
rg p
W
aniz Cé‘;tTy car established | y; ¢ year established CERT x|o|x|x|x|x|x|x]|1
atio A R -
N Platfom for incident Cybersecurity 11.101dent reporting platform xlolxIx|x|x|x!lol2
reporting for data collection
Military organization Military cybersecurity organization X| X[ X]|O0]O | X |X|X] 2
Responsibility for Definition of responsibility for cyber
XX [ X|X]O0O|X|X]|X]1
offence and defence offence and defence
Location of agency Location of agency X[ X[ X|X]|]O|X|X|X]1
Linked to cybercrime Linked to national cybercrime capability | X | X | X | X |O | X | X | X | 1




AHEHE 3 38]=A] (2015. 10) 1307
Heri ASP|RA | WE f| D
Cate Criteria Specific Criteria °ri | psa| U [AS Oxf| DO ¢ im
gory tage I [ND ord
Bud . National cyb ity Budget(C
u Cybersecurity budget z.ilona cybersecurity Budget(Compare O X [ X[ XX |X|X|X]1
get with IT budget)
Framework for National cybersecurity education and
. .. training framework including curriculum | X | O O | X |O | O | O | O] 6
education and training R . ..
of university and vocational training
Various eduction Various education programs(various
sector and level) and onjoffline X|X[|O|X|X|O|]O|O]| 4
program .
Edu education program
cati | Public awareness Campa1gn.or education for increasing xlolololx|xlolols
cybersecurity awareness
O "Sharing of best
Trai _g Program for sharing best practices X|X|O0O|X]|]O|O|X|O]| 4
. practices
e Participation in international
International training 'p ., .. X | X[ X[ X]|]O0|X|X|X]1
organization’s training
Assessment of experts Estimate of applied expertise at national xlxlIxIxlolx!|x!|Ix!|1
level level
National level ional level i
atlgna eve Conduc.t.natlona evel recruitment xlxlIxIxlolx!x!lIx!li
recruitment competitions
R&D Organization for cybersecurity
R&D manpower and | 1 ooies and the level of aAlx|lo|lx|o|x|o|o]as
technical level . .
technologies for cybersecurity
Standard formulation National framework for standard
and implementation . . - X|O0O|O|X|X|X|O|O]| 4
formulation and implementation
T framework
ec .y -
o Officially approved national
Certificat d . e
hnol glricl lcation agency an cybersecurity certification agency and X|O0O|O|X|X|X|X]|O]33
oégty poficy the policy for certification requirement
-Sta
Net k trati rtph
ndar | Internet connectivity ewor. penetration and smartphone X | X[ X0 X |X|X|X]1
4c penetration
ertif Security software development
icati Secure software framework and development X[ X[ X|X]|X|X]|]O|O]| 2
on requirements policy
Technolog?/ for Developm(?nt level of technologies for xIxlxIxlIxlxlolol2
cybersecurity cybersecurity
Te?l?nology for L?Yel o.f technologies for resilience in xIxlxlxlxlxlolx]|i
resilience critical infrastructure
Previ ttack Level of off technologies i
revious attac evel of offence technologies in olxIxlIx!xlx!x!|x!|i
practices previous attack practices
. . Framework for public private
Publ t
Lone pl‘ivae partnership(Sharing resource and X|O|O|O|O|X|O|O]|6®S6
partnership . .
information)
Intra-agency partnership | Framework for intra-agency partnership o) O] 3
Participati £ ional
Coo | International partnership artlclpatl(?n © mtefﬂaﬁona 3
era cybersecurity organization or forum
fion Intra-state partnership Framework for Intra-state partnership 1
Connectivity with risk Risk management framework with
management framework | shared information from other X[ X[X|X]|X]O0O|X]|O0]2
and information sharing | organizations
Coopéraulon Defm%tlor.l of the cooperation xlxIxIx|Ix|Ixlolxl!|:
organization organizations
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Heri ASP|RA | WE f| D
Cate Criteria Specific Criteria °ri | psa|u [AS Oxf| DO ¢ im
gory tage I IND| F |ord| E
Familiari ith
amt 1ar1Fy with cyber Familiarity with cyber defence issues X[ X[ X|X]|O0O|X|X|X]1
defence issues
Cyb
€I | Cybersecurity mind-set | Position of cybersecurity mind-set X[ X[ X|X|X|X|O0|X]1
cult
ure’ Confidence and Confidence and trust on the
soct . e-Commerce, online service, X | X[ X | X|[X|X]|0]|X 1
ety |trust on the internet
e-Goverment
Protection of privacy Regulatory for privacy, data protection AlX | X|IX[X]|X]O|X]|L5
Industry for .
. Industry or market for cybersecurity X|O0O[X | X|X|X]|]O|X]| 2
cybersecurity
Digital in the whol
Indu | Digital economy 1gital economy rate in the whole X[ X[ X0 X |X|X|X]1
economy
stry
Management of Management of vulnerabilities and
vulnerabilities and impact of significant security failure or X | X[ X[ X]|X|O0|X|X]1
impact of accident accident
Reliance upon private Reliance upon privately owned assets X | X[X[|X]O0|X|X|X]1
Mat | assets
erial ;
Pe{rceptmn of role of Perception of role of private sector X | X[X[|X]O0|X|X|X]1
private sector
Recru.nment and Recrultmer}t and r.etefnuon for xIxlxlxlolxlx|lol2
Pers | Fetention cybersecurity specialists
onn i i
. ID and Access Personnel vetting and assurance Identity xIxlxlxlolxlx|lol2
management and access management
man
age | External dependencies Vetting contractors and third parties X[ X[X|X]O|X|X]|O0]2
men | management
t . . . , ,
Professional training for Rec,runn}em and employment of ’black xIxlxlxlolx!|x!|x]|i
hacker or ’grey’ hats
Authorization for cyber Authorization for cyber defence
4 capabilities(Tactical level, Operational X[ X[ X|X]|O0|X|X|X]1
defence capabilities .
level, Strategic level)
Lea
d . . Escalati hanism f tional
e.rs Escalation mechanism .sgaalon fechanism for nationa X | X[ X[ X]O0|X|X|X]1
hip incidents
ill f privat Level of authorit ired f
surveillance of private vel of authority required for xlixlxlxlolx!x!|x!|i
sector networks surveillance of private sector networks
Faci . e . i
lity Cybersecurity facility Physical facility for cyber defence X | X[ X[ X]O0O|X|X|X]1
. Tactical- tional - strategi
Interoperability .ac 1ed op‘e1.ra tonat-siralegle X | X[ X[ X]|]O0|X|X|X]1
interoperability
Ete Review of the proaram Programme is reviewed for effectiveness
V.YV R prog and, when shortcomings are identified, X | X[ X | X[X]|]O|X|X 1
modification . .
corrective action




A H 1 553

=4 (2015. 10)

1309

4.1 2L AIO|HEQH EX| HI

Seldele A Ao QEY SEE BT

AAA R, [T, 2mtE 22]e ReolellxE 47 7]%
& WA AfelH A=elth. BAH Ate]W o= %7}
AME =2 71 okl 2919 AYAE e ot
(15). m&k Q17 o din] <lejl W83t a4}
4 wgo] ¥al, APREE HFEX A 2912 -
Eo TEltH16). ool meh Ve fEre A
HAoR I7kskaL, el whE AR SrkskaL Sl
= FAlelet

ey AEH IT 7€ 9
3 ApolHEE 4

EECERES Y
Fol Wk Jhm QA ER Aol

dAlele}, gtstr|egridde] FARE 292w
Aol AA AAE Azb B wam Ape]

Bugke] Z]qfelld AAs] hEefAl= Ax=rk AA
6070=F 5 5892 Hehr|E l=ze) AR AR 7

o

o 7P e =95 7| E3kgeH(17). AR A 7
o mEEr) Jau o]l SN & Al &
Hubd oz AHunFol gk glile] Lo Aoz 1}
ek ol% felvehs J1de) Juns el
G, ARR T iyt qlAe] REdlrhe B4 %
1 3}4

=3 $eluele ARuE Y 280 wld ¢

o
5L
[eg

| =53 Addelrt. vt} Frlele Holaw
olFe] 8= =Al Fkely AT, TF
o] o]ol| Wx]7] ola&le- AAo|t}. 2015 AR B FH
AMell mhewl ARES Adg Z2Ao] AR k=
olfr= okl HFo] 85.2%% Ao 94
P, ARES gae] 5 s T 7P 2 ol®
A% 7]% Y o4k FEo] 42 6% 7V EA 1}
ERtTH(18).
Felvel SAS dih, wg-Fe,
dste] ¥ *}Olﬂ%if’& AR g R A AR ES

4.2 @otets migH

g
i

O

ZEH o7 Agksl= —317-7]- Abou] B ol odek
< Table 133 z2c}. zb Al gh5e] WA
stef 73t

B g

=

4 o8

Table 13. Criteria of National Cybersecurity
Capability Assessment
Cat I oo o
ate Criteria Specific Criteria
gory
National
: 10na. National cybersecurity policy
cybersecurity
. Critical information
Critical . . .
. infrastructure protection policy
infrastructure
or strategy
Poli Risk
ot S Risk management framework
cy management
Incident Cybersecurity incident response
response strategy
Regulat
ceu fi oty Regulatory compliance of
compliance cybersecurity and audit
and audit Y Y
Cybe?securlty Basic law for cybersecurity
basic law
. Legislative framework for
Information . . .
. information protection and
protection law . .
Law privacy protection
Cybercrime | Legislative framework for
law cybercrime response
Incident .
et ?n Regulatory of public report
reporting i s
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regulation
Or Dedicated Dedicated organization for
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at' for infrastructure protection, crime,
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N cybersecurity | etc.)
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Bud | Cybersecurity attona’ cy ersecu?ly
budget(Compare with IT
get budget
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National cybersecurity
Framework for | education and training
education and | framework including curriculum
training of university and vocational
training
Edu - -
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. programs(various sector and
on* eduction .
R level) and on/offline
Trai program .
ning education program
. Campaign or education for
Public . . .
increasing cybersecurity
awareness
awareness
Sharing of Program for sharing best
best practices | practices
Tec R&D organization for
R&D . .
hnol cybersecurity technologies and
manpower and
ogy . the development level of
technical level . .
-Sta technologies for cybersecurity
ndar Standard National framework for
d-C | formulation |standard formulation and
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