1327
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.25, NO.6, Dec. 2015 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2015.25.6.1327

nlo]A242E X Y& glolne]e] 3 £4:
T4 &3}t ¢x2lE HAS-160 dF T bEE
ac Sy

olZe" §aduM’ggul”
'EHYTHS L BOIINBET I SAUSHIE, (AT YRR S

An Analysis of Agility of the Cryptography API Next Generation in
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ABSTRACT

This paper surveys structures, features and programming techniques of CNG that is substitution of CAPI in Microsoft, and
implements hash provider for support HAS-160 that is one of the Korean hash algorithm. After that, we analysis agility from
different perspective based on implemented results, and propose customizing stratagem. Analyzed results of basic concepts and
implemented HAS-160 hash provider are expected applying measure for Korean cryptography algorithm in Vista environment.
Consequently, we will research secure distribution way due to it is not apply on CNG.
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Table 1. Typical steps of the CNG programming

Step

Calling function

Open algorithm
provider

BCyptOpenAlgorithmProvider

Get or set
algorithm property

- Set: BCryptSetProperty
+ Get: BCryptGetProperty

Generate,
import/export, and
destroy key

- Generate:
BCryptGenerateSymmetricKey,
BCryptGenerateKeyPair

- Import/export: BCryptImportKey,
BCryptlmportKeyPair,
BCryptExportKey

- Destroy : BCryptDestroyKey,
BCryptFinalizeKeyPair

Cryptographic
operations

+ Generate random number:
BCryptGenRandom

- Hash operation:
BCryptCreateHash,
BCryptHashData,
BCryptDuplicateHash,
BCryptDestroyHash

- Symmetric key operation:
BCryptEncrypt, BCryptDecrypt
- Asymmetric key operation:
BCryptFinalizeKeyPair,
BCryptEncrypt, BCryptDecrypt
- Signature and verification:
BCryptSignHash,
BCryptVerifySignature

Close algorithm

BCryptCloseAlgorithmProvider

provider
2 A% 5ol dleH (6], £ =2 HAS-160°]
@ o] adlelnz T8 A whes) Bad el
Z s A4 @) mead sl sl
ZAIS] el
LOAD
BCryptOpenAlgorithmProvider
Algorithm
provider

Fig. 2. Process calling the algorithm provider function
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Step 1. 4vE]E F34 2= : BCryptOpen-
AlgorithmProvider 342 sy, 35 A3}
phAlgorithm Z<lEle] WSS wisksic),

Step 2. RBAE &2 44 4 2% BCrypt
GetProperty, BCryptSetProperty &2 3
3, Sl E A% W e FEIe] vREE
Ersla=

Step 3. #H4] A4 : BCryptCreateHash 3F
T2 Y3 sl dibs F3E] Se dES
=

Step 4. d15] A4k 2 BA] . BCryptHashData
g s, duddt wyjo] whek g o4k
Az7}t AAEY. BCryptHashData 345 o3&
W oakEsle] 35S S ok Al = a4 7%

NTSTATUS WINAPI
BCryptOpenAlgorithmProvider(
_ _out BCRYPT ALG_HANDLE *phAlgorithm,

UNLOAD

__in LPCWSTR pszAlgld,

__in  LPCWSTR pszImplementation,
__in DWORD dwFlags

H

NTSTATUS WINAPI
BCryptCloseAlgorithmProvider(

BCryptCloseAlgorithmProvider

__inout BCRYPT ALG _HANDLE hAlgorithm,
_in  ULONG dwFlags
)
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BCryptOpenAlgorithmProvider(
hAlgorithm,
LOAD BCRYPT_SHA256_ALGORITHM,
BCryptOpenAlgorithmProvider 0,
0
)
NTSTATUS WINAPI NTSTATUS WINAPI BCryptGetProperty(
BCryptSetProperty( _in BCRYPT_HANDLE hObject,
__inout BCRYPT_HANDLE hObject, _in LPCWSTR pszProperty,
_in  LPCWSTR pszProperty, Set and get _out PUCHAR phOutput,
_in  PUCHAR pblnput, object property _in ULONG cbOutput,
_in ULONG cblInput, I _out ULONG *pcbResult,
)Tln ULONG dwfFlags Allocate buffer )Tln ULONG dwfFlags
NTSTATUS WINAPI BCryptCreateHash(
_inout BCRYPT_ALG_HANDLE
hAlgorithm,
_out BCRYPT_HASH_HANDLE *phHash,
Create hash _out  PUCHAR pbHashObject,
_in ULONG cbHashObject,
_in_opt PUCHAR pbSecret,
_in_opt ULONG cbSecret,
_in ULONG dwFlags
NTSTATUS WINAPI )
BCryptDuplicateHash(
_in BCRYPT_HASH_HANDLE NTSTATUS WINAPI BCryptHashData(
hHash, __inout BCRYPT_HASH_HANDLE hHash,
_out BCRYPT_HASH_HANDLE Operate and duplicate _in PUCHAR pblnput,
*phNewHash, hash _in  ULONG cblInput,
_out PUCHAR pbHashObject, _in  ULONG dwFlags
_in  ULONG cbHashObject, )
_in ULONG dwFlags
) NTSTATUS WINAPI BCryptFinishHash(
__inout BCRYPT_HASH_HANDLE hHash,
Extract _out PUCHAR pbOutput,
hash value _in ULONG cbOutput,
_in  ULONG dwfFlags
)
NTSTATUS WINAPI BCryptDestroyHash(
Destroy __inout BCRYPT_HASH_HANDLE hHash
hash )
BCryptCloseAlgorithmProvider(
UNLOAD hAlgorithm,
BCryptCloseAlgorithmProvider 0
)i
Fig. 3. Process calling the hash function
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% ZFAHCipher Provider), 314 &%#t(Hash
Provider), #7/07] & ZF#(Asymmetric
Encryptlon Provider), 7] 23t FFAH(Secret
Agreement Provider), A% ¥5#HSignature
Provider), W 4471 FF4HRandom Number
Generator Provider)® #HFdt}. 2 3445
el el TR Fse FNgeES s
oo} g}, obge] FFAHI daEF otelr], 1

Table 2. List of callback and interface functions
for cipher provider

Interface

. GetCipherlnterface
function

- BCryptOpenAlgorithmProviderFn
+ BCryptGetPropertyFn

+ BCryptSetPropertyFn

- BCryptCloseAlgorithmProviderFn
- BCryptGenerateSymmetricKeyFn
+ BCryptEncryptFn

- BCryptDecryptFn

- BCryptImportKeyFn

+ BCryptExportKeyFn

+ BCryptDuplicateKeyFn

+ BCryptDestroyKeyFn

Callback
function

Table 3. List of callback and interface functions
for hash provider

Interface

. GetHashInterface
function

- BCryptOpenAlgorithmProviderFn
+ BCryptGetPropertyFn

+ BCryptSetPropertyFn

- BCryptCloseAlgorithmProviderFn
+ BCryptCreateHashFn

- BCryptHashDataFn

- BCryptFinishHashFn

+ BCryptDuplicateHashFn

+ BCryptDestroyHashFn

Callback
function

o)
= u
Faselol sk qleldelagesl FUFLES

Table 2. - 7.3} 2t}

Table 4. List of callback and interface functions
for public key provider

Interface

. GetAsymmetricEncryptionInterface
function Y TyP

+ BCryptOpenAlgorithmProviderFn
+ BCryptGetPropertyFn

- BCryptSetPropertyFn

+ BCryptCloseAlgorithmProviderFn
+ BCryptGenerateKeyPairFn

- BCryptFinalizeKeyPairFn

+ BCryptEncryptFn

+ BCryptDecryptFn

- BCryptImportKeyPairFn

+ BCryptExportKeyFn

- BCryptDestroyKeyFn

- BCryptSignHashFn

- BCryptVerifySignatureFn

Callback
function

Table 5. List of callback and interface functions
for secret agreement provider

Interf.a\ce GetSecretAgreementInterface
function

+ BCryptOpenAlgorithmProviderFn

+ BCryptGetPropertyFn

+ BCryptSetPropertyFn

+ BCryptCloseAlgorithmProviderFn
- BCryptSecretAgreementFn
Callback | - BCryptDeriveKeyFn

function | - BCryptDestroySecretFn

+ BCryptGenerateKeyPairFn

- BCryptFinalizeKeyPairFn

+ BCryptImportKeyPairFn

+ BCryptExportKeyFn

- BCryptDestroyKeyFn

Table 6. List of callback and interface functions
for signature provider

Interface

. GetSignatureInterface
function

+ BCryptOpenAlgorithmProviderFn
+ BCryptGetPropertyFn

- BCryptSetPropertyFn

+ BCryptCloseAlgorithmProviderFn
+ BCryptGenerateKeyPairFn

- BCryptFinalizeKeyPairFn

+ BCryptSignHashFn

+ BCryptVerifySignatureFn

- BCryptImportKeyPairFn

+ BCryptExportKeyFn

- BCryptDestroyKeyFn

Callback
function
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Table 7. List of callback and interface functions
for random number generator provider

Interfftce GetRnglInterface
function
+ BCryptOpenAlgorithmProviderFn
Callback + BCryptGetPropertyFn
function | BCryptSetPropertyFn
+ BCryptCloseAlgorithmProviderFn
+ BCryptGenRandomFn
3.2 g5 2472 E IEK S2

Ag27E 83 CNG 337k o dAE A
A CNG 2hfelel F7gch

cFEA EE SE

Step 1. BCryptRegisterProvider ¥4% %
Z3t AH8AE FFAME CNG #H5-Elol 718},

Step 2. BCryptAddContextFunctionProvider
45 sEI}] FFAPL AFee gmst gkl
3 P rEES 235}

cIEA E S Al

ONG 2he8el #7h AgA7E T8 Faahe

cheel BAE Sdete] S5 AR oln) 5
BB QAT A TR YFERE
AY St gtk 2einE S5 AL QVEe
4T AFIE A4 TIE 55 AT F 9y
2ol #AE FHAE ) SE3jolof Pt

Step 1. BCryptRemoveContextFunctionProvider
g5 3E3 g A S35 BHE ARE A

CRYPT_IMAGE_REG UserModeProviderimage = {
L"symmprov.dil",
1 1 /' Number of algorithm classes the binary supports
AllUserModeAlgorithmClasses };
CRYPT_PROVIDER_REG SymmetricCipherProvider = {
0,

NULL,
&UserModeProviderimage, /I image that provide user-mode
NULL }; /I image that provide kernel-mode

ntStatus = BCryptRegisterProvider(
SYMM_CIPHER_PROVIDER_NAME,
0, Il Flags: fail if provider is already registered
&SymmetricCipherProvider
)

Fig. 4. Registration example of user provider

ntStatus = BCryptAddContextFunctionProvider(
CRYPT_LOCAL,
NULL,
BCRYPT_CIPHER_INTERFACE,
SYMM_CIPHER_ALGID,
SYMM_CIPHER_PROVIDER_NAME,

/I Scope: local machine only
Il Application context: default
Il Algorithm class
/I Aigorithm name

Il Provider name

CRYPT_PRIORITY_BOTTOM Il Lowest priority
)3
Fig. 5. Registration example of function
information of user provider
rekin=y
Step 2. BCryptUnregisterProvider 4%

319 CNG 2hHpelellA 3574 555 iAo

- 3F 2E 52 A

ONG ehe8el #748 AgA7h 788 Faahe
chee] Wl E sl 55 AR o 55
g FF AL A TR e
Geh. Jelue SEE Tae] Ay
A= AA FHAE 55 A

FRHAE ThA] BEstolof Q.

Step 1. BCryptRemoveContextFunctionProvider

FeE 3E5] I A S5 AE HEE A
718k}
Step 2. BCryptUnregisterProvider &%

F23he] ONG el T34 $5¢ Ak

nitStatus = BCryptRemoveContextFunctionProvider(
CRYPT_LOCAL,
NULL,
BCRYPT_CIPHER_INTERFACE,
SYMM_CIPHER_ALGID,
SYMM_CIPHER_PROVIDER_NAME

Il Scope: local machine only
Il Application cortext: default
Il Aligorithm class
/I Algorithm name

I Provider

Fig. 6. Removal example of function

information of user provider

ntStatus = BCryptRemoveContextFunction(
CRYPT_LOCAL,
NULL,
BCRYPT_CIPHER_INTERFACE,
SYMM_CIPHER_ALGID

/I Scope: local machine only
II' Application context: default
I Algorithm class
I Aigorithm name

)

Fig. 7. Removal example of user provider
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3.3 HAS-1602 X|&sl= AF2A} oliv] S=AE 7+

B =S A daElE HAS-160s A=
34 FFAHE Fdsl] f15ke] GetHashlInterface
g9} BCRYPT HASH FUNCTION_TABLE
:rszl, a8la FEA W E2EEE FeES B

T3ttt CNG ZgoldEr) s FFAE

A3t & BCRYPT HASH FUNCTION_TABLE

25 FAlshE AL Fig. 8.3 #th

—M:o

Step 1. CNG Client® CNG Providerell
obs FFAE 8A3

Step 2. CNG Provider+= CNG #H$E/Z=
£ &3l LoadLibrary &% &3l DLLS
Zrgh}

CNG Client

ﬁb@

CNG Provider

1. Request cipher provider

2. Call LoadLibrary (Load DLL)
3. Check GetHashInterface
4. Verify effectiveness

5. Support
BCRYPT HASH FUNCTION TABLE

Fig. 8. Supply process of cipher provider

NTSTATUS WINAPI GetHashinterface(
IN LPWSTR pszProviderName,
IN LPWSTR pszAlgid,
OUT BCRYPT_HASH_FUNCTION_TABLE **ppFunctionTable,
IN DWORD dwFlags)

NTSTATUS Status = STATUS_NOT_SUPPORTED;

UNREFERENCED_PARAMETER{pszProviderName);
UNREFERENCED_PARAMETER(dvflags);

fwcscmp(L'HAS160", pszAkgid)) {
Status = STATUS_NOT_SUPPORTED;
goto Cleanup;

}

*ppFunctionTable = &Has160HashFunctionTable;
Status = STATUS_SUCCESS;

Cieanup:
return Staus;

}

Fig. 9. Implementation of get hash interface

Step 3. DLL =7} A¥4o]H GetHashInter-
face7t EAfs=A] &gt} o|= vig] o]Fe] A
A glejekrt gale] 7lssic),

Step 4. FAA= dae]Fe] Fa3 daE|E o}

AR (EA AAD.

Step 5. A A3t AFAHelzkH CNG
Provider+= BCRYPT HASH_FUNCTION_TABLE
TFZ2AE CNG Clientell Al A3k},

T83 GetHashInterface®t BCRYPT HASH
FUNCTION_TABLE F+&AE Fig. 9., 10.°l
vehfiglen] 7]e} 2wgk=E Table 8.¢ vehich

BCRYPT_HASH_FUNCTION_TABLE Has160HashFunctionTable =
{

BCRYPT_HASH_INTERFACE_VERSION_1,

Has1600penHashProvider,

Has160GetHashProperty,

Has160SetHashProperty,

Has160CloseHashProvider,

Has160CreateHash,

Has160HashData,

Has160FinishHash,

Has160DuplicateHash,
Has160DestroyHash,

I3
Fig. 10. Define BCRYPT_HASH_FUNCTION_TABLE

Table 8. List of implemented HAS-160 callback
functions

Name of Name of implemented

callback function function
llzr((l)i};g;(r);anlgorit}un Has1600penHashProvider
BCryptGetPropertyFn Has160GetHashProperty
BCryptSetPropertyFn Has160SetHashProperty
llff;};g;(:éc:]seAlgorithm Has160CloseHashProvider
BCryptCreateHashFn Has160CreateHash
BCryptHashDataFn Has160HashData
BCryptFinishHashFn Has160FinishHash
BCryptDuplicateHashFn  |Has160DuplicateHash
BCryptDestroyHashFn Has160DestroyHash
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3.4 HAS-160 sll7l 32Xt S5 & A2

T8% HAS-160 34 F5A= 334 o1&
"HAS160 Hash Provider’, @ag]& ofeoly]
"HAS160"® AAste] Axde] FE3h9le
2 A3}E Fig. 11., 12.¢ Jehgdich,

5% HAS-160 &4 3d3A& dxEs] 9
g ZEjololE xrIAls Fasglon HAEES

of aju nlo

FunctionsArray[0] = L"HAS160"

InterfaceReg.dwinterface = BCRYPT_HASH_INTERFACE;
InterfaceReg.dwFlags = 0;

InterfaceReg.cFunctions = 1;
InterfaceReg.rgpszFunctions = FunctionsArray;

ImageReg.pszimage = L"has160pv.dil’; Mlprovider dil

ImageReg.cInterfaces = 1 Hlonly one interface - hash

ImageReg.igpInterfaces = &plinterfaceReg;

ProvReg.pUM = &lmageReg;
If ( INT_SUCCESS(status = BCryptRegisterProvider(

L'HAS 160 Mash Provider",

0,

&ProvReg)) ) {
wprintf(L"Error 0x%x returned by BCryptRegisterProvider\n”, status);
goto Cleanup;

}
if( INT_SUCCESS(status = BCryptAddC ontextFunctionProvider(

CRYPT_LOCAL,

NULL,

BCRYPT_HASH_INTERFAGE,

L"HAS 160",

L"HAS 160 Hash Provider",

CRYPT_PRIORITY_TOP)) ) {
wprintf(L"Error 0x%x returned by BCryptAddContextFunctionProvider\n”, status);
goto Cleanup;

}

Fig. 11. Registration of user hash provider

C:fHas160Provider>haslb6@_config —enum
Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider
Microsoft Software Key Storage Provider
Microsoft SSL Protocol Provider

C:tHas16@Provider>has16@_config —register

C:WHas16BProvider>hasl168_config —enun
Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider
Microsoft Software Key Storage Provider
Microsoft SSL Protocol Provider

HAS168 Hash Provider

C:tHas16@Provider>

Fig. 12. Registered result of HAS-160 hash
provider

9% CNG Zete]dE
Fig. 13.3} #Zt}.

Fig. 14.= o8 =5 3% "123456789012345
678901234567890123456789012345678901234
56789012345678901234567890° = AdAsle] =2
a9 SR Atolet

void __cdecl wmain(int argc, __in_ecount(argc) LPWSTR »wargv)
{

STEP 1! OpenAlgorithmProvider()

STEP 2 GetAlgorithmProperties()

STEP 3! CreateHash(

STEP 4 HashData()

STEP 5 FinishHash()

STEP 6: CloseAlgorithmProvider()

STEP 7: DestroyHash()

Fig. 13. Example of use for CNG provider

C:¥Has16BProvider>hasl168_client
DU = B7 £f@ 5¢ 8c @7 73 ¢5 5¢c a3 a5

ab 95 ce 6a ca 4c 43 89 11 bS5
C:WHas16BProvider>

Fig. 14. Execution result of client program for
HAS-160 hash provider
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Table 9. Development costs for CNG extension ZE5 A AshA] &) ool CSP N A o2 4
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Aloorithm Number of Imol q )
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d functions CPImportKey, CPSignHash a8
- Generate CPVerifySignatures} #2 3552 A5, o9
symmetric key |5l By o AlgElolok &) wite] 3}
. - Encrypt/decr-
Cipher o Bel 95 trEEE 3R Ase] B e
rovider 12 ypt based on
’ symmetric key FEe 2T Fasjelol she 497l A 0%
- Importjexport ate] CSPe zZHI- ez Fod o3 duelss
" e R & BT ARNFES s Aol AibHelglet
pgjisder 10 |- Generate hash g CNGSF 7] CSPIlA% P egh Zuats
= stz A= & 2] oke 2~ o]
- Generate asy- = HE‘E]'J— A= AdekA] e 5 slek 12
mmetric key pair v ol2fgt A fol® 54 At iAol = o= A
- Encrypt/decr- 9] CSPE ZA]d 2Z3lo] Z2a# 3fodo} 3}7)
Asymmerric T s ke Woll Z2ale] ghado] Wolxw #Ahes} o}
kezojiig:fr 4L signaturefve- A EAAe] glth. Table 10.2 CSPE /sl
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B Im.port/ export CPDestroyKey 1) Number of implemented
public key CPSetKeyParam function: 25
Random CPGetKeyParam 2) Implemented unique
number 6 - Generate CPGetProvParam features:
generator random number CPSetProvParam - Various asymmetric key
provider CPSetHashParam cipher algorithms
- Generate key CPGetHashParam (Key generation,
- Manage key CPExportKey* encryl.)tion/decrypti(.)n, signature)
Key management ”7 - Encrypt/decrypt CPImportKey* —AVanous S}fnnnetrlc key
provider - Signature/ve- CPEncrypt cipher algorithms
rification CPDecrypt (Key generation,
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Table 11. Comparison of the development cost of CSP and CNG: Through the HAS-160 implementation

v 235 CNG CSP
GetHashInterface CPAcquireContext
BCryptOpenAlgorithmProviderFn CPReleaseContext
BCryptGetPropertyFn CPGetProvParam
BCryptSetPropertyFn CPSetProvParam

ITef’llli?cTt BCryptCloseAlgorithmProviderFn CPSetHashParam

functions BCryptCreateHashFn CPGetHashParam
BCryptHashDataFn CPCreateHash
BCryptFinishHashFn CPHashData
BCryptDuplicateHashFn CPHashSessionKey
BCryptDestroyHashFn CPDuplicateHash

The asymmetric cipher algorithm has to implement
separately for CPSignHash and CPVerifySignature because
it is impossible to flexible linkage with the existing CSP.

HAS-160 is able to apply without Alternatively, the asymmetric cipher operation of the
Linkage problem | difficulty for the signature and the existing CSP is able to utilize. However, in this case,
with public key | verification in order to flexible multiple CSPs is used at the same time in the
cryptography linkage with the existing public key application program. Furthermore, there is a problem
cryptography. about consistency and complexity of program. Because

CPSignHash and CPVerifySignature cannot use directly in
the application program so hash or encryption or
decryption operation has to programming separately.
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HCRYPTPROV hCryptProv = NULL;
SIX 20|A BOOL ret;
412 EE 2ol
ret = CryptAcquireContext(&hCryptProv,

HCRYPTPROV hCryptProv = NULL;
BOOL ret;

ret = CryptAcquireContext(&hCryptProv,
NULL,
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PROV_RSA_FULL,
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a) Medify from CSPto KBU_PROV in CAPI(change)

BCRYPT_ALG_HANDLE hHashAlg = NULL;

gk e 4 glvkes Aol vl ks sle|HEE NTSTATUS status;
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b) Modify hash provider in CNG(no change)
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