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ABSTRACT

Recently, the size of the mobile game market and the number of mobile game users are growing. Also, as the mobile game’s
life cycle is increasing at the same time, auto program issue reappears which has been appeared in PC online games. Gamers
usually tend to ignore warning messages from antivirus programs and even worse they delete antivirus program to execute auto
programs. Therefore, mobile game users are easily compromised if the auto program performs malicious behaviors not only for
the original features.

In this paper, we analyze whether seven auto programs of “clash of clans” which has a lot more users for a long time
perform malicious behaviors or not. We forecast the possible security threats in near future and proposed countermeasures based
on this analysis. By analyzing auto programs of highly popular mobile game of today, we can acquire the knowledge on auto
program’s recent trend such as their development platform, operating mode, etc. This analysis will help security analysts predict
auto program’s evolving trends and block potential threats in advance.
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Fig. 1. Search Result of Mobile Game Macro
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Table 2. List of Android Emulators

Application Cost Latest Version
Name (Release Date)
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Table 3. List of Memory Modification Apps.

Latest
Application Version
Name Country Cost (Release
Date)
Game Taiwan Free 3.0.0.0
CIH (2012.02)
Game . 6.0.5.9
Guardian China Free 1 a013.11)
Game .
Killer China Free -
SB Game . 3.1
Hacker China Free 1 2014.12)
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Fig. 6. Attempt to Modify Memory using Game
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Table 4. List of Macro Applications

Latest
Application Plat- Cost Version
Name form (Release
Date)
AutoHot 1.1.22.03
key PC Free 1 2015.06)
3.3.14.1
Autolt PC Free (2015.07)
Smart 3.8
FRep Device | T | (2015.08)
2.0
G Macro PC Free (2003.11)
. Smart 2.0.1
Hiro Macro Device Free (2015.06)
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Table 7. Classification of Obfuscation

Obfuscation Contents
L ¢ Scrambling The Program around
ayon at The Source-Level
Twisting The Typical
Control-Flow Downward-Flow of A Program

into Spaghetti Code

Masking Data in Program by

Dat
ata Any Means

Table 8. Monthly Packer Statistics

Packer Count Percent
ilipt?n—:"lymorphic—laa 1,870224 | 67.32%
UPX All_Versions 452,728 16.30%
‘IjﬁlaHSoft_PiMP_SFX 203211 731%
Inno_Setup v2.0.1 84,715 3.05%
FSG V1.0-1.2 40,941 1.47%
NullSoft_NSIS Generic 33,504 1.21%
UPX V2.9-3.X 32,179 1.16%
Unknown_33 10,849 0.39%
InstallShield v2000 6,925 0.25%
ASPack vna 5,434 0.20%
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Table 9. Inspection Checklist

o wahe vhepiict

Division Contents
Item 1 File Creation/Modification/Deletion
l-a File Creation/Modification/
Deletion by Execute Files
1-b | File Download by Connecting Network
Registry Key Creation
fem 2 /Modification/Deletion
Malicious Activity Related to
Item 3 .
Process/Service
3-a | Antivirus Process Pause/Kill
3-b | Backdoor Process Execution
3-c | Etc.
Item 4 Analysis of Possibility of Potential
Threat
4-a | Existence of Update Function
4b Existence of Malicious
IP Address/Domain
Item 5 Code Protection
5-a | Code Obfuscation
5-b | Packing
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Table 10. Inspection Tools

Division Inspection Tools Refer-
ence
VMware Workstation
38
v10
Emulator
BlueStacks 14
v0.9.25.5401
Process Monitor v3.2 39
. Process Explorer
Dynamic v16.05 40
Analysis
Regshot v1.9.0 41
Wireshark v1.12.5 42
OllyDbg v1.10 43
PE Explorer v1.99 44
PEBrowse Professional 45
v10.1.5.0
Dependency Walker v.2.2 46
AStaltIC. NET Reflector 47
NS 18.5.0.179
BinText v3.0.3 48
Stud_PE v2.6.1.0 49
Exeinfo PE v.0.0.3.7 50
HxD v1.7.7.0 51
www.virustotal.com 52
History www.malwares.com 53
Inquiry Google’s s4
Service Safe Browsing
KISA’s WHOIS 55
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Table 11. List of Auto Program of Clash of
Clans
Program Source Code
Name Cost Disclosure
A free X
B free (0]
C 6$/M X
D 10$/M X
E 11$/M X
F 20$/M X
G 10$/M X
4.2 AE A
A Hg B4 Z el A fol4E
grsalr] 43 sp3EEeA AAge VMware

Workstation v10e4 guest OSE Windows 7
2 FA8la guest OS W BlueStacksS A3
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Table 12. Inspection Result
Division | A[B|c|[D|E]F|a
Item 1
1-a - - - - - - -
1-b - - - - - - -
Item 2 - - - - - - -
Item 3
3-a - - - - - - -
3-b - - - - - - -
3-c - - - - - - -
Item 4
4-a (6] - - - - - -
4b | - | - | -|lo| -]lo]o
Item 5
5-a - - - (0] - - -
5-b (0] - (6] - - (0] (0]

Table 13. Script Language used and Packer
applied by Program
P;(])aglfsn Script Language 1;?:112:
A Autolt UPX
B Autolt -
C Autolt NSIS
D Autolt -
E - -
F Quick Macro Themida
G Quick Macro Themida
a2l h Z2as F 6707F Autolt =

Quick Macro #& 2~3¥
o] ey},
23 9 wxE 98 exe
FAEG, A Ul .

&3 A= Sde o] E 20 ?‘i A

=

Mo =

E qlojz pEd A

A jﬂE oz 7HHL~3} Eil
/\

5

ET

rameworkE o
Table 13.¢]t}.
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A =298 A% AE dule]= slse] A%
o AlEAeRE oY sl masisel glent,
F48A70 AF gel=rh 24 A5 000
zip VL SLRE ol AT A L
SAsE XXX bat sjede] A4, o]F AN
oy $AAL QuelErt AfEE XXX bat
A3 olel Julol= B sjalo] xH Teie
of dig Al WEe FNoEM Qdel=rt £
g o] Foli Welel wE shalo] ApAluich.
dA AHE mEdA olge] glo
000.zip IS v 98 HZLs= URLS
SE A s qole] yz=g
& glonz BT uak PO A9

B

IC

e}
A

s

¥
4.3.2.2 &Y P =A/EMQl EX RF

zza# Deld www.neemedia.com °J2h=
el Far) A= g B A A
45 AE3lR L o]F ww2.neemedia.com/?folio
=9PORTJU9IZ requestE Hle A elA
Fig. 10.3} o] <ke] nle]gx~ Zraglon <l
Ho] A= sict. gbe nlolgj~ =2 A F
AWFEE Al=stgled "This
recently been listed in the marketplace” ¥l
A A7} elE gl i, user-agentS tieksiA WA s}
o] H&E Amslz FUg wAAIE Sl wet

domain has

MFE FEAZF WAHDES FAHE AUk
zzagl F. G AF edF opd F&
(hi@vrbrothers.com) ] =l FA

B85 &S

SEEHURLZ S| 0| At 2 SLICH

hitp://ww2.neemedia.com/?folio=9POR7JU99
Al

ot

T = Trojan-Downloader. HTML . JScript.cn

Fig. 10. Block to connect to ww2.neemedia
.com/?folio=9POR7JU99

(www.anjian.com, www.xiaojl.com)”} &alg

L

gded o] BYF Quick Macro 7WEAE vel)

ohoeMgEE RE/A4 olHE 23} A% AR
AgATE AR 2ZHES TRk AR ]
AR A FYSE AV AL Sol Aol

Exe2Aut #h=
WAe] 7hesieb(56). LEvt

398 2aTED Heg 23
PN

FH) W 2k AR g o
M= 9] FAtdo] #ggE|e] iyl
Wrapper 4% 22 Jehdr
9 AAg 4 glglont A&k
o} AMEEE Feteleed wet
A E A Fx gl AT
om2  gignature 7|4k A
e A A3s 24 4
g3} srjzte 54 24E&
b 9t AR s
3] 7lsAe] EAlF R o]

XU JEEST R

rlOf:-L
=
)
w
DO
>
o

o=

While a0f6680052f (aSa66b03506 (Number
$aB6371£15d404 WinGetHandle (5ad47d
If a0f46800833 (Number (5a29c715513
If a3a46503c23 Falaa Then
8044659503458 (Number 5al2cT72543
Local $a55c7630703
Run ($a55cTe30703

S8tringRe
Salac79930

Fig. 11. Obfuscated Source Code
4324 Hd *F

z2a3 C9 4% Fig. 12.9} #o] ExtraDat
s M Ee] Ade] &gy o A Hls] Al
Aoz 1 A7t wfg- Ak dY AAs FE3)
gholgk Ax} NSIS(Nullsoft Scriptable Install
System)E °]&3l A4E AdE & F Uz
(57), T-zip2o& 45 @A A thA exe Fddo] F
99} A% exe AL resource ¥4 A}
Autolto= 7BE A4le] ==t Exe2Aut &=

T
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TE olgele] 2rTES B9l AAAOE o o
$17h EAEA g sk

7o) A4E shele vy shele] AAAel me
ol $7ehi okl mpolels mzaPe] FFol
we} epgmee Adehs 4R glu ohd At
o] whiel A4 Qe AR AHE S ol
o % MEES 2 F A9 4% vigel
AT TFsHe] EAEnE oAt A7 lEe 3
A4 Bk 919 8474 B 4 g

YitualOffset | RawSize

YirtualSize

Fig. 12. Section Information of Program C

Z2a¥ Ax Autolteld 7]2H 22 AlFsh=
H7 UPX, ZZal F, G= 44 94
Themida® 7] =lcH(58,59). Themidas 24
Fro] A& AAA 77| Sl dARE AR
wol AR wiel sl ZEoaee] ofd d9E
g JAoF Aot B4 AT obg 9= EA
1A ket

o

[}

-

10|

—

()]
|>
]
o
Im
re
2
10
Hr

eI

Jok

2= T Sk =8 F 679 2 Z2d)
o] ﬁﬂ%E el & o] g3le] it 5 wixE 913
exe PAo WMIAFY FE HMIE 93 LA
weh 2= sk % A7 s]el Ag% slow &
A=A}t 23HE Ao E o] &3 /NEd F 6719
2% =Zgaga F 447F Autolt, 1Jrﬂixl 2717}
Quick Macro7} AHE%d o] ~aHE <&
> io:]‘g] = H].J;L xl—o%o] o]_L] A]/\Eﬂoﬂ o:]ﬁ‘]:_ll
vX] = vhekgt ARS8 4 i) ohE Table
145 94 39 A A2 5 9 Autolty 58
=5 bt (60].
AA o w deds A= s Adlsta, ot
VESZ A& §8 I oeRe, ZaA~ 4

A, DLL W 3 3%, dx2Ee] 7] A 5 9
A3 Aztel Bagk 7]2A B47E AL 7bsst
t}. Quick Macro®} AutoHotkeyollAx= n]$=3t
AgE Fashe FEel AlFEH61,62). 3
745 Autolts o] &g dHIE oyt HE EA
sledl, o] F WEAl A Table 15.9F 2t}
(63,64].

Table 14. Autolt's Main Function

Division Function

ShellExecute, Run, RunAs,
File FileDelete, FileCopy, FileRead,

FileMove

Directory DirCreate, DirRemove

Registry RegRead, RegWrite, RegDelete
ProcessClose, ProcessList,

Process

ProcessExists, Shutdown
DLL DllOpen, DIICall, DlIClose
Ping, InetGet, TCPSend,
TCPAccept, TCPCloseSocket,

TCPListen, TCPRecv, TCPStartup,
TCPTimeout

Network

Table 15. Foreign Cases of Autolt Malware

Year Contents
MITB attck using Malware Named
Boleto in Brazil
- Injection of binary code into a system
2012 .
process that will search for browser
processes in order to inject malicious
code inside of them
Sending spam mail of Ebola virus
fashioned in those days with impersonate
2014 WHO
- Concealment of obfuscated Dark Comet
Remote Access Trojan in attached file
using Autolt script
oldlo] BA3 o Z2awleMx oby P95
A BAoR ASEHA= WA Table 14.9
FHE F UW7h ST o FEE T
HEA 918 S4E 488 5 ol
I3 Autolt2Z /s Z2 7318 Exe2Aut
ETF olgate] 47 TlANAT 4 Q7] Wl &
£TE HRo] o}F golalt. 4 xETH] oy
SEE 3K S8 gl /)% PYEse) et W
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ZArslof & 91 °] ‘:]' Akt 5] Af &
Zzage) Ax 9 wzel B3 WA A 2
EAEARE(66,67) ARS- 9]l eI A o
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oJujgt Win32API Wrapper &% AHsty
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=
HF3FA] 242 74 Fig. 14.9} 7o <o) &
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= 471 obd AutoltellA] A}fw}tf& 2E g5
£ 7HE7IeE Feojulgk Aol g Al
ax] ¢k 22 A EAS E3 signature 74
9] B2 sywte 2 AIRE gl & o83 oI
FEE wBXEl7] oy}, Adsle S AEH2
2 ste] oA e vl A Bk B2 B4
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BHog ~IUE oo]Z shttE Z 2@l A
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69,70). Table 16.-2 ool #AM3t o2& 2327
T 233 E o= st 67he] o 2w
VirusTotalollA #43F Az, FFHoz

—

flo o

oF 28%°] qke] mpole|~ ZZ@lule] trojan W

+ possible threat, unclassified malware &

ow Alwehs 5 AACR Ankge] g Uee

o & girh 23YE Aol APE 2 o
al

=
gk A AL} wIFkE Ala)b s E oo} g}

A N000000B10D0  0000004B26D0 O [0
A (000000B12FE  00O0004E 28FB 1} This is a third-party compiled Autalt script.
A 0000000B1800  0000004B2E00 O GelMativeSysteminfo

A O0DDO04E282  000000S6Z2EAZ O MeeIr
A 0000004E387  000000GEZFE7 O Autalt s
A N0000004E3C4  000000SEZ2FC4 O TVkB/v

U 00000024C04E  O000OOB4COAE O Commerts
Ur 00000024C0C0  0000OO0B4COCO 0 OMacro's macro mnner.
4 00000024C0FE  D00000G4C0FE 1] Comparnyh ame

Fig. 13. Script Language's Name Exposed

U 0000000AF454  0000004B0454 O PIXELSEARCH

U 0000000AF4EC  0000004BOAEC O PROCESSCLOSE

U D0000004F4E8  O00OOD4BOASS O PROCESSEX|STS

U 0000000AF444  0000004BOAR4 O PROCESSGETSTATS
U D000000AF4CA  0000004B0ACY O PROCESSLIST

Fig. 14. Autolt's Win32APlI Wrapper Function
List Exposed

Table 16. Antivirus Software's Ratio which
Detects Auto Program Developed by Script
Language

Program Ratio(%) .MaJ o
Name Diagnosis
A 3.6
B 327 Trojan
C 38.2 Possible
Threat
D 52.7
F 255 Unclassified
Malware
G 12.7
Average 27.6 -
vVi. 2 B

PC 7]vke] 22l AldelA vehdd o8 =z

28] FAP} el Aeld ARHTL o] F o] g0
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o
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