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ABSTRACT

As the cloud services users’ increase, there are important files created by individual in cloud storage. Thus, investigation of
cloud artifact should be conducted. There are two methods of analyzing cloud service, one is that investigates cloud server
provider (CSP), and another is that investigates client. In this paper, we presents an automated framework to detect the altered
artifact and developes a tool that detects the cloud artifact. We also developed Cloud Artifact Tool that can investigate client
computer. Cloud Artifact Tool provides feature of collection and analysis for the services such as Google Drive, Dropbox,
Evernote, NDrive, DaumCloud, Ucloud, LG Cloud, T Cloud and iCloud.

Keywords : Cloud Forensics, Cloud Service, Digital Forensics, Cloud Artifact
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Fig. 1. Cloud Services Update present condition

A AAE ANSD, 3L 2
4 e Al oo 298
Holi ARE slewn o
St 54 S WA .
Folen A% 24 % ¥4 E7E
e s AHgel TS BET 4

2

= Aokt

= Ea4 uu}e A

o1& 7o)},

Il. 22PE MH|IA YHOIE XS EX| A|A|

2.1 222 MH[A

S AR|as
L] Eavd BB e P R
735 Arlas FEHe] o
1e P2 vk 2ntEE Q2 {089 A, 14 F
obell H#H 22 GoogleDriver 111,

YHOIE ¥

A% sl =

gt

wlop

A
st

ol AulaE AlFaA

Evernote

= 17H, Dropboxe 16% ¢deo]E =gic}(3)
Windows Z#}e]lE Z2 332 Dropbox & 7

5 1idell o 303

ol iele] =7k H et Fig. 1

< 2012L=l 187188 20159 2871744 E7|H=

Jdlo]E 345 veff=d],

ZAF 717 F<t el

= BT 2~3F] g HAY fdle]| B} HAgH

327 aZ7| 127 2127 327 427 127 227

3 4 4 1 2 3 2 2
7 6 3 5 3 4 3 8
2 3 3 4 B & 3 5
1 2 1 4 2 1 3 2
3 3 1 1 0 3 2 5
5 10 13 9 7 14 5 9

webd A7 Qo Erh MAs] whEe] ENA
A% a4 Qg F7Iv w |22 elsF
A5 A 2lo] D ashehd

[y [y

2.2 HHI0|E XIS+ EHX| H|A|

FEHE Au| 2o qule]E zbgst '] ZEH¢
A3+ v Fig. 2.7 7L°] 2z, WA Fe
FE An|ze] Az s ok §, A 3t
< o] &3 AA|g}el e Hi 45 elsto] o] =
7F 9 =A Falgke}, o] E Fald gkell fule]
E Aol 2 AFAT 2~3Fl 4 (15)
Jule]EE I}, olE Eol YA =Z=a# &
Google Drive, Evernote, Dropbox, Daum &
ge-co] 7 Felolole 22 a#S s URLS
e S e ol I el L B R B ey
olAmAe] 4 iUr"‘ 6H*l 3t wlaLsto] sjdle] E7h
A=A gelghet(s 71(8)(9). NE=Eglo]re] 7
. A ARE E}-rit o]l 4] &l ‘Rl
t}10].

ek qidle] B} ol 74§ VM Imageell A3}
2 oA WA VM Imaged vl 7, =k H#
AR EelE ol 2710k dlele] A= F)el 3]
R HAE At BeAelA Aa Bl

r
D)



AR R 583 =A] (2015, 12) 1379

fz'aheck Update Version %
\

- -~ e -~
,’?\nalyze Change Artifact\\‘ ;/ Update and Upload \\‘

start
| Compare with
Previous Version
Download Check
Install File Install File
Version
+ IS ......
Check Changed?
hash

Cloud Artifact

Report to

Analyze Changed
Artifact
in VM Image
CheckInstall
Install to VM Path, DB Schema,
I Log Files etc.
mage
K \—,L \ |
\~- _____________ - \s‘ _____________ ’,I

Fig. 2. Cloud Services Update Checking Procedure

Admin

k.
Update to
Config.txt or
Cloud Artifact

Upload Cloud

Artifact Code
Page

e BuAME 2y W7E oleHEo A Cloud
Artifact =75 e 15 el dlo] R ==
github #o]A]e] == ghp(11).

. SE2CE OlEIHE +7 X 24 A2

ol AoMi= Felgr olgHE A5 £ ¥
A Zell thalA] oWl Aol thErt

% =& Windows XP #ub oplz} Vista
o]2} 84 (Windows 7, 8, 8.1)eA%E F% 7}5
st 3 2 24 7ed AulaE Google
Drive, Dropbox, Evernote, N=2lo|H Daum
Z2+$-=, Ucloud, LG Cloud, T ZFzH=
iCloud % 97Nt}

R ERdME FEe olgdE 2E £
A A mEls Algkeke}, s Al "—ETXJ%
= FAE 7HaskEr]

23] Config.txt JJr
o]-43lict. gt
2]

(
_

&

e o HE) g
277 AAF L Au R ] o A7
shalsole}

}m FH m& B
e @N oo [> N2

3.1 222E OIE|HE B3}

I Fep- ole|dES} FHA FEpE ofE
EZ pladrsgith2). Windowsd #HA% o}g =

E 3¢l A3} Appendix 13 o] dlo]gjwo]~
27lvh} 2a9d gz EYA R wAsE A4S
galsloiet, o]e} Zeo] o] EE 53l 7|E ofe )
E7} dlo]e] €] 17 WA= A dole7} gleiA]
A AZE dolgr) ofE HeHE 4d F glerg
F7144l #ele] Hasi},

3.2 Config.txt File

Config.txte &£27= AL 7k4s)slr] $g
AAgideln], FEpe-r olE|HdEl g HE 9
Web History A XS Z3Hsla o).

Config.txtz}d o] WiFx+=
=oigic).
@[Service Name)
#LocalFilePath(install Path)
HHXD
%UserProfile%/LocalSettings/Application
Data/[Service Folder]
##etc(Vista over)
%UserProfile%/AppData/Local/[Service
Folder)
#Localfiles
(Database files, log files etc.)
#URL



1380 Feh9e ol BE A% 4 U ¥ AxY

Timeline Table Application Table User Table dlo]elHo] 2= Timeline, Application, User
AppiD m]  AppD N (R Action Hlo|&2 FA=e] glt} Application El
i - oltelz AHEATF ol 4 Zepech s A
p— - 2 3 ID7F 9489 Action Hlo]E-& AREA7L

Action Table AR 2~F o] 85w SPgt ¢ (el ] An]2 o] f
Contents — fote B4 vy 2o SME af D7 e
Detail - t}. User Ho]Eel& Applica tion Hlo|EelA A
Description A ApplDe ' Au|~2] Aext AAA B}

AA=E ), Timeline Ho]Eeoll& olgHE (AR A5
ARE-EE 39] A7k URL, W4, A4 A=)7F A7

Fig. 3. Database Schema Structure

(web histories), (action) ol whel A A= ik

‘@Fel] Au|AmS @3 LocalFilePathel+= Timeline Ho]& T2 Fig. 4.9} 2t} ol
e AMujzot AXE AZE xpe} vistaolF #HA Fgshd Fabate] 4 A, eRlElelE F9 dleolE
o2 o] giErh Localfilesells Zaukdolu) o] AN 385 wke] Febd & itk ERlEkal Ho]
dbtd=o] glt}. URLelE #iw Au]|xe] alefyl 2 274 AFH AA" UTC A7k 7152e
A& 715 B5o] gt} A 8-5hi et

1735 ol A Eq| ] 9je} A FxE FHoIg)
= HdE uelEFo sy, 2aFre] £4 §lo] 3.4 2t MH|AY A2+ Z=od
AR AL s 4 9l

|2 Eo], olgdlEs} WAL A= o8 7} 7 gehE Afnjavie) dlolelmo] el A3
A 9le}. o] & olgAEs} EAjse ARs} WAH ARE 28 WA wegsih(12). AuaE R A E
L Ao &Y Config.txt}d e o] &sfe] 2 mE = A7 EE oS Table 1.3 2t}
= oA Aslel & 1e glo] MAE AR dEA Evernote®] 7-f-, 0000d 149 14 00:00:00
ub wpe] ) Eoh NFoz 1Zskth A7 2k 0.0000115747F 27}

o
) NEzjolne] gl @7 Azdsl 441

3.3 G|O|E{Hlo|A Ao} local A17H(yyyy.mm.dd, hh:mm:ss)>2 #%
g, o] AH AMu|aHE vkl AR AZE AR
Fehes ol BTE Fo doleh 24 2 E 29 ojbldE 7E Fa wsksel 4
$ASR, Ash Fig, 3.4 2ol FAE deleld ¥ 5 olw, ¥ER A (@A) 22 A7) R
o]z 27|whel] A A=}, dlo]Eju|o] el A% c},
AppID ActionID |TimeStamp 4| Contents Dietail | Description
Click here to define a filter
4 3 2015-07-02 10:25:47 https://www.dropbox.com/release_notes Dropbox g2H2
4 3 2015-08-29 15:03:28 hitps//www.dropbox com/s/ndéhBaylz4ubulo/pycrypto-2.6.1 win32-p Dropbox 2+2
y2.7 exe?dl=0
2 4 2015-08-31 09:45:52 http://cc.naver.com/cc?a=map.naverservicer==&i=ndrive&bw=1903&p ndrive AH|-~0]&

X=B8328py=3248:5x=83285y=3248m=1&nsc=navertop.v3&u=http://n
drive.naver.com/

2 4 2015-08-31 09:45:52 hitp://ndrive.naver.com/#view=login ndrive A{H|A0|2

2 4 2015-08-31 09:46:02 http://ndrive.naver.com,/#mode=photo&type=whole&main ndrive AH|A012

2 4 2015-08-31 09:46:03 http://ndrive.naver.com/#photo/upload ndrive AH|A~0]12

5 5 2015-09-09 18:02:20 https://docs.google.com/decument/d/1M_t7eS0o00E-q88znx4XDWLULA GoogleDrive 24
1Zywl6_upUeYXsNMQo/edit?usp=drive_web

5 5 2015-09-09 18:02:21 hitps://docs.google.com/document/d/1M_t7eS0000E-q88znx4 XDWULA GoogleDrive_24

1ZywU6_upUeYXshMQoy/edit

Fig. 4. Timeline Table



=] EEIE}—§] L 7(]

(2015. 12) 1381

Table 1. Application’s Time Expressions

Application Time Format

Unix Time : Second

Google Drive Since 1 January,1970 00:00:00
(UTC)

Dropbox X(Database Non-Exist)
EvernoteTime

Evernofe ex) 735369.514166667
Since 1 January, 0000
00:00:00(UTC)

Daum yyyy-mm-dd hh:mm:ss.000

= (UTC+9)

NEzZjo]H yyyy-mm-dd hh:mm:ss.000

Ucloud yyyy-mm-dd hh:mm:ss.000
Unix Time

LG Cloud Since 1 January,1970 00:00:00
(UTC)

T == X(Database Non-Exist)

iCloud MAC: Absolute Time
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Appendix 1. Changed Artifacts of Cloud Service(Windows)
Application Path File Name Detail of Changed Artifact
sync_config.db - Account ID
- filename

Google Drive

% UserProfile %\AppData\Local\Google\D
rive\user_default

snapshot.db

Modification Time
Create Time
File Size

sync_log.log

Log information

Evernote % UserProfile %\AppData\Local\Evernote\ ~\Databases\ - Changed Nothing
Evernote ~\Logs\ - Changed Nothing
. . - Default Folder Changed
Dropbox %U‘serProfile%\AppData\Roaming\Dropb ~\instancel\config.db | Change to dbx file(Encrypt)
ox\instancel
aggregation.dbx - Recent Work list
o UserProfile %\AppData\Local\Naver\Na
— jerNDrive\.[UZe}‘I];)]p \ \ \ NDNetlOLog.db - ;Jcpt)il(())zdingownload, Deleted etc.
% UserProfile %\AppData\Local\Naver\Na
verNDrive\Temp [yyyymmdd].log - Login, Logout info
Daum % UserProfile % \AppData\Local\Daum\Da daumcloud.sqlite - Changed Nothing
= umCloud log_[version]_date.txt | - Action Log
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