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ABSTRACT

The Proxy DLL is a mechanism using a normal characteristics of Windows. Specific malware is executed via this mechanism
after intrusion into a system which is targeted. If a intrusion of malware is successful, malware should be executed at least once.
For execution, malware is disguised as a Windows Library. The malware of Winnti group is a good case for this. Winnti is a
group of Chinese hacking groups identified by research in the fall of 2011 at Kaspersky Lab. Winnti group activities was
negatively over the years to target the online video game industry, in this process by making a number of malware infected the
online gaming company. In this paper, we perform research on detection techniques of Proxy DLL malware which is disguised
as a Windows library through Winnti group case. The experiments that are undertaken to target real malware of Winnti show
reliability of detection techniques.
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Fig. 2. Relationship among the application, the
library and the Proxy DLL, when the Proxy DLL
is used.
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Table 1. The number of companies per country

attacked by Winnti group.

Country Count of Company
Korea 14

Japan 5

USA 2

China 2

Russia 2

Taiwan 2
Germany 2

Belarus 2

Brazil 1

Table. 2+ tA&
(7],

Table 2. List of

Aol FEd S7PE 3]ate]

companies whose digital

certificates are stolen.

Country Company
Korea ESTsoft Corp.
Korea Kog Co., Ltd
Korea MGAME Corp.
Korea Sesisoft
Korea Neowiz
Korea/Philippines LivePlex Corp.
Korea/Japan/USA Wemade
Japan Rosso Index KK
Japan YNK Japan
China Guangzhou YuanLuo
China Fantasy Technology Corp
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bool _ cdecl LoadLibraryAForProxy()

{
CHAR LibFileMame; // [sp+288h] [bp-184h]@1

GetSystembirectoryA{&LibFileHame, Bx184%u});
1strcatA(&LibFileName,, "Wwinmm') ;
g_hHoduleWinmm = LoadlLibraryA{&LibFileHame};
Ireturn g_hHoduleWinmm *= 8;
H

Fig. 4. An example function code that shows
Winnti's malicious DLL loads normal Windows
library using dynamic loading.
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FARPROC _ stdcall GetProcAddressForProxy(LPCSTR 1pProcHame)
{

int bResult; /f eaxi@2

CHAR u3; // [sp+6h] [bp-11Bh]@6

FARPROC pfnFunc; // [sp+114h] [bp-bh]@4

if { tg_hModuleWinmm }
{
LOBYTE(bResult) = LoadLibraryAForProxy{);
if { thResult )
ExitProcess{BxFFFFFFFFu);
¥
pfnFunc = GetProcAddress{g_hHoduleWinmm, 1pProcHame};
if ( tpfnFunc )
{
if ( *({unsigned int)lpProcHame >> 16} )
usprintfA(&v3, "%d”, 1pProcHame);
ExitProcess{8xFFFFFFFEU);

H
return prnFuncs

e

Fig. 5. An example function code that shows
Winnti’s malicious DLL gets function pointer of
normal Windows library.
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BOOL __stdcall PlaySoundW({LPCUWSTR pszSound, HHODULE hmod, DWORD fdwSound)

{
FARPROC pfnFunc; // eax@1

pfnFunc = GetProcAddressForProxy (" PlaySoundi'});
return {{int { stdcall =){ DWORD, DWORD, DWORD})})pfnFunc){pszSound, hmod, fdwSound};

H

Fig. 6. An example function code that shows the Winnti’s malicious DLL calls function of normal

Windows library.
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Table 3. File information of Winnti's malicious DLL and normal Windows library that is used for

experiment. (‘winmm.dll)

0S SP Version Size MD5
Winnti - - 270,336 Byte 50678 ADEFC49735A4F236E06E83C089D
2000 x86 4 5.0.2161.00001 189,200 Byte 5B059A3D373301A5001C3BF1E6C580C4
x86 3 5.1.2600.05512 167,936 Byte 56E7F186EEED2D09DD9B12D6D9A 52304
XP
x64 2 5.2.3790.03959 310,784 Byte 46972CC7737808DF098DD2A763140FD0O
No 5.2.3790.00000 161,792 Byte 96C050E78B45A4294AE62AC4FCDAADBO
2003 x86 1 5.2.3790.01830 168,448 Byte EF6FADF16E33E8B90EC32F0CC424F9F2
2 5.2.3790.03959 165,888 Byte 3AE27700140A4F7DA16E127F6F10F3ED
Vista x86 No 6.0.6000.16386 193,024 Byte 3B5ES0A380AE03249C9F60ESBB28EFCB
x86 1 194,048 Byte 26A634B2EOFD87F23541AD13A503CA72
7 6.1.7600.16385
x64 1 217,600 Byte EF2AE43BCD46ABB13FC3E5B2B1935C73
x86 No 128,576 Byte 8A606C90276DCAC67F3D45A0A235ECD6
6.3.9600.16384
x64 No 123,936 Byte 6AA868B3C2A014AE76ECF53B667BF086
8.1
x86 No 136,840 Byte D3E5SFBC4B4A87DB1036C431C90694D3B
6.3.9600.17415
x64 No 126,056 Byte 33AE1B209D9BE2FC6835B8A35A889CEC
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Fig. 7. Visualization of export function names and repeat count on various versions of ‘ntoskrnl.exe’
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Table 4. Similarity of Export functions on Fig. 82 =929 Al 2442 Als)s}
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Fig. 8. Visualization of import libraries, function names and repeat count on various versions of
‘ntoskrnl.exe’
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Table 5. Similarity of Import functions on
Winnti’s malicious DLL and normal Windows
library.
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Fig. 9. Visualization of export function names and repeat count on Winnti's malicious DLL and normal

Windows libraries
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Fig. 10. Visualization of import library names and function names on Winnti's malicious
normal Windows libraries
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