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ABSTRACT

Gartner is requiring companies to considerably change their survival paradigms insisting that companies need to understand
and provide again the upcoming era of data competition. With the revealing of successful business cases through statistic
algorithm-based predictive analytics, also, the conversion into preemptive countermeasure through predictive analysis from
follow-up action through data analysis in the past is becoming a necessity of leading enterprises. This trend is influencing
security analysis and log analysis and in reality, the cases regarding the application of the big data analysis framework to
large-scale log analysis and intelligent and long-term security analysis are being reported file by file. But all the functions and
techniques required for a big data log analysis system cannot be accommodated in a Hadoop-based big data platform, so
independent platform-based big data log analysis products are still being provided to the market. This paper aims to suggest a
framework, which is equipped with a real-time and non-real-time predictive analysis engine for these independent big data log
analysis systems and can cope with cyber attack preemptively.
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« Notprovide a correlation.
- Optimized for a fixed log format.(SW
customizing needs for additional log format.)

« Focus ona limited storage and anti-fake for the
Loghngmt | jog as specified in the laws and regulations.
System l

« Collection and analysis of security device logs
« Donot store raw logs because ofthe multi-
ESM level categorization and remove duplicatelog.
« Limit of the collection performance on using
RDBMS for various analysis.
« Oriented securitymonitoring.

Fig. 1. The emergence background of big data
analytics system

A Alzwlel] 875 Fig.2.9

s W oskel, Fig.3.9h 2

go] Fo B4} A A 2w 5
o

AL ZH44] 5 2 AAZE alert
F-olrt

ZA BA3 HA A d5S A E Y8
2o U3k A% 2 9wz wAE 93 7|eE £

ghafof skv] AAZE alerts AT #4& A
0 7)) 7Psst)

olgfgh 542 sl olZAI~HE 83 Hdle]
Bl 271 $45 ogiA| ks 89le]
dlele] 21 $MAI~EE 43 FA4b
% g st gl

A2zt Festa gle vl
< 7 DBE o3t 4 - AR Aes Hus)
I glew, WE - A A2 E e Az 4 A

oo BAska, ealAuel AR A

T

al iﬂ]"d%i

[

s £
Scale out W9 #Abo] 715dE F25 A=s)o]
Sk ol ZA| 2T AR A sl wiv]e] dslshe

AHg- ol E A& AlFgt)

Fig.4. = Hldlo|g] =1 B4 A|AEle] =&
Azoln Alg wiuA el ZhE Hek A 2 2y
g Ayt maEe A 239 £4 9 24 4}
o] E wUA oA FHE = FRolTh

Alo] B viUxe Z79] okl uje} 3k Wy o
Z(Scale Out) FA4o] 7}t Fxo|nf, A +
A& Z7Fe] Alo| E vy ol 4] Alsj¥ict,

Real-time alert |

Intuitive user interface
for search
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all log-related activities

Good performance for
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custom parsing and ...
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M Sometime Useful 0% 50% 100%

Fig. 2. Most Useful Feature(3)
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Detectitrack suspicious behavior
And prevent incidents

Support forensics

and correlatlon

Meet/prove

with regulatory requlrements
Support IT/network routine
maintenance and operations
Managel/reduce costs for
IT/security

Critical M Important

0% 50% 100%

Fig. 3. Reasons for Collecting Logs(3)
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Fig. 4. Logical Architecture for Bigdata-log
Analysis System
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Fig. 7. Personal Information Leakage Path
Analysis by external users

APT Threat Scenarios

Description
1. Upload malicious code through an external transit server hacking

2. APT Attack with malicious code spread.
- P2p, Portal Web Server, SN, etc
APT attack by the spread of malicious (3. Obtain internal system information after infection
code 4. Upload the data taken outside the transit server
5. Data taken after the system accessible via the remote internal users
6. Upload the data taken outside the transit server
7. Destruction attack ontl

Fig. 8. Detection scenario for APT
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File Chart | Statistics | Help
ARIMA c D
1 Mnaleang hdd_usage  |mem_usac
2 Exponential Smoothing 46 35
3 Linear Regression 46 35
4 Legistic Regression 46 35
5 OTS=0Z=TZ 00 T 46 35
6 2015-02-12 0:04 0 48 35
7 2015-02-12 0:05 0 46 35
8 2015-02-12 0:06 0 46 35
9 2015-02-12 0:07 0 48 35

Fig. 14. Results for log extraction

Fig. 15. Correlation graphs between variables

MODEL

JUNGFRAU Regression Anal. MODEL ID 000011

NC1100 Regression Analysis
MODEL Name NC1100 Regression Ane

Logic
Regression Logistic Regressio

Y Variable
CPU Temperature

X Variable
CPU Usage
HDD Temperature

Fig. 16. Configuration menu for generating a
prediction model
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OLS Regression Results

Dep. Variable: cpu_temp R-sguared: 0.637
Model: OLS Adj. R-squared: 0.637
Method: Least Squares  F-statistic: 2527.
Date: Tue, 23 Jun 2015 Prob (F-statistic) 0.00
Time: 14:17:36  Log-Likelihood: -5810.0
Mo. Observations: 4320 AIC 1163e+04
Df Residuals: 4316 BIC: 1.165e+04
Df Model: 3
Covariance Type: nenrcbust

coef  std err t Pt [95.0% Conf Int]
const 16.3388 1.703 9.592 0.000 12999 19678
Cpu_usage 0.7938 0012 67313 0.000 0771 0817
mem_Lsage 0.1086 0.020 5.511 0.000 0070 0147
hdd_temp 0.6798 0.058 11.690 0.000 0.566 0.794
Omnibus: 3175.854 Durbin-Watson: 1027
Prob(Omnibus): 0.000 Jarque-Bera (JB): 236190.768
Skew: 2.848 Prob(JB): 0.00
Kurtosis: 38773 Cond. No. 5.35e+03

Fig. 17. As a result of generating a predictive
model
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Fig. 18. Predictions for CPU temperature
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Table 2. Comparison between the proposed
system and the hadoop ecosystem

ITEM Proposed Hadoop
System ecosystem
System complexity Simple Complex
Log z.malysls function provide P.rogramfmng
(Compliance, Crypto, etc) is required
Implementation difficulty Normal High
Statistical experts needless Need
Implementation cost Low High
Operating costs Low High
Maintenance Provider Delivery unclear
Company
P :
Predictive analysis provide ‘rogramfmng
is required
Real time Predictive . Programming
provide

analysis is required
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Fig. 19. Dashboard for Failure Prediction
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