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ABSTRACT

Lawful interception(LI) standard of telephone networks has technical limitations to lawfully intercept IMS/SIP-based mobile
communication network subscriber who using Android and iPhone device. In addition, the technical standards related to legal
interception of the IMS/SIP of the wireless network is insufficient compared to the systematic study of the development of a
wireless network infrastructure. The architecture proposed in the standard of ETSI(European Telecommunications Standards
Institute) for the seamless LI is insufficient to overcome the limitations of traditional voice-centric LI techniques. This paper
proposes an IMS/SIP-based architecture to perform LI under 3G networks that focuses on mobility-supported environments with
merging cellular networks and the Internet. We implemented the simulation to verify the efficiency of the proposed architecture,
and the experimental results show that our method achieves higher lawful interception rate than that of existing interception
methods.
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HI: Handover Interface
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IIF: Internal Interception Function
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NWO: Network Operator
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Fig. 1. LI Reference model of GPRS(5)
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Table 1. Scenario set

Probability

Number of Nodes | Bandwidth | Codec Dist bution

Scenario

GI% Exponential | Scenario 01/09/17

i {16kbps) | Ppoission | Scenario 02/10/18

G709 Exponential | Scenario 03/11/19

ggn (8kbps) Poission | Scenario 04/12/20
50 G728 | Exponential | Scenario 05/13/21
1 {16kbps) Poission Scenario 06/14/22

G729 Exponential | Scenario 07/15/23
(8Kops) Poission | Scenario 08/16/24
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Fig. 10. Changes in throughput of Exponential
and Poisson distribution
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Fig. 11. Changes in throughput according to the
bandwidth

3200+ point-10-point throughput (packetsisec)

30s1m 0s 1m30s 2m Os 2m 305 3m 0s 3m 30s 4m 0s 4m 20s 5m 0 5m 305 6m 0s 6m 30s 7m Os 7m 30s 8m 0s

Fig. 12. Changes in throughput according to the
number of LI nodes

W1_SP-S14_3res_10G_G128_posson DEST

0.S8-S25 Strodes 1056724 cxererth0ES1

on0s OnE: imec s mes nde ones om®: GnGs Gne Sn0: Sod omos ome Tmoc mok oo

Fig. 13. Changes in the throughput of the
Poisson and exponential VolP codec
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