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ABSTRACT

For an accurate analysis through the forensic of digital devices and computer, it is a very important validation of the
reliability of digital forensic tools. To verify the reliability of the tool, it is necessary to research and development of the data
set to be input to the tool. In many-used Windows operating system of the computer, there is a Window forensic artifacts
associated with time and system behavior. In this paper, we developed a set of data in the Windows operating system to be able
to analyze all of the two Windows artifacts and we conducted a test with published digital forensic tools. Therefore, the
developed data set presents the use of the following method. First, artefacts education for growing ability can be analyzed acts
standards. Secondly, the purpose of tool tests for verifying the reliability of digital forensics. Lastly, recyclability for new artifact
analysis.

Keywords: Digital forensics, Data set, Corpus, Corpora, Digital forensics tool testing
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Fig. 1. Install different operating systems on
multiple partitions

Table 1. Windows artifacts associated with time

No. Windows artifacts
1 filesystem(NTFS) artifact
2 web usage
3 event log
4 superfetch
5 shortcut
6 jump list
7 restore point
8 recycle bin
9 Windows system logs
10 system temp files
11 thumbnail
12 Windows search DB

= oxY 24X =T glaES 2How 343
7] 913k ofe]HE7} et

‘B%’% 719 O}EME% Table 2.9 2t} o] of
897} 2 Z HkedEe] o]2 B
ﬁ‘}z]} %}—‘e T% BAow 3gsy] 913 ol

ol

dolel 7)5e] ofelHEs) W] 7% ofelu=
AA QRS LA Qo] 3L AHA
A& AN dole) AES Aol dhe)

o & b Felalel & el sledl, delel
BT BT 915 o] HlAES] 9% WEe b
o8] AEZ Apalo Gl Aoleh 1 olfE &
QAATL AAR AR A AHaA} 9171 of
geEsl AT o] AN B o ZelA o)A
3 sjed 5ol AgHRA A, AK, A Se] 34

ot

Table 2. Windows artifacts associated with
system behavior

No. Windows artifacts

—_

reloading point

web usage

file download

program execution

network connection

USB or drive usage

suspicious file opening or creation

hidden file or process

O |0 [N [ ||| [N

account usage
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Table 3. The file extension for data recovery
tools

Type File extension

doc, docx, ppt, pptx, xIs,xlsx, pdf,

document

hwp, csv, txt, one

Jpg, gif, tif, bmp, png, psd, swf,
multimedia flv, wmv, wma, mp3, mp4, mpg,

wav, avi

compression tar, alz, jar, gz, zip, 7z, rar, cab

web htm, html, xml

executable file exe, ico, sys, dll, lib

etc Ink, pst, img

mac dmg, key, pages, numbers
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1. Installation 2. Installation 3. Installation 4. Connection 5. Installation and 6. Create restore
of Windows of document and use of the the USB use of e-mail points
applications web browser devices and client

] oOffice use - e
- el T —Oo&ac — £
| 0 03 3 G 9 R =
My  aErm %a ﬂ T ad
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7. Create and 8. Installation and 9. Installation and 10. Conceal 11. Search the 12. Create a
delete registry key  use of the cloud use messenger  document files in files and thumbnail file
or value the recycle bin execution of the

33 command
ﬁ’ T Startishack & -~ S
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Fig. 2. Development procedure of the data set
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Table 4. List of published digital forensic tools

No. | Classification | Manufacturer Tool Name

Harlan Carvey RegRipper

Didier Stevens UserAssist

RegRipperRunner

1 |registry analysis| woanware ForensicUserInfo

'USBDeviceForensics

Windows Registry

MiTeC
e Recovery

BrowsingHistoryVie
w
ChromeCacheView

NirSoft

ChromeHistory View

ChromeForensics

FireFoxForensics
woanware

IFirefoxsessionstoreex]
tractor

IECacheView
IECookiesView

web browser
artifacts analysis

IEHistoryView
MozillaCacheView
MozillaCookiesView|
NirSoft MozillaHistory View
MyLastSearch
OperaCacheView

SafariCacheView

SafariHistoryView
[WebBrowserPassVie:
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Table 5. The test results of the registry analysis tools
. . . Windows
. . R« Ru | F ! BD: F .
R UserAssist egRipperRu | ForensicUserl | US eche o ey
nner nfo rensics
Recovery
key, value information (6] o (0] (6] O (0)
deleted value, key information X X X X X X
search by keyword X o X X X X
time search X X X X X X
installed Windows information (0] X (6] X X (0]
user activity information2) (6] X (6] A X (¢}
system configuration information3) (6] X (6] X X o
application Information?) (6] (¢} (6] X X (¢}
network information (6] X O X X (0]
hardware information3) (0] X (6] X A (¢}
comparison of the hive file X X X X X X
timeline X X X X X X
UserAssist= Ink3}d¥} exedfde] djgk AR Aue}oxe} ZHHFL olgdES) thEr), ol&
7S £93 £l ForensicUserInfos AREAF Al Aelst Table 6.JJr 2}
A ®uke- USBDeviceForensicste <FA% % H2~E ZA3= Table 7.3 #r}
2ol gk ARk FHeE w3 2w A 7]
So] gloja] BAE HAAEDY dlolH UL uf Table 6. Information of supported web browsers
2 2] =3 Dart g} and artifacts
Windows Registry Recovery: 13 sjo]
B glel e FuEs gun sule) ol Tool name fargeted Wb\ ntifucts
rowser
UserAssistE A|g UmA =752 AAA- 0
2 Local PCe ## slojB IS 4313} Internet
= 715 ARek QA Spobd AR e 6] Explorer
- R hrome, .
2~ Eg] slo]H AL FFsle] =l dHsof 3} BrowsingHistory View %r;::; history
= o] oot Opera
Safari
422 HHEIRM Al EX BN =3 HAE ChromeCacheView Chrome cache
%Jj H ﬂ' _?_ X‘] }\]_ _g\é_;q B /qu = _7_%1_ 011 Ei le o_]l -4 ChromeHistoryView Chrome history
29, 2%, delolFa s} Alje] o] n history
AR g GER 2 A= S5 Ga) keywordsearch
2 ezest 7] <A mlalil zke AlgEAS ChromeForensics Chrome aut(;(ﬂll
L _ ‘_ cookies
T‘E‘/L—l] ]”C‘ »‘J:—:T—L% UELSL}'E]' ﬁ]éq_}- :T—Lul'q X] o']hdl”_‘ thumnails
. FireFoxForensics X X
2) user activity information : AMAF AR AR,
. AEe | IE-dejislo)A, 8l ,
Firefoxsessionstoreextractor X X
i AH) A A
IECacheView Internet cache
g% egwme g Explorer
A=) 3
IECookiesView Internet cookies
Explorer

protected storage
A~z A4 5
3) system configuration information
B, AR Eejolul, AFAA 5
. L
= %

4) application Information
) gela

o
248 39
5) hardware Information

sexgae A4 2 F Y MS Office ¥4 3
sl 5
- 1 : 20
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. . Internet 71ell A gkste.
[EHistoryView Explorer cache FirefoxForensics,Firefoxsessionstoreextra
MozillaCacheView Firefox cache ctor,OperaCacheView= A4HoE Hx 2 A
o] 7hgatAt #4l WAl Firefoxet Opera <
MozillaCookiesView Firefox cookies Belex| o] ofg|d B BAElA] Ealc),
MozillaHistory View Firefox history ChromeForensicss th$z2t EE2o| A=
Internet Fu7 o 2Age] AR, 2 sl 57149
Explorer, keyword olE|ME o] el AHHI} AR FHErE 3
MyLastSearch -
Chrome, | search F WueheAE BAT del olg WA B
Firefox o ofeldEe] g ¥4 & 5 gk
OperaCacheView X X WebBrowserPassViews A3 271314 413
SafariCacheView Safari cache g ouldlsnt FHE T AR AR ol Fo] 4
A sk #AAe] 9lele,
SafariHistoryView Safari history B o aq = L
o] BFE FAN AR ohAES T
Internet ETE 9o, gl EHEFE EE 9
Explorer, o1
WebBrowserPassView Chrome, logins ok,
Firefox,
Opera V. 2 U #% o7

BrowsingHistoryViews #|49sl= Bzk$-A
7} 57HA] B A G 3] wiitel AR o
E4 "‘HHE}‘TXi O}'E]JJJE%‘ T"i‘"lsﬂo}: —;YE} "LH 0]%6‘]— -3416—]_‘4

Table 7. The test results of the Web browser analysis tools

Ponabl | anifies | s | PO | Sppon | Seah | Swpon | Sppon

i —_—— output updates Filtering output timeline

BrowsingHistoryView (6] (6] X (6] (6] (6] (0] X
ChromeCacheView (6] (6] X (6] (6] (6] (6] X
ChromeHistoryView (6] (6] X (6] (6] (6] (6] X
ChromeForensics X A X - X X O X
FireFoxForensics X X - - X - - X
Firefoxsessionstoreextractor (6] X - - X - - X
IECacheView (6] (0} X (0} O (0} O X
IECookiesView (6] (6] X (6] (6] (¢} (6] X
IEHistory View (6] (6] X (¢} X (¢} (6] X
MozillaCacheView (6] (6] X (6] (6] (6] (6] X
MozillaCookiesView (6] (6] X (6] (6] (6] (6] X
MozillaHistory View (6] (0] X (0] (0] (0] (0] X
MyLastSearch (6] (6] X (0] (0] (0] (0] X
OperaCacheView (0] X - - (0] - - X
SafariCacheView (6] (6] X (6] X (6] (6] X
SafariHistory View (6] (6] X (6] X (¢} (6] X
WebBrowserPassView (6] A X (6] (6] (¢} (6] X
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