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ABSTRACT

Finance Companies are operating a security solution such as E-DRM(Enterprise-Digital Right Management), Personal
information search, DLP(Data Loss Prevention), Security of printed paper, Internet network separation system, Privacy monitoring
system for privacy leakage prevention by insiders. However, privacy leakages are occurring continuously and it is difficult to the
association analysis about relating to the company’s internal and external distribution of private document. Because log system
operated in the separate and independent security solutions. This paper propose a systematic chains that can correlatively analyze
business systems and log among heterogeneous security solutions organically and consistently based on security documents. Also,
we suggest methods of efficient detection for Life-Cycle management plan about security documents that are created in the
personal computer or by individual through the business system and distribution channel tracking about security documents
contained privacy.
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Table 1. Proposal methodology for detect distribution processes of security documents

Division Scope Proposal Methodology
- Downloading documents from business system in
companies importing via external media such as
Creation of USB/CD - Inserting serial number when security

security documents

Downloading documents from corporate web mail
and internet site via internet data link

Creating personal documents directly

documents create

Distribution of

security documents

Reading/Editing security documents
Printing out security documents

Detecting personal information

Logging serial number about the se-
curity documents in DRM system,
Printed matter security system and

Personal information search system

Discard security
documents

Exporting via external media such as USB/CD
Unlocking security documents for uploading internal
business system

Exporting documents from corporate web mail and
internet site via internet data link

Decryption of security document of file
unit

Logging serial number and approval
number of Media control system and
E-mail(Data link) system
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Table 2. Creation rule for serial number of
security document (Example)

B AHE A AH A A
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Division Creation rule Example

AR 2 EwE g oslen, dEilse 7 7
o welt tE HER Fod 5 9ot Az A
938 (Unique) 483 AAS FAH=E o

Date of authoring full

text: 8 digits

il , 2015060199811
Transaction |Name of system creat-

W32 Aelsn] B kFdiE RID(Random i . |541813501504033
_ ID (TID) |ing full text: 8 digits
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AQumal olz}, oA ~Ele] 23] WLl =4 7} Standard serial number
LHEE el AADE o]fsle] Aolshy] B w=E of full text: 14 digits
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w g} (RID) creation) FemhwoPy7aE370
o
& E4, Table 2. ¢} #e] RID+= DRMelA
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Table 3. Standards for privacy level (Example)

Pri
T Standards for privacy level
level
- More than 100 cases of four major
detection targets
Level A
eve - Document file size of Level B is
more than 1MB
Level B |- 50~90 cases of four major detection target
- 1~49 cases of Social security number,
Credit card number and Account number
Level C .
- 10~49 cases of four targets of major de-
tection target
- Any information that include privacy under
th
Level D reshold . . . .
- Any information that was not including pri-
vacy
Level E |- Any personal information was not detecting

- Detection target: Social security number, Phone num-
ber, Account number, E-Mail address, Credit card
number, Foreign registration number, Passport number,
Driver license number

- Major detection target: Social security number, Phone
number, Account number, E-Mail address

Table 4. Privacy level of document for exporting
specific right information (Example)

Privacy . . L
level Reading Save Printing Validity
Level 20 o s

A times Impossibility | Impossibility | 7 days
Level 50 o s

B times Impossibility | Impossibility | 14 days
Level 100 s .

C times Impossibility 1 time 30 days
Level . .. . .

D Unlimited| Unlimited | Unlimited | Unlimited
Level . . .. .

E Unlimited | Unlimited | Unlimited | Unlimited

FEEATE VR 0 W 5 e AT Y 4
Ql 3ol USB, CD, E-Mail, A41&%, HAFAX
5o ALAS Falel vz wE P 4 ek
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Table 5. Arithmetic expression of total time to
track distribution channels of export security

Table 6. Number of log by security solution

document Division Number of log(Case)
Division Total track time Business system 4.994.560.380
No Serial .
number Total .~ Z count(n) X time(n) DRM system 43,128,149
system n=A Media control solutions 33,736,503
Totaly,,~ Personal information search 128,529,526
Serial number ,;ti"”e(”')M"“””*’sySte’m“'L’““d) 2?:;;:1 Ssyesctzf:ty(’f 9,818.493
system
T ey 28, Emall RS 5 Al wed
40 maE AAGeR  SAslel  weHEA
Ao) AAESE nebEd] 2AL s ool @ LWAS S AVARFEAR FA4E G
83 7 ) weA2g g AR P& oeist T e
o, A A7k 7b wke) BekA sl 20 =] ¥
Al AMAZEE oJvldie). Table 5. ¢ 7] o V. HE Al ¥ AT
W AAE fle AFele 4 HebAaE 1 FHT
A s 24 19 o|aboln]. Hu| gk =19 HekA @M (TID, RID) 7]k o] 7% ®
A (Column) 704 34 7hsslet. bl J GEFA 7 HelEa dAE AAE 53 A
I AAZL s Afele AN EsE A7) HA-54E '] weke aapds ASs] flsted
delse FLdE 7] witell A4 BebAad W 2 E=rellA] Aldek 8-S A2 Al 2 2
12 3A=] gloew o o} EFRaBAAA of Agshsdct. <k 6704 (2015.01.01 ~ 06.30)%F
dE o83k Af F BokAzad W 18] FHeR o fFAlzE L Al BekEFAd (DRMAI~
FA o] 7}t S &ald 4= 9ot WA FAEFA, HAABAN, FFRFAA S

5 7vo] FAzE, DRMAZ~HE, AQAHEANA
SN2, A EAA

!
A=) 225 ¥ dle]E A28l (Splunk)el|A]
TRz BA4E A8 skdel. Table 6. 2 ¥ Hlo]
E] AlzgellA pAste] Mg A28 2 Eet
74 W A 20 5 BojEr)

HokrAl d#HWMF(TID, RID) 7IHF 7Nl 25
AR A wk 294 ASE 98] Table 7.
ol 17K Ade| el diste] 2747 =71
(Casel, Case2)o2 F#3lo] 7 Case ¥ ®|aL
S A3 sk

Moo

— —

Personal -y
. Correlation Analysis Aecu re Traceability .
Real-time Analysis based an ( of channel structure )
Dyl + 1 Serial number
SecuTity collection system alignment

Paymment approeal
. system of
integrated secu

Media control

(USB)

(Data link)

Te rsonal info rmatiy

Fig. 6. Tracing process of channel structure for personal information based on serial number alignment

by using analysis system
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Table 7. Verification scenarios and conditions

Scenario Condition Contents

Tracking internal

Life-Cycle(Create-Distribute-Discard) about exported
privacy 'Level C' documents from USB in approval Casel
export documents on June 24, 2015

- Source of document creation (Business system)

There is no serial number system in header in-
formation of security document

- First time of viewing business system by first
creator

- First creator of document

- First time of created document

- Number of internal distribution user

There are serial number(TID, RID) systems in
header information of security document and sys-

- Total Number of edited document
- Number of printed document by users
- Total number of printed document

tematic chains of security log among heteroge-
neous security solutions based on the serial num-
ber

- Privacy level change of document

- Number of user who export document
- Number of exported document

- Total tracking time

5.1 Case & AlLI2|2 HBEA ShEA dRWE AAZE s Ao AdelL Y

+ AZ37] Sl Fig. 8. 3 zo] 4<A A

Caselql ®oktA d#Eds AA7F sl 399 2 Az A8 skl Caselel AL= Hals
AluE e We-S AF3] $l8te Fig. 7. 3 2ol AW EW3 dApely) gorg vy vlaln's

T Ao AFE A sl en], Case2d] H

1. Search for 'C level’ document amaong the exported documents to USE in media control{USB) solution on June 24,
2015

-

2. Search for ‘File name’ of document which comrespond with requirement

L

3. Verify that there is an additional approval breakdown searched by the same “filename' what is finished searching

in integrated security approval system log

=

4. Verify the first creator of document, created time, source(Business system), the number of distribution user, the
number of users who prints documents and the total number of printing documents searched by the same 'filename’

what is finished searching in DRM log

==

5. Werify the change of privacy level using the same ‘filename’ that is finished searching in personal information
search systemn log (For consistency, comparing whether Full path eccurring all creating/editing DRM log and

‘filename’ path is matched or not)

-

6. Verify the first viewing time by same user in business system refer to the first creator and created time of DRM

log(Verify the closest viewing time with created time)

-

7. Check the additional export path through additional approve history on the integrated security approval system

Fig. 7. Verification process of scenario about case 1
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1. Search for “C level” document among the exported documents to LISEB in

media comntralilUSE) solution om June 24 2015

—~ b

reqguirerment

Z. Search for “approwval number of document which correspornd with

-

integrated security approval system

3 Warify a "serial mumber which cormespond to "Tapproval mumber” on the

-~

=, Unified search for wverified seral number on analysis system

- The first creator, created time, the socurce(business system), the number
of chanmel users, the number of print users, the otal number of printouts,
changes of the persconal imformation ratimng. The first time of checking
business system, additional export path

Fig. 8. Verification process of scenario about case 2

5.2 Case ¥ AlLI2|2 ASZHn}

B dlole] AlxEelx A3 A3t 69 24
USBE w=d 4 § Csd o &A= =
A= Rl Al 2ste] 149 FA7E W
gor, e o w49 -ﬂr"‘” < ‘%"1
38eF (2015.0331)°  olH, s
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[ O A

Table 8. Calculation results by scenario each case

e ‘el S o] Mapping 5+ d#HMIE 3
E"&ZQJH% AlzEl 2ol gelgk A
'20150331W10216991008441832000700° 1%

el & 4 glgitk. Casel 9§ A4 Hlgoz
pa3

REN
7} A Ee

3 stglon Case2 ¢ A=

=
¥ dHN SR RS s8], Table 8.

el
3} 2] 7} Case ¥ Avkele A3hE 413 shaint,

Division Casel Case2

Source of document creation Personal document Information . .

(Business system) terminal system Personal document Information terminal system

First time of viewing business system 20150331101012 20150331101012

First creator of document Cho, Rae, Rae, Rae
20150312102110,

First time of created document 20150331101229, 20150331101229
20150416113002,

Number of internal distribution user(Persons) 6 8

Total Number of edited document (Case) 60 71

Number of printed document by users(Persons) 3 5

Total number of printed document(Case) 3 6

Privacy level change of document Yes Yes

Number of user who export document(Persons) 1 2

Number of exported document(Case) 2 3

Total tracking time(sec) 3,560 396
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Personal B Viewed time : 20150331101012 Parsgnal
y dotument

document

Che*ack | Creata : 1
(Syrthetic [k Created time | 20150312702110 ,-"'
rigk) k Edit:1

I+ Edit: 12 Les"yun

» Frint: 1 [Synthetic
sk}

» Edit: 3

B Print: 1

» Edit: 12
B Pring - 1

b Edit: 1
B Print: 1

» Edit:1
» Print : 1

B Edit:z 5
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p Take-out:
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b Created tirme @ 20150331101229
» Edit: @

Yun*kin
(Accounting))

b Creste : 1
b Crested time @ 20150416112002
b Edit: 4

Cha*ack

risk)
) Che'ack
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» Print: 1 m‘d‘
» Edit: 8

: 20150331101229

Fig. 10. Schematized for document distribution channels of Case2

gt Case " Ht2aE ¥A43 47 Fig. 9.
o} Fig. 10. & o] #AMRF-EHEE 7 Case ¥
LA 5bste] @S 4 9l

s Aol x] FHal|o} sl ARRS ST 419
e AR G o A g A, 1
2 FAel| Ael= A7teltt. Table 8. & ®%o]
Casel?®] 7% wkE A digk A4 &

> Edit: 5

» Edit: 34
P Print: 2
» Approwve : 1
> Take-out: 1

> Edit: 3

W Print: 1

z
= A7 3N e FAEE, o2 s &

A 28, w1, AQF R HE ARFe] wE
g wAeh T4 -EMMI ek AuelA] geke] e

_,ﬁ‘
A% & qlglen, @ uﬂr deEl mo wa B
Aol gt Arele AL sHeldd 4 et =3+
A9l Life-Cycle(BA-4E-97)) & & Z=4351=



1446 BokiA et ERAMID AAZE NAFRA-EHE FAH AT

Azl A]7ko] Casel(3,560%) ®r} Case2(396

Z)7F <k 9ull &3] FAHo] slsditle A

R b A=

AT R Case2 o o] £ =iolA Altsh=

HobrA dHWHs AAZL e ASele fle A5
3] A =

A A7 (1) AeE AR Bl Fhsgon],
24 A7k w3 9E9S AT 5 qlgieh

ofo
o,
£

>
o
ox "
A
s

td

[t

+
o§3)3 3lom, DRME of =
HE A (AFE) SHEshl B e 483t ol
oh B ERelAE F53A A PCAA A4S
= o] AL HeHEA S Zkle] B
YA R W WS = L3WS(TID, RID)E

K
°,
2
e
,
i p{g
2
)
rO
<t
o
=
Sl
2
1o,
f o
I,
fols
0
N
s

S
of HelAE B4 FA4e SR 4+ ole e

Ag-ste] AlAslaA} gt
References

(1) Yonhapnews, http://www.yonhapnews.
co.kr/economy/2014/02/13/0301000000
AKR20140213044400002. HTML

(2) Yonhapnews, http://www.yonhapnews.
cokr/bulletin/2015/03/05/0200000000
AKR20150305081700004. HTML

(3]

(10)

Financial Supervisory Service, http://
www.fss.or.kr/fss/kr/promo/bod-
obbs_view.jsp? url=&seqno=17681
Financial Supervisory Service, http://
www.fss.or.kr/fss/kr/promo/bod-
obbs_view.jsp? url=&seqno=18293
Jingue Moon, "A Design of DRM solution
for Prevention of Proprietary Information
Leakage,” Korea Computer Congress , pp.
7-10, Jun. 2007

Hangbae Chang, Sang-Soo Yeo, Gilcheol
Park, and Changhoon Lee, "The Study on
Development of Document Security
Components,” Journal of Security
Engineering, 5(1), pp. 57-66, Feb. 2008.
Jong-Uk Choi, Yong-Jin Lee, and Ju-Mi
Park, "E-DRM-based Privacy Protection
Technology for Overcoming Technical
Limitations of DLP-based Solutions,”
of The Korea Institute of
Information Security & Cryptology,
22(5), pp. 1103-1113, Oct. 2014.

Chae, Eun Ji, “A study on the PIMS based
methodology for monitoring to prevent

Journal

leakage of personal information in the
banking industry,” Graduate School of
Dongguk University, Feb 2015.
Sung-Kyu Cho and Moon-Seog Jun,
“Privacy Leakage Monitoring System
Design for Privacy Protection,” Journal
of The Korea Institute of Information
Security & Cryptology, 22(1), pp. 99-106,
Feb. 2012.

Hyun tak Chae and Sang-jin Lee
“Security Policy Proposals through PC

Security Solution Log  Analysis
(Prevention Leakage of Personal
Information),” Journal of The Korea

Institute of Information Security &
Cryptology, 24(5), pp. 961-968, Oct. 2014.



AR R 583 =A] (2015, 12) 1447

(M X274

Al A & (Jae-ho Shin) #3]4

19984 2¢: ZFAdista A v FAlIFShy} £9

200149 5Y~38A: KEBsl 23 [THSHE-

20149 39 ~&A): e AR R sosted Fgrksta Atz
(BAIRE) MR R T AxFgHel W] dolg, x4

71 el A (In-seok Kim) F413]%)

19734 Fdiga AxpAAbsr (3R}
20039 F=oigtn AR R s (AL
20084 : e distn A 8733 gzt (kA
20099~ aejtista AR R skl g
(AR AAFZ R, ITAL, AR




