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A lightweight detection mechanism of control flow modification for IoT
devices*

Dohyun Pak,T JongHyup Lee!
Gachon University

ABSTRACT

Constrained IoT devices cannot achieve full coverage of software attestation even though the integrity of software is critical.
The limited modification attacks on control flow of software aim at the shadow area uncovered in software attestation processes.
In this paper, we propose a light-weight protection system that detects modification by injecting markers to program code.
Keywords: Software Attestation, IoT devices
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Fig. 1. Process of the proposed system

zhol FAgh= WAl o R o] RojAlth 24 RU|%
745l opcodeF X‘Zd dﬁ“i H Z27& F4
v (x869l4 jge} jle ®
zfo]) F27 F7]4l -‘?r"ﬂ—t—
o2 (x86°14 jump?] 734 Lut
224 #rE Fassle Wx 34
=rollAe AR HE FAE 4ufe

AE T Z2a WERE AR 34

gt

Mo o

7] < nop.‘?&
4o 2 2uje]E
o agzﬂ—\:]. n

2.3 Binary rewriting2 S8t 20{ 7|#9| 0{24{=

B ATt Az ELe] B3 J[HE6)e] wle]
YelE A4 $A3H= binary rewriting®] A<
S ARgs gttt dubE e R olefdt WHAlel= ul
oluz] Fr=of W} ABES Aslste] 34 &
A B35 s, AeA S 2=F dE
o 7]&e] Zrod ZEo S (F)7 HyAG
FAA =Hel s z2ad e g e
TR FagEs AxAder ske wAZE HAEA
Hek B3] 2AH (direct) #7]el Heixe 2E
Fag Hopfle] WA HA|% jump tableo]tt
4 ZQE 9} 2 7H4 (indirect) E7]Eel tha)
A=

e Aoty AxAR Fagez WA} 8
ol#%S 7I¥A =t webd  binary
rewriting 7 E< & 4ol vlste] A oR

Apgs = Aol

. Z22| Mo Hx EFX| 71y



A B H 533 =

(2015. 12) 1451

HEE BX& 5 gl markers AAst] F4I%

e 1) Aljksl= Al="9) marker A
2 P AAE et 94 s FEd gt
& B8l Wlsee] EAEAlE EEs At
3 ZF 271 AFel| 29494 markerg ¢
g slots 2T oo ARglele), oA AHz® 4x
Fr7} Aok =Ha w o] Fof nleluje] ZEE
w2 BAste] 15k Abgl®l slotel markerdte
Akste] FEoighet. ol o]n] FH|E ] gl slotw
2@ Dbinary rewritinge] ¥AE7] wjie] 2.34
o] A7} wWAEA] ket md oA WdH ul

ozl o] HAZEAF7) makere] HgF Felvto g
HWEE Fdos = ole AFS 7 A Hr
3.1 12 - AA A 2N 9 glot FY

1AM = & ZE] Z2a3S P43k
7liee] A= A9E Ao}l slots: FUREMC
Slotg F7Vehe 7w et 2
1) gk} A1=E9I Al function slotS AMighd}.
2) 23 W)l #dete el Al
(ifst, whiles, forar) 274 &7l sidsl= ¥
o] Al slots F7hstar, 3k ARl 270 3l
Fohs 2= AR slots A S
3) FxA E7)el = Afele (gotot,
g4 AR 52) 27] AH 7] Foll slots F7}

3 °]i AAg 32 bits 2719 marker® @&
= 9= slot& #l8ke] o] asm WHIE %
5

asm("prefetchnta 0x01020304");

prefetchntas prefetchZ $3F wWaojo]x|at o
WA 0 2= 755 TR %L side effect’} ¥
o] CFI(6)9} #2 binary rewriting 71®elA A}
45 WHofolrt mF asm A AlE o]43l]
ol $19] W= AT Folx nlo]g]e] 1
g2 @A o] 2tAl markerd] #E Fsk=dl
AT}

3.2 2B - diolHz2| =0 marker =

2l ATdH vlolujE] =& F5EHE
disassemble ¥ markerE slotell F43g}
AZ7} markerE QY2 A= AS vAE)

=

i__asm__ ("prefetchnta rxwuuom HH

VIE (2 > 3)

3 H : asm ("prefetchnta u,{ﬂuz uD? a);

i : i b=137 Tt
ots

4{. _519P1 i} else { P

! : _asm__("prefetchnta[0%01020003):);

b =4;

if (a » 3)

b
} els
b

oon

}
0l

Step2
0f 18 05[e9% 1711 3b prefetchnta [0x3p1117e9

83 7d £8 03 cmpl  $0x3,-0x8 (5ebpY -,

Te 10 jle 8048444 <main+0x57>
0f 18 0513 87 cd Z¢ prefetchnta [Ux2ccdgil3 <
c7 45 fc C" 00 CG 00 movl  $0x3,-0x4 (%ebp) -
eb Oe Jmp 8048452 <maingDx65>
0f 18 0508 ¢6 0f £0 prefetchnta Oxf00fe608

c? 45 fc 04 00 00 OO0 movl 50x4,-0x4 (¥ebp)

T Markers
.- (injected)
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