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ABSTRACT

If the industrial control system is infected by malicious worm such as Stuxnet, national disaster could be caused inevitably.
Therefore, most of the industrial control system defence is focused on intrusion detection in network to protect against these
threats. Conventional method is effective to monitor network traffic and detect anomalous patterns, but normal traffic pattern
attacks using MITM technique are difficult to be detected. This study analyzes the PROFINET/DCP protocol and weaknesses
with the data collected in real industrial control system. And add the authentication data field to secure the protocol, find out
the applicability. Improved protocol may prevent the national disaster and defend against MITM attacks.
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Table 1. PROFINET/DCP Protocol Stack
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Fig. 1. PROFINET/DCP Communication Pattern
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Table 2. PROFINET/DCPSec Protocol Stack
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Fig.8. PROFINET/DCPSec Protocol communication
process
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Table 3. Encryption and Decryption Performance

Operation DES 3-DES
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Speed 10508 kbit/s
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Encryption 4178 kbit/s .00007 s
Decryption 4173 kbit/s .00007 s
Transmission 1.5 Mbit/s .0002 s
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Fig. 12. PROFINET/DCP Protocol Simulation
packet content
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