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A research on improving client based detection feature
by using server log analysis in FPS games
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ABSTRACT

Cheating detection models in the online games can be divided into two parts. The one is on client based model, which is
designed to detect malicious programs not to be run while playing the games. The other one is server based model, which
distinguishes the difference between benign users and cheaters by the server log analysis. The client based model provides
various features to prevent games from cheating, For instance, Anti-reversing, memory manipulation and so on. However, being
deployed and operated on the client side is a huge weak point as cheaters can analyze and bypass the detection features. That
Is why the server based model is an emerging way to detect cheating users in online games. But the simple log data such as
FPS’s one can be hard to find validate difference between two of them. In this paper, In order to compensate for the
disadvantages of the two detection model above, We use the existing game security solution log as well as the server one to
bring high performance as well as detection ratio compared to the existing detection models in the market.
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Table 1. An overview of cheating types

Feature Description
It provides a plyer to see
Wallhack enemies through obstacles
such as walls.
It stands for extrasensory
perception, which provides
ESP . .
extra information about
playing conditions.
it automatically calculates
the location of visible enemies
Aimbot and in what direction a shot would
have to be made in order to get a
headshot.
This means flying into the
Flyhack air, all.owing the plz.iyer to
move in ways not intended
by the game mechanics.
It can be used to teleport to
Teleport R . .
an enemy’s position directly.
Infinite It removes the recoil that
ammo appears when firing.
Infinite It gains a huge amount of health
health points.
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Table 2. Pros and Cons of client side detection model and server log analysis

Pros

Cons

- File based detection

Client side . .
- Anti-reversing

Easily bypass the security modules
Limited protection area due to high false positive ratio

analysis - High detection ratio
Real time detection

detection . . Hard to detect new cheating programs
- Manipulated memory detection .
Third party dependency
- Hard to F:)ypass and analyze the rule Hard to find valid algorithms to tell cheaters from
Server log of detection

benign users due to lack of information caused by the
game characteristic,
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Table 3. Overview of online game security
solution in PointBlank

Feature Description
Memory It detects unknown memory
manipulation manipulation in a game process
detection Action: Process termination

It protects system and graphic
D3d pattern P 4 grap

APIs from being hooked

detection engine . L.
& Action: Process termination

File/Memory It is the blacklist file and memory
(Signature) pattern detection within running
pattern game process
detection Action: Process termination

It figures blacklist tools which ran
before a game starts by searching
Registry pattern | registry and prefetch files
detection engine | Action: Only recording detection
log information
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Table 5. Log format of RPE

Attribute Description
ID Account information of detected user.
Address IP & MAC address.
Code Specific codes for each detection
feature.
IMG Path File path information.
Time Detection date information.
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Table 9. Result with the K parameter 4
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Fig. 8. Best performance value for K
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Table 10. Evaluation of cheater detection

Type Benign user Cheater

RPE detection Not classifiable 89,463

Slgnat}lre Not classifiable 19,591
detection

Proposed 5,100 84,363
detection
VI. 8 B

co | c1 [ 2 | 3 B

Win ratio | 0.60 | 047 | 062 | 0.62 | 047

Kill ratio | 062 | 047 | 065 | 064 | 043

Headshot | 1o | 036 | 052 | 052 | 033
ratio

Fast Kill | 599 | 150 | 318 | 342 | 124
ratio

Detection |3 16 | 4024 | 372 | 300 -
ratio

Instance 20.3 57 49.3 24.6
ratio @ | @ | ® | @

22hel Alglel AR g WAL 2 FelolRle
& W mds A @ 9x BUE 2R H6, 2
SollE B wek EFAE ekt el A BE
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