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ABSTRACT

Due to a rapid advancement in the electronic commerce technology, the payment method varies from cash to electronic
settlement such as credit card, mobile payment and mobile application card. Therefore, financial fraud is increasing notably for
a purpose of personal gain. In response, financial companies are building the FDS (Fraud Detection System) to protect
consumers from fraudulent transactions. The one of the goals of FDS is identifying the fraudulent transaction with high accuracy
by analyzing transaction data and personal information in real-time. Data mining techniques are providing great aid in financial
accounting fraud detection, so it have been applied most extensively to provide primary solutions to the problems. In this paper,
we try to provide an overview of the research on data mining based fraud detection. Also, we classify researches under few
criteria such as data set, data mining algorithm and viewpoint of research.
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Fig. 1. Comparison between countries’ payment
method
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Table 1. Data mining algorithms

Algorithm Description

It separates out the complex problem into many simple ones and resolves the
sub-problems.

To provide many advantages such as high flexibility and good haleness

A non-parameter method without any assumption for the data distribution

Decision Tree

Ensemble learning technique using decision tree

Random Forest - To provide high accuracy and complement susceptibility to specific data

- A regression model to cover the case of binary dependent variables
It measures the relationship among the categorical dependent variables by estimating
probabilities using a logistic function.

Logistic Regression

- A supervised learning model with associated learning algorithm to analyze data and
SVM(Support Vector to recognize patterns

Machine) It represents data as points in space so that the data are divided by a clear gap into
separate categories.

- A mathematical model implementing the biological neural networks

ANN(Artificial Neural
(Artificial Neura It uses to solve a wide variety of tasks that are hard to solve ordinary rule-based

Network) .
programming.
SOM(Self-Organization - An unsupervised learning model that is useful for visualizing low-dimensional views
Map) of high-dimensional data

A simple probabilistic classifier based on applying Bayes’ theorem with strong

Naive Bayes . .
independence assumptions among the features

A probabilistic graphical model that represents a set of random variables and their

Bayesian Network .. .
4 conditional dependencies

It identifies strong rules discovered in databases using different measures of

Association Rule . .
Interestingness.

It assumes that all instances correspond to points in an n-dimensional Euclidean
kNN(k-Nearest Neighbor) space.
Classification done by comparing feature vectors of the different points

It is used to analyze relationships between a non-metric dependent variable and
metric or dichotomous independent variables.

It attempts to use the independent variables to distinguish among the groups or
categories of the dependent variable.

Discriminant Analysis

It build models representing the hidden states of a process or structure using only
HMM(Hidden Markov observations.

Model) - The sequence of tokens generated by an HMM gives some information about the
sequence of states.

- It is based on the human body immune system that is made up of various cells
having different functions.
- To generates detectors for all class in the dataset

AIRS(Artificial Immune
Recognition System)

ErE dle] %(lmbalanced data)ellx o} 2 <t st AR dE2A]] A daE|Feln). S5
dreFHrl T2 Aes Boln], & xEA E 7} wtelde] (binary) ! 4% 2 A4S Holm
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Table 2. Research classification of fraud detection in financial transactions

Classification Subcategories
- Credit card transaction - Telecommunication
Data set . . . .
- Banking transaction - Simulation

- Decision Tree
- Random Forest
- Logistic Regression
Data mining algorithm

SVM(Support Vector Machine)
ANN(Artificial Neural Network)
SOM(Self-Organization Map)

- Bayesian Network

Association Rule

- kNN (k-Nearest Neighbor)

Discriminant Analysis

HMM(Hidden Markov Model)

AIRS (Artificial Immune Recognition

- Naive Bayes System)
. - Accuracy - Real-time
Research perspective - o
- Efficiency - Versatility

4.1 AIZ HOIE{0 mE EF

AN B9 AT TR FaelEe A8
b 24l A4t dloje]o] wet g whe] o}
2r2 A48 dolele] bt £77} sl o4

AE dAshs A 2 W RE ATk 2

o], 7l= AR AA AHM, o]gx AW TOoF F
A"}t Whitrow 52 20056l 2AE A471=
A dlele & o] &3to] o] A ®A| Al A AA
(aggregation) 717+ 149, 34, Td=E o] 4
2 v)wskdri(11). Sanchez 58 A147t=Ap)
ANE ©x87] $l8) 2002448 20031 Alolell

Al ele], Ageeldd Holel, &3 Az Hlold, 7]
o dlelEl2 b 4 Sleh. Table 3.& ol4e &
A ATEE A4AE A dole), ABeolA el
o, e Ad dole], 7]e} Helez 7 Aelxt,

Ag7E AA dolElE TR oz} PG
O I E R PIGEE S DT EF
wol ol B Al 714
oAleh, Ag7kE Al wlolel 2 A7l v

Table 3. Classification based on data set

B 58] ofF

N t}(12). Bhattacharyya 52
W Apelel| WhAEl A AlSTLE Al dlo]H &

e Wshlol A HAR ASAE AR dolelE
galoieh. olgAel AAARLL o4 WA o]
8748 AR 2 A dloeE BF ALgshe
Hog el Aselelon Agae A,
A A, A= BF A7 AN FA, AN A=
Fol A| Ad AHgAtst el

el
Fae 2l
200613-E] 2007
44

and etc. are utilized by finding
trading patterns

Data set References Description Representative research
- Many studies use the credit card
transaction dataset. - “Transaction Aggregation as a
Credit card [7-23] - Industries, avg. transaction value, Strategy for Credit Card Fraud

Detection”[11]

Banking transaction

[24-261,[33]

It consists of not only billing data
but also financial status, credit
card information, and the user
information.

“Fraudulent Electronic
Transaction Detection using
Dynamic KDA Model”[24]

Compared the efficiency between
each other data mining algorithms
and suggest optimal detection

“Credit Card Fraud Detection

Peer-to-peer lending data

Simulation data set [27-33] algorithm Using Hidden Markov
- The proposed methods should be Model”[28]
to evaluate the performance via
actual data.
- Mobile phone call records - “Automatic Detection of
etc. [34-38] - In-game data Compromised Accounts in

MMORPGs”[38]
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Table 4. Definition of variables about credit card
transaction data(23)

Table 5. Definition of variables about internet
banking transaction data(26)

Variable Type Definition Variable Type
POS_no char POS terminal number Customer_ID char
account_no char Account number Transaction_date date
trans_date date Transaction date Transaction_time time
trans_time time Transaction time Transfer boolean
The amount of a credit ARS_Authentication char
Trans_amt float .
card transactions. Transfer_Amount int
MCC int Merchant Category code Using_device char
card_type int Card type oS ID char
exp_date date Expiration Date Access TP char
The total amount of Country_code char
Cl1 float transactions of this card in
the same day VPN_Country char
The number of transactions MAC char
Cc2 int of this card in the same
day 5ol digt AAIE A4S Table 4.9 A3k},
The failure number of 23] A "ol oJF 2 oA dHelg, ATM
Cc3 int transactions of this card in 71712 E3 =2 dolg. 2l w7 (online
the same day . - | = =
™ t ; banking) dlele], 74 9 FH doly Fo= F
e average transaction B
A= © 2 2 €}
C4 int amount of this card in the Aot 23 A dlelelE 53 o] A ©A Al
same day AA dle|el & A Ael, A8 AR 5 o] 8o A
The total amount of Hel adAsle] EAe] 7153t} Vadoodparast %
G5 float trér;iact;ons ;)f this card & ek 3609 79 o)A dlo]g] Y Lol A] A3}
ithin five days w -
hd e @y = Rapidminer 293 T2 o]&s) o4 #HE
The number of transactions .
SAel HES Adsr Rl Ak
c6 int | of this card within five AAshE WHES AldkEsleh e=EellA] A
days. KDA 2e& 2]l 54 mde 2 ezefel we
The failure number of °ﬂ/q 80% o]@—g] }‘]‘7] 7']EH“E€ %‘113}‘}114[24].
C7 int transactions of this card Llu ‘g 8 CSMAR(Chlna Stock Market &
within five days. Accounting Research) dlo]e] A& oz] dHlo|¥
ohe werage amount o wotd delzol 443t A3E o HA of
C8 float trans. of this card within 1o _ o =
five days. AAE EA mds AAETH25). 2 v]E
ATl e AW B 28] HAF$ Aka dHeolHE
gt S S BES AR Fodlole s WlEReR wde] gfRl Ane} maesld YuE £F
o1 T gl WA FHe Wsken g SR ol B WX B2 Aesirh26). Y o
ol AL4E Qe 8 dole A FAsHE H

o] ARE-E A dlole] Aol A Aot oAk A
9] &% (unbalanced)& A1&% (sampling) 7]
Hoz a|Asdrt(13). Shen 52 20059%H
20061 Afolol] WHAEl A&7tz dHlolE]E oA
SR Aol AgEi o Az AR A dA, gF
= e, wE A4z}, Al 7 2= 5 dlolE vl
ol AH8-E AXE A A=sledet(23). A7 A7
oA AMEEl AlETte A dlole] M-S FAShHE ¥

459 42|12 Table 5.9 Aeiasie}
Agelold dolel MAlZ AR 2A| Hele
T 5 g A% A B AR Al
Tl 44T % olek WEA AN T
el Ee ATSAL PHES AL 9
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) o)k £AE 4 Sieh wrebd A A el
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il
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€ FE, &b 717, 23F S5 5 A
o >~

tlo]e] whe]dg °L’7F/]Z°ﬂ Agsta Aol s
2Hch34). Z=R-= #HY(crowdfunding) 3
P2P(Peer-to-Peer) W& 424 U EH =] Ut
2 =5 7138 A o] o] &AE Ateld =& W
27 Wele Al z~dlo|t}, Milad
Malekipirbazari 5= 20124 2014" Afo]
of LendingClubellA A3k A2l dlo]e]E kNN,
Logistic Regression, SVM, Random Forest
dare|Fel AHg3te] ol ANE "ABICH35].
Jehwan Oh 52 44| *9—E1r°] A W AxE,
28l A delelE A 2 dleld vheld 7
o gtk A WHELS pvalued: 3
S 7 5= A2 A5 WstE st
A =Y AL EA8IH36).

4.2 HOIH Ofold ¢12|E mE 2F

oA A A= 2 AgellA AR Wl
upe} cheksh dhare|Fe] AR Thsdtet E Aelxe
ol A A AFE AHEE dHolg mlold g
Zoll we} ERstrh. Table 6.2 oA w4
QA7EE Decision Tree, Random Forest,
Logistic Regression, SVM, ANN, SOM,
Naive Bayes, Bayesian Network,
Association  Rule, kNN, Discriminant
Analysis, HMM, AIRS ¢xg&oz EF3 7]
ot}

Decision Tree ¥ae]|5e SAAA 38 E
g 722 Tx38le g £2 o5t &lds)
= 4% FE o wixsta 38 7R R 23
el Flzel WS-8l she HAHS wHEsle] 21
3ttt Aihua Shen 52 Al87t= A dlo|g el
Decision Tree, Neural Network, Logistic
Regression &aE|&s H4-3te] A58 w|asta,
ol A ©Alel g £ RdE A9 5 9=
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3Jgtcl. Chengwei Liu 52 4l
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Table 6. Classification based on data mining algorithm

Algorithm

References

Application class Representative research

[91,[201,[23],

“Application of Classification

Decision Tree Classification, Regression Models on Credit Card Fraud
[25-26] o
Detection”[23]
111,[13],[191,[2
[LLI3LI9L[25 Classification, Clustering, - “Financial Fraud Detection Model:
Random Forest 1,[31-32], . N
35] Regression Based on Random Forest”[25]
[11],[13], Classification. Regression - “Novel Artificial Neural Networks
Logistic Regression [22-23],[25], Prediction - Reg ’ and Logistic Approach for
[321,[35] ? Detecting Credit Card Deceit”[22]
- “Quarter-Sphere Support Vector
SVM(Support Vector [111,[13],[19],[25 - . Mac}.nne for Fraud ].)eu?ctlon in
Machine) 1,132], Classification, Regression Mobile Telecommunication
[34-35],[38] Networks
”[38]

8-9], P . - “Novel Artificial Neural Networks
ANN(Artificial Neural [8-91 Classification, Regression, ove . .1 ietal Reural etwor
Network) [13-15], [19-20], Prediction and Logistic Approach for

[22-23] Detecting Credit Card Deceit”[22]
SOM(Self-Organization . - Real—?lme C'redlt Card Fltaud
Map) [10],[27] Clustering Detection using Computational
P Intelligence™[ 10]
[91.[11].[20] - “Credit Card Fraud Detection
Naive Bayes o Classification, Clustering with Artificial Immune
[31-32] »
System”[9]
- “Credit Card Fraud Detection
Bayesian Network [8-91,[14] Classification, Prediction using Bayesian & Neural
Network™[8]
L . . - “Association Rules applied to
Association Rule [12] Outlier detection Credit Card Fraud Detection”[12]
KNN(k-Nearest [111,[17],[24],[31 ' , - Cond1t19na1 We1ghte$1 Transaction
Neighbor) -32], Clustering, Regression Aggregation for Credit Card
& [34-35] Fraud Detection”[31]
- “Transaction Aggregation as a
Discriminant Analysis [11] Classification, Clustering Strategy for Credit Card Fraud
Detection”[11]

. - “Study of Hidden Markov Model
HMM(Hidden Markov | [14],[16],[28],[30 o Study of Tacden Varkov: Vode
Model) 1371 Classification in Credit Card Fraudulent

’ Detection”[16]
- “Credit Card Fraud Detection
AIRS(Artificial I
S(Artificial Immune [91,[18] Classification, Prediction with Artificial Immune
Recognition System) R
System”[9]
AAZE oA 'R AFE stk A Naive BayesE Bayes ©|&& o]&3 & 7]
Gl 9 s g B oA WA ASHE e R geR A $F 4Ra A
Azstelan Aze ) A%l 4G PR B A 54 Fedzel st dmsE Ausied
ArH10). Vladimir Zaslavsky =2 SOM ¢ AF&-Eltd, Manoel Fernando Alonso Gadi 52
Izol da) AW A FE TS WEEE  ASAE APIARE B 2 B 9T o
o] A ©Ao &3] -rlﬂ s A48k T S33sitl.  Naive Bayes, Neural
o} gk 2ol 1007 o]3kY AME s AAE Network, Bayesian Network, Decision
S anlAz e A R R4S o Z%  Tree, AIRS %uelEg AH4dglon AIRSS] A

g ol A9 HAVE 7hs e BYITH2T).

A3kel st 444 ol AugoR R ©A
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Table 7. Classification based on research perspective

Class Research point References Representative research
@) real-time [10] - “Real-time Credit Card Fraud Detection
using Computational Intelligence”[10]
N [15].[191.[211,[26-27]. - Learn.ed Lessons in C.I‘E?dlt Card Fraud
(b) versatility Detection from a Practitioner
[29],[33],[341,[36] -
Perspective”[19]
[7-91[121.181,[20], - “Credit Card Fraud Detection using
© accuracy (221,231, Hidden Markov Model”[28]
[25],128],[351,[37]
- “Implement Credit Card Fraudulent
() efficiency and versatility [141,[171,[30] Detection System using Observation
Probabilistic in Hidden Markov Model”[30]
i - “Data Mining for Credit Card Fraud: A
(e) versatility and accuracy [11],[13],[241,[311,[38] Comparative Study™[13]
. - “Study of Hidden Markov Model in Credit
® real-time and accuracy [16] Card Fraudulent Detection”[16]
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