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ABSTRACT

For the past few years, personal information breach incidents, great and small, occurred constantly. Accordingly, the Personal
Information Protection related Ordinances are enacted and amended persistently, and the information security products also keep
advancing and developing in the same way. There are the certification systems such as Common Criteria Evaluation and Validation(CC)
and Korea Cryptographic Module Validation Program(KCMVP) for the information security products. These are also strictly carried
out. This paper analyzes and categorizes the 5 Personal Information Protection related Ordinances in the aspects of technical protection
measures by using key words. Here are the 5 related ordinances; ‘the Personal Information Protection Act’, ‘the Act on Promotion
of Information and Communications Network Utilization and Information Protection, etc’, ‘the Act on the Protection, Use, Etc, of
Location Information’, ‘the Use and Protection of Credit Information Act’, and ‘the Electronic Financial Transactions Act.” Moreover,
this study analyzes the association between the technical protection measures in the 5 relevant laws and the information security
products that are obtaining the CC Evaluation & Validation(CC) and the products that are now produced at KISIA’s member companies.
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Table 1. Technical Protection Measures on
Legislation
Technical
Protection Contents Actl|Act2|Act3|Act4|Act5 | Total
Measures
Transmitted and
received (security | V % % % 4
servers)
Vldgo ‘ v 1
transmission
Wireless data \ 1
Major Storage \% \% \% \ \ 5
information | Portable memory
encryption | device storage/ \% \% 2
transmission
Storage in PC for
work, mobile device v N v 3
Personal
information \ 1
printout, copy
Authen | Certification(PKI) \ Vv v 3
tication Biometric M 1
Level
differentiation v v v v v 5
for system access
right
Issuing account
A§cess by persopal v v 9
right information
manag handlers
ement | DB access right v 1
management
Video information
access control/ v 1
access
management
Access
Accel record
S8 |storage| Log management | V v v v 4
cont /mana
rol | gement
quto Monitoring v v 2
ring
Portable memory
Device | device , portable
manag computation Y 1
ement |equipment access
control
Mobile device
\ 1
. access control
Mobile ™\ hile device
wireless ) 4 1
security pa§S\v01d setup
Wireless LAN .
. . \4 4 2
authentication
le;tf;ai Virtual private v 1
network (VPN)
network

| (2015. 12) 1553
System for
4 4 4
blocking intrusion 3
Systems for
detecti \ \ \ 3
Network Jdetecting
intrusions
access
control Detection illegal
breach to IP 4 4 2
address analysis
Limit access right
V 4 vV vV
o [P address 4
Network Blockade of
separa | external Internet v v 2
tion networks
Vaccine software | V \ \ Y \ 5
Automatic patch v v v v v 5
update
Malicious Delete program or
§ function any
program
) . purpose other \ 1
prevention
than the purpose
of work
V}llnerabllhty v v 9
inspection
Ensure Load balancing
R measure, DDoS Vv \ 2
availability
defense
Total 71

# Actl : Personal Information Protection Act

# Act2 :© Act on Promotion of Information and Communications
Network Utilization and Information Protection, etc

# Act3 : Act on the Protection, Use, Etc, of Location Information

# Actd : Use and Protection of Credit Information Act

# Actb : Electronic Financial Transactions Act
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Table 2. CC Products Group

Products Use
(Module)
DB Access Control |[DB access control and data loss prevention
DDoS DDoS  attack detection and automatic
defense equipment |prevention

PC Virtualization

Strict separation of PC for acture and virtual

PC Intrusion
Prevention

Installed on PC,
control to PC

inflows and outflows traffic

Virtual Private

VPN (IPSec or SSL)

network

cll\;etzvloorsks Critical data loss prevention by control a
. traffic transmitted over the network

Prevention

Anti-spam Mail
System

Spam mail inflow detection and prevention

Anti-virus

Malicious code detection and removal in PC

Web Application
Firewall

Harmful traffic based on WEB
detection and automatic prevention

intrusion

VoIP Security

Harmful traffic related VoIP detection and
intrusion prevention

Intrusion
Prevention System

Network harmful traffic intrusion detection
and automatic prevention

Firewall

Inflow and outflow traffic control in network

Intrusion
Detection System

Network harmful traffic automatic detection

Enterprise Central control a multiple managed target
Security system, security event monitoring and
Management analysis
Patch . .
Automatic perform a security patch from
Management
central server to PC
System
Host L. . .
Critical data loss prevention to device control
data loss .
. installed on the host
Prevention

=5 BE5XX|9 CC2E MZEQ Hlw

RS 5H el 7%H nEzAd u
2} CCQ1ZE AETE 28705 wjAsbelct.

Network Access
Control

Allow network access only the PC, install a

security program

Table 3. Matching of Personal Information
Protection Legislation - CC Products
Personal Information Protection Legislation
Technical CC
Protection Contents Products
Measures

Data Transfer
between different
Network

Data and information flow control between
different security level

Device Control

Device control and data loss prevention to
USB, CD-ROM etc.

Wireless Lan
Authentication

Allow wireless LAN access only authenticated
users

Wireless Intrusion
Prevention System

Threat intrusion detection and intrusion
prevention in the wireless LAN environment

Digital

Multiunction Remove module for built-in HDD in MFP
Printer
Server Strict separation for acture and virtual of

Virtualization

server

Major information

Transmitted and received
(security servers)

- VoIP Security

Video transmission -

Wireless data -

Storage -

Portable memory device Software-based
storage/transmission Secure USB

Server Access
Control

Server access right control and critical file
security setting

Source code
Vulnerability
Weakness Analysis
Tool

SW  source code analysis and security

weaknesses identification

Software-based

USB memory access control and automatic

Secure USB deletion when lost

Smart Card Smart card chip and operation system

Smartphone Managed smartphone for business central
Security

management

control and security management

encryption
Storage in PC for work,
mobile device Host data loss
Personal information printout, Prevention
copy
Digital
- Multifunction
Printer
.| Certification(PKI) -
Authentica [+ "
. Biometric -
tion
- Smart Card
Level differentiation for
system access right Server Access
Access |Issuing account by personal Control
Access right information handlers
control| manageme . DB Access
DB access right management
nt Control
Video information access _
control/ access management
Access Enterprise
Log management . .
record Security




Analysis Tool

PC Intrusion
Prevention

Ensure
availability

Load balancing measure,
DDoS defense

DDoS
defense
equipment

Virtualization

Server
Virtualization

PC
Virtualization
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Storage/ma o mE Q% g R malt),
nagement Management
Monitoring | Monitoring
Device Portable memory device , Table 4. KCMVP PI’OdUCtS[Q”
manageme |portable computation Device Control
nt equipment access control
) - SmartPhone Products CC level KCMVP
. . |Mobile device access control . - -
Mobile-wire Security Mail Encryption Module
less Mobile device password setup | management Section Encryption Module
1 T3y
security Wireless LAN authentication Vmeles.s Lan PKI Products
Authentication SSO Products
Virtual . . ; : ;
! . X : Virtual Private Disk-File Encryption
prtlvati Virtual private network(VPN) network Products
newor - Document Encryption N/A Requirement
FHBW?H Products (DRM), etc
]“th'fm Keyboard Encryption
Prevention Module
iﬁtem HW Security Token
System for blocking intrusion I‘g;:zl:l;; DB Encryption Products
Prevention Etc, Encryption Products
System
Network .
access Antlspam Wadel Ials v 1o olglul z3lHol
control Mail System Ehe Oﬂ T }\3]-74] ],‘E]X] o ‘_Eﬁ Yl ‘_§].£ 3
Systems for detecting lljnettleucillzi »—1,3{}7] -%_7‘5‘_] &]'Zﬂ i“]’E?’]—E, PC XQO‘:} i]—Tﬂ' /(-] H-]
intrusions . - -
System 7H481, PO 7MsE ol COAERAE EA13tt,
Detection illegal breach to IP Network
address analysis Access Control
- P Network = ||
Limit access right to IP data loss IV EII%:I—I' EEERX‘"E H|I||_
address Ny .
Prevention
Data Transfer - —
Network |Blockade of external Internet between 7H leé HH3S H\jgéiq’ CCX{]—‘—;P,] H] E—% H]'FBL-?—
separation |networks different - - = - -
ook AA Auns A AE REE 2ASI Bn
Vaccine software Anti-virus B3 A= AAA BRI E S (KISIA)S 3d
Patch = =
Automatic patch update Management }\]' 1897H (2015 5 14 7]?’:) [ 'ET Z/\]—?ﬂ-oﬂﬁ]— 1
- : S F A48 2454, 9, AR, T 5
Delete program or function Web
Malicious program | purpofse otliler than the A%?licatil(lm S A|9gF 3 YA AES BAIsteITh 3 YA A
. purpose of wor irewa - -
eV SE O =
prevention St e o9 D942 EoolAE Fa g sgom
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Table 5. KISIA Member Company’s Distribution

Personal Information Protection
Legislation
—= ce
Technical Products KISIA
Protection Contents
Measures
Transmitted and
received (security - 16
servers)
B VolP )
Security
Video transmission - 1
Wireless data - 4
Storage - 16
‘tabl X Software-
Major information PO]‘Fab € memory based
encryption device y o Secure 8
storage/transmission USB
Storage in PC for Host 19
work, mobile device data loss
Personal information Preventio 20
printout, copy n
Digital
Multifunc
- . 2
tion
Printer
Certification(PKI) - 17
Authentica | Biometric - 9
tion B Smart 4
Card
Level differentiation 15
for system access right Server
Issuing account by Access
personal information Control 7
Access )
X handlers
right
. DB
manageme | DB access right
nt management Access 9
Control
Video information
access control/ access - 2
management
Access Enterpris
record Log management e X 37
storage/ma Security
nagement Managem
Monitoring | Monitoring ent 36
Portable memory
Access|  Device |device . portable Device
CoNtro | manageme |computation Control 12
1 nt equipment access
control
Mo]oinlc1 device access SmartPh 2
contro! one
Securit
I Mobile device eeurity
Mobile wire managem 3
password setup
less ent
security Wireless
Wireless LAN Lan 3
authentication Authenti
cation
Vlrtual Virtual private \/n.‘tua]
private - Private 11
network (VPN)
network network
Firewall 24
Intrusion
5 . P ti 10
Network System for blocking rovento
access . . n System
intrusion -
control Wireless
Intrusion 5
Preventio

n System
Anti-spa
m Mail 7
System
. Intrusion
Systems for detecting Detection 16
intrusions .
System
Detection illegal Network
breach to IP address Access 18
analysis Control
Network
Limit access right to data loss 19
IP address Preventio
n
Data
Network |Blockade of external Transfer
separation |Internet networks b_etween 8
different
Network
Vaccine software Antl;vn‘u 18
Patch
Automatic patch Managem
8
update ent
System
Delete program or Web
function any purpose Applicati 2
other than the purpose on
of work Firewall
Malicious program Source
prevention code
Vulnerabi
Vulnerability lity 9
inspection Weaknes
S
Analysis
Tool
PC
~ Intrusion 9
Preventio
n
Load balancing DDoS
Ensure ) defense
availability measure, DDoS§ equipmen 9
defense 4
Server
Virtualiz 3
. - ation
Virtualization PC
Virtualiz 2
ation
Total 463
4.2 7k NF Y SH 24
MIARRS A yWHa ASAFE 5 e
ARRS AF F7He] AP ik FAASE 9
& HolES E CCeE AlE

R

KCMVP 97W A¥FS F718le] 3T70E 4519
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Table 6. List of Personal Information Protection

Legislation - CC and KCMVP

Personal Information Protection Legislation

Technical Protection
Measures

Contents

CC & KCMVP

Major information

Transmitted and
received(security
servers)

Video transmission
Wireless data

* Storage
* Portable memory

VoIP Security
Software-based
Secure USB
Host data loss
Prevention
Digital
Multifunction
Printer

Mail Encryption
Module

encryption device storage ¢ Disk-File
/transmission Encryption
* Storage in PC for Products
work, mobile device |+ Document
¢ Personal information Encryption
printout, copy Products (DRM),
etc
* DB Encryption
Products
¢ Certification(PKI)
* Biometric
Authe |+ Level differentiation [+ Smart Card
nticat for system access * PKI Products
ion, right + SSO Products
Acces |* Issuing account by |+ HW Security
Huma . .
n S personal information Token
right handlers * Server Access
mana [* DB access right Control
geme management * DB Access
nt |+ Video information Control
access control/
access management
Acces | Acces
S S
record |record
Mana |storag + Log management . Enterpnse
geme | e/ma « Monitoring Security
nt nage Management
and |ment,
Monit | Monit
oring | oring
Access Devic * Portable memory
contro o device , portable
! mana Zzﬁiﬁiﬁonacccss * Device Control
geme 5 * SmartPhone
Devic| nt, cont.101 . Security
.|+ Mobile device access
e Mobil 5 management
ewire cont.101 . * Wireless Lan
* Mobile device L
less Authentication
secur pa(ssword setup
ty * Wireless LAN
authentication
Virtu |¢ Virtual private * Virtual Private
al network (VPN) network
privat|* System for blocking |* Section
e intrusion Encryption
netwo |* Systems for Module
Netw 1k, detectipg iAntrusions . Firewa}ll
ork Netw [+ Detection illegal  Intrusion
ork breach to IP address| Prevention
access| analysis System
contro|* Limit access right to|* Wireless
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Table 7. Analysis of Personal Information
Protection Legislation - CC and KCMVP - KISIA
Personal
. § . Information CC &
Technﬁzal Protection Protection KCMVP KISIA
SaSUIes Legislation
freq. % freq. % | freq. %
Major information 17 | 239| 8 | 216| 88 | 190
encryption
Human 13 18.3 6 16.2| 63 13.6
Access record
Access | MAPAEmeNt | g | g5 |1 | 27| 73 | 158
control Monitoring
Device 5 7.0 3 8.1 43 9.3
Network 15 21.1 10 27.0| 118 | 25.5
Malicious program 13 [183| 6 | 162| 64 | 138
prevention
Ensure i\t/?ﬂablhty, 9 28 3 81 14 30
Total 71 100 | 37 | 100 | 463 | 100
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Fig. 1. Linearizer Graph of Personal Information
Protection Legislation - CC and KCMVP
Products - KISIA
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Table 8. Chi-Square Test Results of Personal
Information Protection Legislation - CC and
KCMVP Products

DF Value Prob
Chi-Square 6 3.2919 0.7714
Likelihood Ratio
Chi-Square 6 3.3833 0.7594
Mantel-Haenszel
Chi-Square 1 0.7073 0.4003
Phi Coefficient 0.1746
Contingency
Coefficient 0.1720
Cramer’s V 0.1746
Sample Size 108

% WARNING: 36% of the cells have expected counts less than 5.
Chi-Square may not be a valid test.

71t X527} 5ulukel Zro] 36% = AAY 20%%5
Z3slo] | FholAlF FA Bl w9 A3t AA
H (Fisher's Exact Test)e] © AHzslr] wtol
wHr 2 A3ty A4S sl

Table 9. Fisher’'s Exact Test of Personal
Information Protection Legislation - CC and
KCMVP Products

Table Probability
(P)

Fisher’s Exact

Test 9.016E-05 0.7988

9449 A AAHANHNE p- Valu = 0.7988 °]
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Table 10. Chi-Square Test Results of Personal References
Information Protection Legislation - KISIA
DF Value Prob (1) Kim Seungjoo, “Actual condition of cyber
_Chi-Square 5.6302 o) warfare and latest hacking trend,” Korea
Likelihood Ratio 6 5.8590 0.4302 . . .
Chi-Square Univ., June. 2013, available :
Mag;,?giii?izel 1 0.2988 0.5847 http://www.slideshare.net/skim71/ss-
Phi Coefficient 0.1027 23039901
Conti p .
Coofficient. 0.1021 (2) Shin Young Jin, “A study on the improve-
SZE’;ZI ;i\zle 0;;27 ment of technological protection meas-
ures for responding to privacy breaches,”
v o = Proceeding of  Autumn Annual
= = Conference of The Korean Association for
e s (P S o 09 o o0
L 7)ed nERAd CCe% % KCMVP A ‘ '
- :c;;ioé - ] ]]Z‘j/lﬂﬁoﬂ 03;;401 o 740]] Study on the Relative Importance of the
e 6. : o e o Aﬁ Administrative and Technical Measures
=h7Paske 7hdS AR asia idgnne 3 for the Personal Information Protection,”
d o7 HREOlRRsy, AAFAl ol 45l 'I?he jourenz(; jf SoZieta f(())r efij;:inOes’s
W AREE So W YE, AAYR BE Y of . Y
8 o B H‘]%J,]- A]B.;HE,] O]B_ o 1101] @ Studies, 19(4), pp. 135-150, Nov. 2014.
b e s A g 20 o o D K
B3 9A Xiz A 3 A}k T}
45 7];4 ]4 ¥ N ' }Mrjr = . Criteria Certification on the Information
AT A Rl 7lex RexA A A8t Security Solutions,” Journal of Society for
wol| YepdE #d CCelsE 2 KCMVP A&+ Busi 3 d‘, 17(4) 5768
o) wotew], Wl AUNE AE A Wk o2 Ly mudies, T e 2R
ov
23] CCel% 4 KCMVP A&} ARRS Xﬂ% A ) . .
8 IE s e g A w0 oo R B
e 224 =iy
jk%th o]i/\h'ﬂr i/:]rﬂi chekst A A Safety of Personal Information
R . R e (7] Standard Personal Information Guide
WRRS FaM0| FobL, FEPERF, ToT (8] Act on Promotion of Information and
5 A2 e e W Al H Jo| o]Fo] L e
i e g coue g g Commletins ek Uil
A= S Aoz s, el
© AT W g B Al 5 a0 AR fees o e A o
Hladt Asel7) el WSl Al Aol wE Communications Network Utilization
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=P Aol WSl AR A7 geld o (10) Guidelines for Informatio‘n S'ecurit
2wz 34 ogels walel Aol ue o N Y
_ . r
UE B KCMVP A% ALLE AFS W5 £ (11 Stzls;are(:s on Technical and
o] 2 A& o7 =4 o3 oA o]}
] 174 A TR e Administrative Protection Measures for
Personal Information
(12) Act on the Protection, Use, Etc, of

Location Information
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(13) Enforcement Decree of the Act on
Protection & Utilization of Location
Information, etc.

(14) Manual on Administrative and Technical
Protection Measures Recommendation of
Location Information

(15) Use and Protection of Credit Information
Act

(16) Enforcement Decree of Use and
Protection of Credit Information Act

(17) Regulation of Credit Information
Business Supervision

(18) Electronic Financial Transactions Act
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(19) Regulation of  Electronic Financial
Supervision

(20) Rules for Regulation of Electronic
Financial Supervision

(21) National Cyber Security Center, availabl
e: http://servicel.nis.go.kr/certify/con
venanceSummary.jsp

(22) Ji Sun Kim, “A Study of CC for Privacy
Management System,” Master Thesis,
Sungkyunkwan Univ., June. 2011.

(23) IT Security Certification Center, http://
www.itscc.kr/appraisal_2.asp

(24) KISIA, available: http://www.kisia.or.kr/

)

. Absd el

(AlEop) AERS hEsh HekAA

s}

74

dE -2



