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ABSTRACT

The server privilege account must be operated through law and regulation. However, due to regulation non-compliance and
inadequate operation on financial company server privilege, an incident that every server data being deleted by hacker occur
which is later being named as ‘NH Bank Cyber Attack’. In this paper, the current operation status on financial company
privilege accounts is being analysed to elicit problems and improvement. From the analysis, important evaluation factors will be
also selected and applied generating the decision making model for financial company server privilege account operation. The
evaluation factor deducted from privilege account status analysis will be used to present and verify the decision making model
and formula through AHP(Analytic Hierarchy process).
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Table 1. Privilege Account Operation

Administrator periodically change privilege
account password of each server through
Handm- handmade technique. Record the password in

ade the mana- gement register and it is kept in
the safe. The approval of the Dire- ctor is
required when using the account.

Privilege password of each server are changed

Self- periodically by Self-Development technique.

Develo- Privilege password is encrypted. The appr-

pment oval of the Director is required when using
the account.

Privilege password of each server are changed
periodically (every day or every use) by
Solution. Privilege password is one-way or
two-way encrypted. The approval of the
Director is required when using the account.

Solution
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Table 2. Operation Status of Handmade Privilege
Account

Privilege Account Password
C D
ompany Change Before °p
Method April.2011
Handmade
. WINDOWS
Finance 2 ((No Change) Handmade Server
Password)
Finance 3 Handmade Handmade Server
Handmade
. (WINDOWS) .
F H.
inance 5 (No Change andmade Security
Password)
Handmade
. (WINDOWS)
F H.
inance 8 (No Change andmade Server
Password)
Finance 10 Handmade Handmade Server
Finance 11 Handmade Handmade Server
Finance 14 Handmade Handmade Server

Table 3. Operating Pros & Cons of Handmade
Privilege Account

Pros Cons

- Slow to change
- Fast response on s-erver pas-sword

failure - High input error by user
- Low security
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ange Method | ) ori1.2011
m X QOojuiAl i
312 AH7HE Priviege AY 2EYA Finance 2 PM Solution Handmade | Server
(UNIX)
Table 4.= 1470 3|A} 5 AN WAE AREsta . EAM Solution EAM
= ) Finance 4 . Server
Q= 170 3Abel| tiEr d3E RodFa Qi) ApA| (UNIX) Solution
yhale P NI == 2 i
$4> Privilege A4 A= ES AAPNE 2o Finance 5 M S;I)i;l(tlon Handmade | Security
< £ A4 Amo 2B wAsHs Yot (UNIX)
Finance 6 PM Solution IM Solution | Server
Table 4. Operation Status Self-Development Pri- Finance 7 PM Solution Solution | Server
vilege Account . PM Solution
Finance 8 (UNIX) Handmade Server
Privilege Account Password Finance 9 EAM Solution Handmade Server
Change
Company Methi d Before Dep Finance 12 PM Solution Solution | Security
(Present) Apnil 2011 Finance 13 PM Solution Handmade | Security
. Self-Devel-
Finance 1 cli-bevel-o Handmade Server _ . ma o _
pment 3N 3 K4, 5, 9= IM, EAM £FA& A3l
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Table 5. Operating Pros & Cons of Self-Develo-
pment Privilege Account

Pros Cons

- Fast to change
pas-sword

- Low error on chang-ing
password

- Fast response on s-erver
failure

- Low security
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Table 7. Pros & Cons about Solution of Oper-
ating Privilege Account Status

Pros Cons

- Fast to change - Slow business

pass-word process-ing on solution
- Low error on chang-ing fail-ure
password - Slow response on

- High security s-erver failure
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Table 8. Problem of Operating Privilege Account

Seper Windows
. Share
-ation Accounts | Password
of Account approval Change
Status PP g

Duties Status

X (6]

Company

Finance

Finance

Finance

Finance

Finance

Finance

Finance

1
2
3
4
Finance 5
6
7
8
9

Finance

Finance 10

Finance 11

Finance 12

Finance 13

HKIO O XX XXX X)R|O XXX
XX |X|O|X|O|O|XR|O|X|OC|O|O|X
XIO|O| X | X[ X|O|X|O|X|[X|[X|[X|O
X|O|O|O|O|O|X|O|O|X|X|O|X

Finance 14

Privilege AAL 83 AA oz A=A A
S Fouly ARSA] 59lS FEJE T ALgs)of &
o} 2 AgRe o] wkow odAEXA] Privilege

4l

AXRSE AHEE 5 olvk AA AMS- F Privilege Al
AL A S ol AEA AR-geAle oE
AFAEES FIYsta oA Wk =3 A el
Wro] B W] ¢ Privilege AR A3}
wpAjete 2 WINDOWS®] Privilege AR =]
" Eolrl. WINDOWS Privilege AR dH2$=
F7IMow WA oA @A, o] Azt
7A3kaL QIR skt o] A AAE-gAEAT
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o} 919 A Privilege AR +9uHle] 4714 &
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Table 9. Improvement about Operating Privilege
Account

- Inadequate job segregation on privilege
account

- Inadequate separation of Shared privilege
account duties of privil-ege accounts

- Insufficient of approval when usi-ng
privilege account

- Insufficient management of Win- dows
privilege account

Problem

- job segregation on privilege acco-unt :
Regulation On Supervision of Electronic
Financial Activities - Article 16(Job
Segregation),

ISMS 6.1.2 (Job Segregation).
Separation of duties privilege ac- count
Prohibition of sharing priv-ilege account :
Regulation On  Supervision of Electronic
Financ-ial Activities - Article 13(Electr-onic
data protection measures), ISMS 10.3.2
(User Identification)

Improvem | - Necessity of approval when priv-ilege
ent account is used and Records Management of
Personal History. : Regulation On
Supervision of Electronic Financial
Activities - Article 13(Electronic data
prot-ection measures), ISMS 10.3.2 (U-ser
Identification)
Strengthening management of Wi- ndows
privilege account (ex: Pe-riodic password
changes) : Regu-lation On Supervision of
Electro-nic Financial Activities - Article
32(Internal user password mana-gement),
ISMS 10.3.3(User Pass-word Management)
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. . Selection 10 kinds of Purchase Costs of Privilege
Selection evaluation . Purchase .
Ste factors/ evaluation fac- tors Account Operation
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Poll of AHP layered lcg:lyfrelcltirnlcl)del . 5 Zf;edin privilege account pas- sword
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Objective

I Selection of Privilege Account Operation in Financial Company I

Top Criteria

Business Efficiency I I

Risk I

Sub Criteria

f

| Compliance with Laws |

Processing Speed |

| Security |

[ operating convenience |

| Occurrence of Lesion |

[re— |

| Occurrence of Error |

Counterproposal ]::

| System of Handmade |

| System of Self-Development |

| System of Solution

Fig. 2. AHP Layered Model for Selecting Operation of Privilege Account
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Table 12. Weight of Group 1 Evaluation Factors ALY E AESE 43S Jehd Aol tigke] F
Top [y o] LW |y ] Final [prioriai] % 7FEAE $910.391), $$4(0.338), A
Rating & Rating & Weight es (02712 $2k vlilo] 713k Adksl djgte g

Purchase | 0.400 | 0.0328 8 AAEGh B4 AxE vy ¥ g3 asAd =9

Cost | 0.082 | Maintenance | 0.200 | 0.0164 | 10 M= 2431(0.036, 0.177), APSHAM= £F
Labor | 0.400 | 0.0328 8 41(0.259)°] 727 A =&E= o 251 &

Processing | o |0 0460 ; AAMN= WEET, B SR} oA, Aol

Effici speed 5 ZHo] Fof thh 299 APt vephdar, o]
1C1e-nc .

y 0.315 COperat'mg 0.160 | 0.0504 6 ultell Privilege A4 ¥937k= 5748 =g
A9 749 Aehdst ol Acle] me
R 0.691 | 02177 2 .
pl FAlAe] B, WEFS Swuch B Hrlhsel
Compli .
i L | 0225 | 01357 | 4 £324 Wanc el e HF $AeE A
Z] o]
Security | 0.297 | 0.1790 3 g =ik
Risk | 0.603 Occurrence of]
Lesion | 0377 | 02273 1 442 1= A7}
Occurrence of|
Error | 0100 | 00603 | 5 Table 14.& 2529 %7} 294 7H5AE 7

He Aelg Zloleh. Ae7bell= $13(0.604),
FE44(0.326), ¥1&(0.070) == A7

Table 13. Weight of Standard Alt i bout .
able eight of Standar ernatives abou MEely HAENEA S wm wWEEssh wol

oX Hr mQ o

Group 1
o $41%817} A Bt
Top | Lower | Final | Handm- iféin]fz Sotution Table 15.% Table 14.9] 1§29 7|Eo% =
Rating | Rating | Weight ade ot 25 9y} 713 7R E nlEtez 371%] gk
Purchase | 0.0328 | 0.021 | 0.013 | 0.003 S X592 A3 Azke Jehdl Aotk tigke
Cost | MM | 50164 | 0011 | 0004 | 0.001 F 7AE £74(0.419), 441(0.308), =AM
nance
=13 222 ulale 2} Asls o} o
Labor | 0.0328 | 0.004 | 0.012 | 0.021 20.273) 2 =54l WAe] 7MY jt}i AR
Cost Total 0082 | 0036 | 0029 | 0.025 AAE et #4 Ao 29 vg el A
Process-
ing 0.0469 | 0.003 | 0.013 | 0.030 Table 14. Weight of Group 2 Standard Evalu-
Effici-e spee(.i ation Factors
ne Operating - T
Y| Conven- | 0.0504 | 0.033 |0.030 | 0.007 TP | Weight | O | Weight | Fimal | Priori-
ience Rating Rating Weight | ties
Response | 0.2177 | 0.141 | 0.056 | 0.017 Purchase | 0455 | 0.0318 | 38
Efficiency Total | 0.315 0.177 0.099 | 0.054 Cost 0.070 Mainten- 0.455 | 0.0318 8
Complianc ance
e with | 0.1357 | 0010 | 0035 | 0.088 Labor | 0091 | 0.0064 | 10
Laws Pmcesséng 0117 | 00381 | 7
Security | 0.1790 | 0.014 | 0.046 | 0.116 - Spee
Effici- | 326 | Operatin
Risk | Oceurre- ency | o PEralng | 5200 | 0.0652 | 4
nce of | 0.2273 0.147 0.038 | 0.016 Convenience)
Lesion Response | 0.683 | 0.2226 3
Occurre- Compliance
nce of | 0.0603 0.007 0.023 | 0.039 with Laws 0400 0.2416 !
Error Security 0.400 | 0.2416 1
Risk Total 0.6023 0.178 0.142 | 0.259 Risk 0.604 | Occurrence
Alternatively final weight 0.391 0.271 | 0.338 of Lesion 0.100 | 0.0604 5
Altematl\.fel?'.the final 1 3 2 Occurrence 0.100 | 0.0604 5
priorities of Error
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Table 15. Weight of Alternatives about Group 2

Self-
Top Lower Final [Handm-ad| .
. . . Devlo- | Solution
Rating | Rating | Weight e
pment

Purchase | 0.0318 | 0.021 0.021 0.004

Cost | Maime | o 0318 | 0021 | 0021 | 0004
nance

Labor | 0.0064 | 0.001 0.002 0.004

Cost Total 0.0700 | 0.043 0.044 0.012

Processing

0.0381 | 0.003 0.010 0.025
speed

Effici- |Operating
ency | Conven- | 0.0652 | 0.042 0.025 0.007
ience

Response | 0.2226 | 0.144 0.043 0.017

Efficiency Total | 0.3259 | 0.189 0.078 0.049

Compli-
ance with| 0.2416 | 0.016 0.064 0.157
Laws

Security | 0.2416 | 0.017 0.060 0.157

Risk | Occurr-
ence of | 0.0604 | 0.039 0.012 0.005
Lesion

Occurr-
ence of | 0.0604 | 0.005 0.016 0.039
Error

Risk Total 0.6040 | 0.077 0.152 0.358

Alternatively final weight 0.308 0.273 0.419

Alternatively the final
priorities
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Table 16.2] 2§39 7522 =
=5 7} 7] VA5 vl R 37FA] Higke
A E AR AE vehd Aol

teke] HE SAe E*ﬂ(o 425), A
0.314), ZHI7REH0.261) 2 &54 WAl 714
g3l djeto g AMA=E BA AyE Bd n)E

B

u,
2 2

Ir o

SHellxle £741(0.032), HdrEEA FHdAe
2+41(0.180), AHSH M= £574(0.339)°] 7F
A7 A =% =9

Table 16. Weight of Standard Evaluation Factors
about Group 3

Top . Low . Final |Priori-ti
Wi Wi
Rating cight Rating cight Weight es
Purchase 0.297 0.024 9
Mainten-
Cost | 0082 | "M 0163 | 0013 | 10
ance

Labor 0.540 0.044 8

Processing | o 149 | 0047 | 7
speed

Effici- 0315 Operating

ency ’ Convenie- | 0.160 0.050 6
nce

Response | 0.691 0.217 2

Compliance
with Laws

Security 0.383 0.230 1
Risk 0.603 | Occurrence

0.342 0.206 3

.1 .101 4
of Lesion 0.168 0.10

Occurrence

of Error 0.107 0.064 5
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Table 17. Weight of Standard Alternatives about

Table 18. Selection Criteria Formula of Privilege

Group 3 Account Operations
. Self- .
Top Lower Final | Handm- R Operating Formula
. . . Devlo- | Solution
Rating | Rating | Weight ade pment
Purchase | 0.024 | 0.016 | 0010 | 0.002 Handmade | M =(31.5%C) + (38.3<E) + (17.3*R)
Mainte-na
Cost 0.013 0.009 0.005 0.001 3 ~
nce Self-Develo |, _ 23 740) + (24.0<E) + (26.1R)
Labor 0.044 0.004 0.016 0.029 pment
Cost Total 0.081 0.029 0.031 0.032
Process- Solution S =(35.2xC) + (I17.5%XE) + (56.7%R)
ing 0.047 0.003 0.013 0.031
speed M : Weight of Handmade
Effici- | Operat- D : Weight of Self-Development
; S : Weight of Solution
ency ing
Conven- 0.050 0.033 0.020 0.006 C : Weight of Cost
ience E : Weight of Business Efficiency
Response | 0.217 | 0.144 | 0.043 | 0017 R : Weight of Risk
Efficiency Total 0.314 0.180 0.076 0.054
Compli- (Table 17.)% ulete 2 Expert Choice 2000 =
ance with| 0.206 0.014 0.056 0.136 2] B7E BA 7)5L o] 83dle] u|L FE
Laws _
] &ol Ak 7S ¢ =3} o] A 7FS o] &
Security | 0230 | 0017 | 0058 | 0.153 4, 4 o W Tk o A e I8
Rige | Oceurr sted Aw] Privilege AW 2w AAE 913 &
% | ence of | 0.101 | 0067 | 0017 | 0.007 e w3}
gesm Table 19.% 253 49197} 291 7}5%(0.082,
ccurr- -
ence of | 0.064 | 0.006 | 0.023 | 0.043 0.315. 0.603)st w3 7= Hikd 7
Error (31.4%, 26.1%, 42.5%)% w22 Table 18.9
Risk Total 0.601 | 0.104 | 0.154 | 0.339 Ao Agste] Privilege AR LodubAl AA o
Alternatively final weight 0.314 0.261 0.425 ‘—’Hﬁx} jg_/q% 7_] '6]—0:]1:]—
Alternatively the final 2 3 1
priorities
4.6 AIEHIE S8 AHEE 2 34 HE
4.5 4B : Privilege AE 2 MEZ 95

T =8

Table 18.9] FAl& 3uHAldA] &=&% 1539
A g7E 28l 71 2H(Table 16.), Hehd 715X

Prlvﬂege AA
A AHS F3l 7é%‘— JD}.

Table 19. Group3. Verification Formula using Result Value

Cost Business Efficiency Risk
Operant- Const: Con-s Con-st Total Priorities | Operantin;
ing NS Weight © Weight Weight peranting
nt tant ant
Handm-| =5, 58.3 173 31.4% 2
ade
Self-De- | 45 5 0.082 24.0 0315 26.1 0.603 26.1% 3 Solution
elopment
Solution | 352 175 56.7 42.5% 1
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Table 20. 3-Steps of Privilege Account Decision
Making

[Step 1] Calculate importance factor Importance
calculation is from 1 to 9 points on 10 kind of
factors in Table 11.

[Step 2] Calculate weight of top standard Calculate
weight of importance factors (Cost,
Efficiency, Risk) using Step 1.

Business

[Step 3] Calculate alternative weight
use Formula Calculation of weight each operations
applying Formula(Table 18.)

I97= Table 21.3}F ze] 1070¢] #H7b <le]
FTLEE Table 22. 7|Fo2 14~94 Hrlsich
2tHAl= Table 21.9 F8% H7} dolHE A3}
o] Table 23.3} #Ze°] v|& JFEEA, 98 I
AR F A E AT AFEIA e 2199
VA7 P =ekh 3wl ARE A E
Table 18.°] 3w FA& #H43le] Table
24.9} o] £FA LdwtAle]l 37.1%= 77}
E=ZE 9t

AFE3 e 2] vl e 2 Privilege AR &

Table 22. Measure the Relative Importance

Measure Definition
1 Not Important
3 Some Important
5 Important
7 Very Important
9 The Most Important
2,4,6,8 Median of Determine the 2 Adjacent

Table 23. Top calculation based on weight
about “A” Financial Company

Cost Efficiency Risk

Average | Weight | Average | Weight | Average | Weight
4.67 0.215 8.33 0.383 8.75 0.402

Table 24. Result of Operating Privilege Account
Applying the Formula at “A” Financial Company

Table 21. Importance Rating of Privilege Account Over- Cost Efficiency Risk Prio-
about “A” Financial Company Privilege anl:ing Cons-| Wei- | Con- | Wei- | Con- | Wei- | Total | riti-
tant | ght |stant | ght |stant| ght €s
Top Lower Importance(1~9) Hand-
Rating| Rating | 11213141516l 7 8o |31 58.3 17.3 36.1 | 2
Purchase v Self-
. Devlo-| 33.7{0.22 | 24.0 | 0.38 | 26.1 ({040 | 269 | 3
Mainten-
Cost vV pment
ance Solut-
Labor N, o352 17.5 56.7 371 | 1
Processi-ng .
speed
. : v.d =2
Efficien| Operating : =
cy Conveni- vV
ence 2011 49 w3 As & Ak o] A
Response v Privilege ARl F8Ao| A=, #57]3e]
Complia- TAZE 7k et ey 2014 449 53 Ak
nee it VI a7 Ak olFe] A Privilege £94A d3s ¥
i v Ak A}, A e S A7 ARl =EES
Securit -
Risk >oeumy L 2" B s AAEgE A 2 ARy
Occurren-ce
of Lesion v 1“’]’3‘ AA(ISMS) 1S FAIEE A WA 3=
#] 3] {R=AC #] 3L6
Occurren-ce Y Privilege A3 A58+, Prlvﬂege AA 5
of Error A, Privilege AR AHE- Al $ol 3 7ol kg
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