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ABSTRACT

Power analysis attacks are techniques to analyze power signals to find out the secrets when cryptographic algorithm is
performed. One of the most famous countermeasure against power analysis attacks is masking methods. Masking types are
largely classified into two types which are boolean masking and arithmetic masking. For the cryptographic algorithm to be
used with boolean and arithmetic masking at the same time, the converting algorithm can switch between boolean and
arithmetic masking. In this paper we propose an algorithm for switching from boolean to arithmetic masking using storage
size at less cost than ones. The proposed algorithm is configured to convert using the look-up table without the least
significant bit(LSB), because of equal the bit of boolean and arithmetic masking. This makes it possible to design a
converting algorithm compared to the previous algorithm at a lower cost without sacrificing performance. In addition, by
applying the technique at the LEA it showed up to 26 percent performance improvement over existing techniques.
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Algorithm. 1. Goubin's B2A Algorithm

Input : (z',r) r=x P®r
Output : (4,r) A=z—r
I' < rand()

1. T<a &I

2. T < T-T

3. T <« Tha'

4. ' < I &r

5. A — 2 &I

6. A <— A-T

7. A« ADT
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Algorithm. 2. Goubin's A2B Algorithm

Input = (4,r) A=z—r

Output : (2',r) r=2a ®r

I' < rand()

1. T« 2r

2.2 «— I &r

N — I'Ax

2 — TPhA

I < I'b'

I < I Ar

R <~ QeI

I < TI'dA

9. 0 <« Q&I

10. for i = 1 to K-1 do
11. < TAr
12. I < TI'$n
13. T TANA
14. T <« 2I
15. end for

16. 2" <2’ T

o =3 O Ut b W

Algorithm. 3. Debrize's Table T generation
1. Generate a random k-bit r and a random

bit p
2. for A=0 to 2°—1 do
Al = (A+r)D(lr)
Tpo1ld] = (A+r+1)D(pllr)
3. end for

4. return 7, r and p
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o] 88 A2B dare|Felrii6) [Alg. 3
£ Debraize7} AgHt 3=z Ho| &
37 A2B W3t daE|Felrt. (Alg. 3)o® 3z
glo] &g At A HeolES A3l (Alg.
E gt} mhag)e] Hgk BA L HolE: A
Aog r2 vad) 7HS 74AlSEAL(Step.
1), A= k-bit Z7|WE A, RS Yol r!ii&%
R8sk Ao A& HkEgti(Step. 3~8).
2| EoA] FE3 B dL (Alg. 3)ol 2WA 301
t}. HolE A IAeA k-bite} 1-bit7} A=
AANg AAshe, oA Dl (k+1)-bitE A3}
Aubx e R tute]xef z|8lE= wime] A o
2= 8-bit9] chard = 32-bite] intd %ol rt.
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Algorithm. 4. Debrize's Conversion Algorithm
Input : (4,R) such that z=A+rmod2" " *
r, p generated during precomputation phase

Output : " =@ ll..Ilz"ll..[lz", _ ) (ll...lIrll...lIr)

1. A—A—(rll..lIrll...llr) mod2™ * *

2. 8<p

3. for i=0 to n—1 do

4. Split 4 into 4,/4, and R into R, IR
such that 4, and & have size k

5. A<A+Rmod2" Dk

6. Bllz’, —118l 4]

7. ¥z DR

8

9

A<A4, and R—R,
. end for
10. return
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- ¢ S HIE (A2B QA BF 9E-23% 7} Input =
C T LA T
e ] ST Output : AtoB Table A_LUT{] €2,
Ab7lell ofsl] WSk SRl WIE, RS kFol 0.1}
N r&Z,, 7v€10,1
Qolupd A FAel A - ,
1. Generate a random k-bit r
SRR s 2
d a random 1-bit
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Algorithm 6. Proposal AtoB Algorithm

Input : (A€Z,. . REZ,. rEZ,. v<{0,1})

such that z=A4+R mod2”
r,v generated during table generation
Output : (BEZ,.)

such that z=BDR

1. for i from 0 to [%] -2 do
2. Split & into R, | R
with B, €2, o . REZ,
3. AcA—r  mod2” M
. A<A+R  mod2™ itk
5. Split 4 into 4, Il 4,
with 4, €7, .0 . ASZ,
tmp «—A_LUT A AP
Split tmp into (;/HBi
with ¢ €{0,1} | BEZ,
8. B<—(B®R)®r
9. A, —4, +¢ mod2® ~ (1)« k)
10. sign<—[(;/ e (—2)]+1 mod2® ~ (i+1) « k)
11.  A,<A, +(sign + ) mod2® ~ (1) - k)

12. A<A, , R—R,
13. end

. w
15. A—A—r mod2® i+ #
16. A—A+R mod2" """

17. B <« A_LUTIA]| A*®  mod2*
18. B<(BOR)Pr
19. return BlB_,l...I B,

s a2 A @h|s AAsHs HAe)

[Alg 6] 9HA FelA od4ike] F7H
(x— . c@. Ib. 109A ZollA  sign ©]

ae sk °] 3l 1A ZellA 5 AA

o
@ e o

‘:]’. é,‘— . c@. szqn . 7 =
(z+c—[R) 9 EéEHi Wy, Ao Wske A
Table 1. Algorithm. 5. Line 9. Truth-table

C y stgn c@. szqn . 7

0 0 +1 0

0 1 -1 0

1 0 -1 1

1 1 +1 1

g]%9l (Table 1) ®d #msic},

3.2 ¥+ N¥ H|0|ZS 0|88 &= 020N 2
OtAZ BE AT2|E

(Alg. 7).(Alg. 8] + WA uhydl
gol &5 wh=s dae|Ed 1 H
g dae]gelct. (Alg. 7)9] A%
& duich AREA g dar
ROMell A#=e Sl5-& 7Pdatt.
o] A Adder & A% 33E 28w
sefe] vhad) el el Abd it glo] Wdhe
d] )

labr] flall s 3 FAelA vebd 5 ole
BE 7 s Helsta g ghom vk Heidl
=4 gl

(Alg. 6], (Alg. 8)elA elvb= 57 &8 =
Z2 47} (Table 2), [Table 3)3 2t} 7]
Azt cw vEARS dPggct. (Table  2),
(Table 3)ellM #aldt § gl%e] dAl=F el

Algorithm. 7. A2B LUT Generating Function

Input -
Output : AtoB Table A_LUT{(I] €2, .

1. for i from 0 to (2"—1) do
2. for j from 0 to (2°—1) do

3 tmp <—i+r mod2¢*!
4 tmpy<—tmpD (0ll7)
5. tmp, —tmp® (1llr)
6. tmp,, tmp, is stored in
A_LUTio] i)l
A_LUT(1][i][5] without LSB,
respectively
7. end

8. end
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Algorithm. 8. A2B Conversion Algorithm

Input : (A€Z,. . REZ,.)

such that z=A4+ R mod2”
Output : (BEZT,‘)
such that z=BDR

Table 3. Intermediate Values of Algorithm 8

1. Generate a random 1-bit ~
2. for i from 0 to (%W -2 do

3. Split R into R, IR

with Iﬂ, EZQH—LMH o, EEZQA
4. Split 4 into 4, 11 4,
with AhEZQH-—mw N . AIEZQx

tmp—A_LUTI[AJIR]I A"
Split tmp into ¢ B
with ¢ €{0,1} |, BEZ,

7. Ay<A,+c modze (FUH

8. S’L‘QHE[(;,,, e (=2)]+1 modov(i+1) - k)
9. Ay A, +(sign » 7) mod2® (1D«
10. A<A4, , R—R,

11. end

12, i (%" —1
13. B —A_LUTH)[A][RIIA*” mod2"
14. return BIB_,l..IIB,

V;...V, is intermediate values in computing
at A2B algorithm

wE DA RE thad G Ry, rO® kA

of gich. FAAE vk ghe o & glonE ot

o dolubts 3199l F7 gk 2T 4 9l 1
} ¥

Table 2. Intermediate Values of Algorithm 6

V;... Vi is intermediate values in computing
at A2B algorithm

A(=z-R

c: Carry bit

v, = (Al (A

v, =V, = a—[&-[r]

V, =V = w—@—+ =z—[R,IIr]
v, = @—[R)I (-

Vi =V, =W, = v@llw@l

Vi =Vi = (@A)

= (z—[R) +(ca[y)

—2 .« (cdf)+1

= a:-‘rc—H x@@

oS SN
[

=

A (=z—-R

c: Carry bit

M=

v, = [

v, = —[B) @—[R)

V, =V =Vi3 = c@)fl 2[R
V, = (@~ [R)+(c®[r)

V, = =2« (@) +1

Vy, = x+c—r|l zB[H

V. Case Study

20129 =7tH EdTFAdlA s 4 <F
% od32]& LEA(Lightweight Encryption
Algorithm)(17)+= ARX(Addition, Rotation,
XOR)Fx9] & duelE 5 shiolrl £ AolA
L= A5 AR Ho ]._& O]—Q-B‘]— Ak n}/kaloﬂ/q B
nls7] W3 otwe]2S LEA AHes) s|® =
A= v EodAlA} ﬁﬂ%‘f?‘fkc %] 5 (Rotation)
He & FHsla, g o
Abel| FEFs BAl ‘L"L% A% nlrg) Hel2 3
< 78R g} o] v E ”}i%‘)ﬂ/ﬂ Ak W)

; B

o T

5.1 LEA(Lightweight Encryption Algorithm)

LEA= 128 H|E dloE &5& ¢33} 3= &
43 dre|Zol}t. LEA = g4 32 H]
9] ARX(Addition, Rotation, XOR) 4
wto g FAEe 9len, olE XS AYdh=
32 H|E &z Eo] FHEoA p&or FA)

= (m

wdl = 3‘—’?‘ Wie] ARX <4t wijx]= 283
ok hjr 5/‘]"1] S- box«] AHE-S )

- 7|1BFx: ARX 72
-9l &#¢37): 128 H|E
-7 =7]: 128 / 192 / 256 H]|E
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RK[1]—ED RE*[2][ROR: ]
? H
a0 (%] [xa] (X
Fig. 1. LEA Encryption Round

+E 7] =710 32 H|E (& 67H

- e 24/28/32@

5.2 7| 298 &=

o
717t 8
Ayl

800
502
804
506

LEA®] <k83} 7] 2AF $4t (Alg. 9)s} 2
LEA == 4= 1928|E9 <33} ==
asl] 7] 2AF Fe 40 3E
A5 7L AN ks ehes A1E e
o 2AE Pl A RS s T 2

0xC3EFE9DB, &(1)
0x79E27C8A, §(3)
0x715EA49E, &(5)
0xEO04EF22A, &8(7)

=0x44626B02,
0x78DF30EC,
0xCT785DA0A,
0xE5C40957

Algorithm. 9.

LEA-128 Encryption Key

Generating Function

Input
Output

© 128-bit Secret Key K
24 Rounds, 192-bit Encryption

Round Key RA7™(0<i< 23)

1.
2.
3.

4
5.
6.
7
8

T <K

for i = 0 to 23 do
T00) « ror, (To]HROL, (5limodd]))
T(1) < RoL,(TJHROL, , , (slimodd]))
T(2) « ROL/(T12]HROL, , ,(6limodd]))
T(3) < RoL, (T18]HROL, . ,(slimodd]))
RE7™ < (T(0),T(1]),T(2),T(1),T(3),T(1))

. end for

gHEE 75 *E*éﬁ&v}.
ghtt)
2) 4709 32-bit F my 5=

A =AM wE AA Fxd
(Fig. 2], (Fig. 3]3 %t}

(Fig. 2], (Fig. 3Jd 3719 MAS MSe
(Alg. 10)2} #o] A=},

o] uf i+ 1WA k53 ehErels AAEE vk
73k my o o A

gk oS

Mit10 = ROLQ((mLO@%) + (mu@]Wk))
Mit11 ™~ ROR;((m; 1 M) + (m; , M)
Mit12= ROR:a((mi,z@j‘/[k) + (mi,:s@jwk))
Mit1,3 =My (1)
@m,, ®m,; @m,, @bm,;
(o | (o] [ ] [
RE 151 —6D

|X,.,[2]| |X,‘ 3
m,q mi,q3

| Xl
Myyqy

[ 2001
RUTEY

Fig. 2. 1° Masking LEA Encryption Round
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©m;, ©m;, ©m;, ©m;; A2B: ==
Lxo | x| (x| x| B2A;
- (ROR(My) - My) B

DM,
;RK,""" 41 ROL:

DM,
D

RK[5] —(

Xin[0] | Xia[1] |,\’,,,[2J | Xin[3]
i+1,0 i+1,1 i+1,2 i+1,3

Fig. 3. 1° Masking LEA Decryption Round

Algorithm. 10. Masking Addition / Subtraction
Algorithm

Input X (= X®m,), Y (= Ym,)
X, YEZ,

Output Z(=(XxY)®(m, +m,))
ZEZ,,

1. tmpy<— Goubin_B2A(X)

2. tmpy<— Goubin_B2A(Y")

3. tmp, — tmpyEtmp,

4. tmp, < Proposal A2B Algorithm(tmpzﬂ)
5. return tmp,,

i+1tﬂ7ﬂﬂ o5}l ghrsddA gAlEE vk 3

1+1] E]“—.'b]— 7]—‘:}

=M
(RORy(m, ) —
(ROL4(

Mit10
M1 =
M;t10 =

Miy13 =

=1
=

= S I LI A B
Weight)9] &2 e 7o =

128-bit LEA 7] 2=AE

Fig. 4. 1°" Masking LEA Key Generation

=

=

32-bit W *LEH
A3 7h) 2
AO]—EH L.T

"4 Tklk=1{0,1,2,3} 7y
Adgict, o] wf Zpzke] i

r‘—{o

u}/kalch;}
2 ARgSke, ehAl TR
7102 W3kglt} e 3

ol Ak
S}aL o]
£ LEAd| A8AZc}. (Table 4, 54 Table
Sizew AHEsh= wl®elo|rh. Time, Case Study
7% adate]l 42% Clock <} ZZoke] Al
Debraizes 12 B3 A4 AHA v]go|c},
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Table 4. Compare Proposals and Debraize's simulated on Atmega128(8-bit microcontroller)

Standard Proposal 1 Debraize
Table Size(RAM) - (2%)-(2°-bit) (2:2°)-(2°-bit)
Computing Time(Table gen) - 7,196 (0.49) 14,639 (1)
Computing Time(conversion only) - 464 (0.94) 492 (1)
Case Study(LEA) 22,857 331,061 (0.97) 340,589 (1)

Table 5. Compare Proposals and Debraize's simulated on ARM(32-bit microcontroller)

Standard Proposal 1 Proposal 2 Debraize
Table Size 8 8 1. 8Y. (09 1.
- 2°)-(2°- - 2:2°)-(27-
(RAM) (2°)-(2°-bit) (2-2°)-(2°-bit)
Table Size 8.08 8 1:
- 2:2°-2°)-(2° -
(ROM) ( )+ (2°-bit)
Computing Time ~ 4,872 B 11,074
(Table gen) (0.44) (1)
Computing Time _ 214 227 276
(Conversjon On]y) (078) (082) (1)
Case Study 7553 47,975 43,507 58,988
(LEA) i (0.81) (0.74) (1)
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