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Parallel Implementation of LSH Using SSE and AVX*
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ABSTRACT

Hash function is a cryptographic primitive which conduct authentication, signature and data integrity. Recently, Wang et al.
found collision of standard hash function such as MD5, SHA-1. For that reason, National Security Research Institute in Korea
suggests a secure structure and efficient hash function, LSH. LSH consists of three steps, initialization, compression, finalization
and computes hash value using addition in modulo 2" bit-wise substitution, word-wise substitution and bit-wise XOR. These
operation is parallelizable because each step is independently conducted at the same time. In this paper, we analyse LSH
structure and implement it over SIMD-SSE, AVX and demonstrate the superiority of LSH.
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Fig. 1. Overall structure of LSH

w3 SIMD?| SSE¢ AVXE ggsje] Wy 74
3l SHA-3 2 LSH #x i,EaM E£TE v
g},

. ollAl& LSH

Fig. 1.2 A4 1
el Table. 1.2 o i3t =218 vehdi),
LSH= 24 27|38}, &%, 52 A= ¢
o] Zolo] WAIAE §iHnte} 224, 256, 384, 512
2719 v EDS EYe} =3 LSHE $= w9
2 qabe] o]FoiAa, n BIES FHE /M=
LSH¥+E LSH-8w-noZ uehdith olm ¢=
@819 =7] we 32 =5 64 B Eo]t},

2.1 7|5 &=

LSHe] 27135 §455 19 wA<e] A, &
tﬂ- \:ﬂ o:]7:) H=] ,] iﬂ‘ = 5,\_83 3]—1:]—

1101] H|E 1 < EO] 7;:1017} 32wt B|E7} 2 uf
7B wE 0 A old) =
[ (Imsgl+1)/(32w) T e},

A2 S s AR WARE msg, =mgllm,|

Table 1. Overall process of LSH

Input : message m

Process : My, < pad(m) Initialization

generate (M, M@, ...,
v v

M) fromm,

Compression

fori=0to(t—1)do
CVED « cF(cv®, M®)
end for

Finalization

h « FIN,(CV®)

Output : h € {0,1}"

Fig. 2. Compression function of LSH
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Fig. 3. Permutation in the message expansion
function
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Fig. 4. Mix function of compression function
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Fig. 6. Relocation of word in the finalization
function
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Table 2. Used SSE assembly func.

SSE func. explanation
Substitute 128-bit
memory to 128bit

movdqu .
register
and vice versa
paddd Add fo.ur each 32-bit
Integers
SSE2 pxor xor 128-bit
bslld Left shift four each
32-bit integers
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Location change of
pshufd four 32-bit integers
Location change of
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Fig. 7. 8-bit shuffle for y-shift(w=32)
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Table 3. Used AVX func.

Table 4. Used Intrinsic func.

AVX func. explanation assembly Intrinsic £
Substitute 128-bit func. ntrinsic tunc.
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Fig. 8. LSH AVX word permutation(w=32)
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Table 5. Result of implementation and comparing

W . message length long 4096 Byte 64 Byte
algorithm message
LSH-256
. SSE-assembly 4.61 4.79 11.77
SSE LSH-256
- : SSE-Intrinsic 8.39 3.63 10.08
it
LSH-256
AVX . AVX-assembly 3.31 3.55 9.52
Comparing LSH7256(ref Code) 1201 1252 2681
code SHA3-256 12.50 12.97 34.56
LSH-512
SSE . SSE-assembly 6.32 6.83 32.63
LSH-512
. AVX-assembly 3.12 3.60 22.41
64bit AVX T.SH-512
: AVX-Intrinsic 1.98 2.26 16.13
comparing LSH-512(ref. code) 17.14 19.18 80.34
code SHA3-512 24.07 24.16 29.81
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