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ABSTRACT

SP 800-90B of NIST(USA) and AIS.31 of BSI(Germany) are representative statistical tests for TRNGs. In this paper, we
concentrate on AIS.31 which is under the ongoing international standardization process. We examine the probabilistic meaning
of each statistic of the test in AIS.31 and investigate its probability distribution. By changing significance level and the length
of sample bits, we obtain formalized accept region of the test. Furthermore we propose the accept regions for some iterative
tests, that are not mentioned in AIS.31, and provide some simulations.
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Table 1. Comparing AIS.31, FIPS 140, SP 800-22 and SP 800-90B
AIS.31 FIPS 140 SP 800-22 SP 800-90B
Specify the design
Security require- | Randomness of RNG i‘;inttseStfl:rg ;?Slilre
Evaluation criteria | ments that are to | and PRNG is by
. . sources that can be
Purpose for true random | be satisfied by a | required for .
. . validated as appro
number generator. cryptographic cryptographic ) )
module PUIPOSES -ved ent10py sources
' ' by NISTs CAVP
and CMVP.
‘T0 : Disjointness
test
‘T1 : Monobit test
‘T2 : Poker test
T3 : Run test Statistical test of .IID Test
. . FIPS 140-1
%51 ) Longrun test ) - 6 Shuffling test
Test A;.ltocorrelation "Monobit test -15 Statistical Test - 2 Specific
‘Poker test statistical test
test ‘Run test
‘T6 : Uniform -Longrun test -5 Non-IID Test
distribution test
‘'T7 . Comparative
multinomial test
‘T8 : Entropy test
ignifi )
Slgrlu icance 106 10-4 102 10-3
evel
O Statistical test of FIPS 140-1 is same to T1~T4 of AIS.31.
O AIS.31 is similar to 800-22, but significance level of 800-22 is more stronger than
Relation AIS .31
O Target of evaluation of AIS.31 and 800-90B is same as intermediate output bits.
© The purpose of 800-90B and statistical tests of FIPS 140-1 is same.
O For autonomy of evaluation group, Statistical test is deleted in FIPS 140-2.
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Fig. 1. Step of AIS.31
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Table 2. Statistical tests of AlS.31

Test Mean
TO Subsequent members are
(Disjointness) pairwise different.
T1 Uniform test for bit
(Monobit) sequence of length 20,000
T2 Goodness of fit test for the
(Poker) number of 4 bits block.
T3 Test for the number of run
(Run) which has l-length.
T4 Check up the occurrence
(Longrun) run of length > 34.
Autocorrelation value of
T5 37 (i-th bit®i+5000-th bit)
(Autocorrelation) | which s approximately
2500
T6

Uniform distribution test

(Uniform U . .
distribution) using ratio of 0's and 1s.
T7
(Comparative Goodness of fit test for h
test for blocks by comparison.
multinomial)
Estimate entropy as
T8 .. .
minimum distance of
(Entropy)

blocks.
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Table 7. Accept regions of poker test

Length of n Accept region
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Table 8. Distribution of X,
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Table 9. Accept regions of run test
The length of n=2x10*
Length of run Accept region
1 2272-2728
2 1083-1417
3 505-745
4 227-398
5 96-217
over 6 96-217
The length of n=4x10"
Length of run Accept region
1 4677-5323
2 2264-2736
3 1080-1420
4 504-746
5 227-398
over 6 227-398
The length of n=8x10"
Length of run Accept region
1 9543-10457
2 4666-5334
3 2260-2740
4 1079-1421
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over 6 504-746
The length of n=10°
Length of run Accept region
1 123383-126617
2 61317-63683
3 30400-32100
4 15019-16231
5 7382-8243
over 6 7382-8243
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Table 11. Accept regions of autocorrelation test

Significance level a=10"*

Length of n Accept region
210" 2362 < X < 2638
4x10* 4805 < X <5195
810" 9724 < X < 10276

10° 124027 < X < 125973

Significance level a=10"°

Length of n Accept region
210" 2343 < X < 2657
4x10" 4779 < X <5221
810" 9687 < X < 10313

10° 123895 < X < 126105

Significance level a=10"°

Length of n Accept region
2x10* 2326 < X < 2674
4x10* 4755 < X < 5245
810" 9654 < X < 10346

10° 123777 < X < 126223

Significance level a=10""7

Length of n Accept region
2x10* 2311 < X < 2689
4x10" 4733 < X < 5267
8x10* 9623 < X < 10377
10° 123667 < X < 126333
3.2 A P2
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Fe BAA AR FURE(T6), ok
(T7), AEZI(T8) #HAe] 9lrt. Fig.6.=
7] WollA Zellx P2 AA]l ALEe A4

TRNG Digitised Internal random
Noise sequence
signal

Random
_I_' Digitisation POSt. >  number
processing sequence

Test for class P2

Fig. 6. Test for class P2
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Table 12.9} Table 13.ol= 2+ k7F 2, 4 & o :
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Table 12. Uniform distribution test for k=2

The length of n=2x10"

Significance level Accept region

1074 0.2381 < ¥'<0.2619
107° 0.2365 < ¥'<0.2635
1076 0.2350 < ¥'< 0.2650
1077 0.2337 < Y'<0.2663

The length of n=4x10*

Significance level Accept region

107* 0.2416 < ¥'<0.2584
1075 0.2404 < ¥'< 0.2596
107° 0.2394 < ¥'<0.2606
1077 0.2385 < ¥'<0.2615

Table 13. Uniform distribution test for k=4

The length of n=2x10*

Significance level Accept region

107* 0.05584 < ¥'<0.06916
1075 0.05493 < ¥ < 0.07007
107° 0.05413 < ¥ < 0.07087
1077 0.05338 < ¥'< 0.07162

The length of n=4x10"

Significance level Accept region

1074 0.05779 < ¥ < 0.06721
10°° 0.05715 < ¥ < 0.06785
1076 0.05658 < ¥'< 0.06842
1077 0.05605 < ¥ < 0.06895

Fig. 7. Comparative test for multinomial

ggrE A" iwd Rl
FE{0,ms — 1} 3ke] AR A2 S 2 A
g [l fll=lw, = = E8E 4 9l

J
ohoo] wf A EEpdelA tgto] wAsE A=

ot} Y= d A EZdA hRe HE ZESF
At 7 BAEe A s ]
o, A3z A9
(s—=1)(h—1)°]c}.

iy AR xA AR 7]

AfEt

EEpde] A

v :
T A= A5 vt s
Aol Al 2po]7} glct,

ot x AA e dukshel §9 71E2 A
o} Fo4E adl e vt}
(3)= o] 43l s=2d o,
I 71E5 vEhd ot}

tlo



60 w78 e A Y AIS 31 i3 EEA 24 9 HA Ut 48 by

Table 14. Comparative test for multinomial in
case of h=2,4

h=2 (degree 1)

Significance level Y
1074 Y<15.13
107° Y <19.51
1076 Y'<23.93
1077 Y <28.37

h=4 (degree 3)

Significance level Y
107! Y<21.11
10°° Y < 25.90
1076 Y'< 30.66
1077 Y <35.41
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Initialization segment Test segment

Fig. 8. Entropy test

Table 15. Accept boundary values of entropy test

(07 S
100% | 10* | 10° | 100% | 1077

e}

7.9953 | 7.9945 | 7.9937 | 7.9931 | 7.9925
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Table 16. Accept regions of iterative test when
confidence level is 95%(z,, =2)

Significance level o = 1073

N Interval of YV Accept region
10° 0.9970010 < Y 998 < X
10" 0.9983678 < Y’ 9984 < X
10° 0.9988001 < V' 99881 < X
10° 0.9989367 < ¥’ 998937 < X
107 0.9989800 < ¥ 9989801 < X

Significance level o = 107*

N Interval of ¥ Accept region
10° 0.9992675 < ¥ 1000 < X
10 0.9997000 < ¥ 9998 < X
10° 0.9998367 < YV’ 99984 < X
10° 0.9998800 < ¥ 999881 < X
107 0.9998936 < ¥ 9998937 < X

Table 17. Accept regions of iterative test when
confidence level is 99%(z ;, =3)

Significance level o = 1073

N Interval of Y Accept region
10° 0.9960015 < YV’ 997 < X
10* 0.9980517 < YV’ 9981 < X
10° 0.9987001 < ¥V’ 99871 < X
10° 0.9989051 < ¥ 998906 < X
107 0.9989700 < ¥ 9989701 < X

Significance level o = 107*

N Interval of ¥ Accept region

10° 0.9989513 < V' 999 < X

10* 0.9996000 < Y 9997 < X

10° 0.9998051 < YV’ 99981 < X

10° 0.9998700 < ¥V’ 999871 < X

107 0.9998905 < ¥ 9998906 < X
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Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 9779
Permissible Area: [9725; 10275)
TestT1 passed.
Start Test T2 (Poker Test); Criteria P1.i(ii)
Testgroesse = 51.10400000000027
Test T2 (Poker Test), Criteria P1.i(ii) not passed.
Start Test T3 (Run Test); Criteria P1
0-Runs[1] = 2449; permissible Intervall: [2319; 2681]
1-Runs[1] = 2582; permissible Intervall: [2319; 2681]
0-Runs[2] = 1203; permissible Intervall: [1117; 1383]
1-Runs[2] = 1186; permissible Intervall: [1117; 1383]
ERROR: 0-Runs[3] = 939; permissible Intervall: [530; 720]
ERROR: 1-Runs[3] = 875; permissible Intervall: [530; 720]
ERROR: 0-Runs[4] = 113; per sible Intervall: [245; 380]
ERROR: 1-Runs[4] = 92; permissible Intervall: [245; 380]
ERROR: 0-Runs[5] = 39; permissible Intervall: [108; 204)
ERROR: 1-Runs[3] = 27, permissible Intervall: [108; 204]
ERROR: 0-Runs[6] = 245; permissible Intervall: [108; 204]
ERROR: 1-Runs[6] = 225 per ble Intervall: [108; 204]
Test T3 (Run Test), Criteria P1.i(ii) not passed.
Start Test T4 (Long Run Test), Criteria P1.i(ii)
Test T4 passed.
Start Test TS (Autocorrelation Test), Criteria P1.i(ii)
Maximum Z_tau deviation of 2500: 1202
Occurred for Shift
Shift: 80
Even repeated autocorrelation test with Shift: 80 on 10.000 to 14.999 bits
Z_80=1291
Test TS (Autocorrelation Test), Criteria P1.i(ii) not passed.
Progress 16 not passed.
Progress 17 of 257 starts.
Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 9887
Permissible Area: [9725; 10275]
TestT1 passed.
tart Test T2 (Poker Test),

Criteria P1.iii)

Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 9779

Permissible Area: [9655; 10345]

Test T1 passed

Start Test T2 (Poker Test); Criteria P1.i(ii)
Testgroesse = 51.10400000000027

JestTopassed,

Start Test T3 (Run Test); Criteria P1.i(ii)
0-Runs[1] = 2449; permissible Intervall: [2267; 2733]
1-Runs[1] = 2582; permissible Intervall: [2267; 2733]
0-Runs(2] = 1203; permissible Intervall: [1079; 1421]
1-Runs[2] = 1186; permissible Intervall: [1079; 1421]
ERROR: 0-Runs[3] = 939; permissible Intervall: [502; 748]
ERROR: 1-Runs[3] = 875; permissible Intervall: [502; 748]
ERROR: 0-Runs[4] = 113; permissible Intervall: [223; 402]
ERROR: 1-Runs[4] = 92; permissible Intervall: [223; 402]
ERROR: 0-Runs[5] = 39; permissible Intervall: [90; 223]
ERROR: 1-Runs[5] = 27; permissible Intervall: [90; 223]
ERROR: 0-Runs[6] = 245; permissible Intervall: [90; 223]
ERROR: 1-Runs[6] = 225; permissible Intervall: [90; 223]

Test T3 (Run Test), Criteria P1.i(ii) not passed.

Start Test T4 (Long Run Test); Criteria P1.i(ii)

Test T4 passed

Start Test T5 (Autocorrelation Test); Criteria P1.i(ii)
Maximum Z_tau deviation of 2500: 1202
Occurred for Shift

Shift: 80

Even repeated autocorrelation test with Shift: 80 on 10.000 to 14.999 bits
Z_gs0=1291

Test TS (Autocorrelation Test), Criteria P1.i(ii) not passed.

Progress 16 not passed.
Progress 17 of 257 staits.
Start Test T1 (Monobit Test); Criteria P1.i(ii)

Fig. 9. For 20,000 bits sample sequence, apply AlS.31 criterion(right) to LRNG_Cycle source

and 10" criterion(left) to LRNG_Cycle source

Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 10122

Permissible Area: [9725; 10275]

JestT1passed.

Start Test T2 (Poker Test); Criteria P1.i(ii)
Testgroesse = 17.81760000000031

Test T2 passed.

Start Test T3 (Run Test); Criteria P1.i(ii}
0-Runs[1] = 2541; permissible Intervall: [2319; 2681]
1-Runs[1] = 2467; permissible Intervall: [2319; 2681]
0-Runs(2] = 1246; permissible Intervall: [1117; 1383]

1-Runs[2] = 1244; permissible Intervall: [1117; 1383]
0-Runs[3] = 629; permissible Intervall: [530; 720]
1-Runs

0-Runs[4] = 297; permissible Intervall: [245; 380]

12
[3
[3] = 639; permissible Intervall: [530; 720]
[
1-Runs[4
5]
5]
[
[

1= 328; permissible Intervall: [245; 380]
0-Runs[5] = 152; permissible Intervall: [108; 204]
1-Runs[5] = 173; permissible Intervall: [108; 204]

0-Runs([6] = 141; permissible Intervall: [108; 204]
1-Runs(6] = 155; permissible Intervall: [108; 204]
TestT3 passed.
Start Test T4 (Long Run Test); Criteria P1.i(ii)
Test T4 Eassed,
Start Test TS (Autocorrelation Test); Criteria P1.i(ii)
Maximum Z_tau deviation of 2500: 128
Occurred for Shift
Shift: 1107
Shift: 4076
Even repeated autocorrelation testwith Shift: 1107 on 10.000 to 14.999 bits
Z_1107 = 2547
TestT5 passed.

Progress 257 passed.

Pass successfully selected residual file for testing.

Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 10122

Permissible Area: [9655; 10345]

TestTd passed.

Start Test T2 (Poker Test); Criteria P1.i(ii)
Testgroesse = 17.81760000000031

Test T2 passed.

“Start Test T3 (Run Test), Criteria P.i(ii)
0-Runs[1] = 2541; permissible Intervall: [2267; 2733]
1-Runs[1] = 2467; permissible Intervall: [2267; 2733]
0-Runs[2] = 1246; permissible Intervall: [1079; 1421]
1-Runs[2] = 1244; permissible Intervall: [1079; 1421]
0-Runs[3] = 629; permissible Intervall: [502; 748]
1-Runs[3] = 639; permissible Intervall: [S02; 748]
0-Runs[4] = 297; permissible Intervall: [223; 402]
1-Runs[4] = 328; permissible Intervall: [223; 402]
0-Runs[5] = 152; permissible Intervall: [90; 223]
1-Runs[5] = 173; permissible Intervall: [90; 223]
0-Runs[6] = 141; permissible Intervall: [90; 223]
1-Runs[6] = 155; permissible Intervall: [90; 223]

TestT3passed,

Start Test T4 (Long Run Test); Criteria P1.i(ii)

JestT4 passed.

Start Test T5 (Autocorrelation Test); Criteria P1.i(ii)
Maximum Z_tau deviation of 2500: 128
Occurred for Shift

Shift: 1107
Shift: 4076

Even repeated autocorrelation test with Shift: 1107 on 10.000 to 14.999 bits
Z_1107 = 2547

Test TS Eassed
Progress 257 passed.

Pass successfully selected residual file for testing.

Fig. 10. For 20,000 bits sample sequence, apply AlIS.31 criterion(right) to LRNG source and

10~* criterion(left) to LRNG source



64

G A7) 8 e A

W ALS.319 g FEEA BM 2 HaA H7h A4 w

Start Test T1 (Monobit Test), Criteria P1.ifii)
Number ones: 9993

Permissible Area: [9725; 10275]

TestT1 Eassad.

Start Test T2 (Poker Test); Criteria P1.i{ii)
Testgroesse = 13.63839999999982

Test T2 passed,

Start Test T3 (Run Test);, Criteria P1.i{ii)
0-Runs[1] = 2538; permissible Intervall: [2319; 2681)
1-Runs[1] = 2518; permissible Intervall: [2319; 2681)
0-Runs[2] = 1211; permissible Intervall: [1117; 1383)
1-Runs[2] = 1267; permissible Intervall: [1117; 1383]
0-Runs[3] = 614; permissible Intervall: [530; 720]
1-Runs(3] = 632; permissible Intervall: [530; 720]
0-Runs[4] = 342; permissible Intervall: [245; 380]
1-Runs[4] = 308; permissible Intervall: [245; 380]
0-Runs[5] = 168; permissible Intervall: [108; 204]
1-Runs[5] = 132; permissible Intervall: [108; 204]
0-Runs[B] = 145; permissible Intervall: [108; 204]
1-Runs[6] = 162; permissible Intervall: [108; 204]

Test T3 passe d.
Stait Test T4 (Long Run Test), Criteria PLidii)

TestT4 passe d.
Start Test TS (Autocorrelation Test), Criteria P1i(ii)
Maximum Z_tau deviation of 2500: 129
Occurred for Shift
Shift 3214
Even repeated autocorrelation test with Shift: 3214 on 10.000 to 14.999 bits
Z_3214 = 2491

TestT5 passed.

Start Test T1 (Monobit Test), Criteria P1.igii)
Number ones: 9993

Permissible Area: [9655; 10345]

TestT1passed

Start Test T2 (Poker Test), Criteria P1.i(i)
Teslgroesse = 13.63839999999982

Test T2 passed.

Start Test T3 (Run Test), Criteria P1.i(i)
0-Runs[1] = 2538, permissible Intervall: [2267, 2733]
1-Runs[1] = 2518; permissible Intervall: [2267; 2733]
0-Runs[2] = 1211; permissible Intervall: [1079; 1421]
1-Runs[2] = 1267; parmissible Intervall: [1079; 1421]
0-Runs[3] = 614; permissible Intervall: [S02; 748]
1-Runs[3] = 632, permissible Intervall: [S02; 748]
0-Runs[4] = 342; permissible Intervall: [223; 402]
1-Runs[4] = 308; permissible Intervall: [223; 402]
0-Runs([5] = 168; permissible Intervall: [90; 223]
1-Runs([5] = 132; permissible Intervall: [90; 223]
0-Runs[6] = 145; permissible Intervall: [90; 223]
1-Runs[6] = 162, permissible Intervall: [90; 223]

TestT3passed
Start Test T4 (Long Run Test), Criteria P1.iii)

Test T4 passed
Start Test TS (Autocorrelation Test), Criteria P1Lidi)
Maximum Z_tau deviation of 2500: 129
Occurred for Shift
Shift 3214
Even repeated autocorrelation test with Shift 3214 on 10.000 to 14.999 bits
Z_3214 =241

Test TS pazzed

Fig. 11. For 20,000 bits sample sequence, apply AIS.31 criterion(right) to Quantis source

and 10~* criterion(left) to Quantis source

Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 19528
Permissible Area: [19612; 20388]
Test T1 (Monobit Test); Criteria P1.i(ii) not passed
Start Test T2 (Poker Test); Criteria P1.i(ii)
Testgroesse = 78.73279999999977
Test T2 (Poker Test); Criteria P1.i(ii) not passed.
Start Test T3 (Run Test); Criteria P1.i(ii)
0-Runs[1] = 4872; permissible Intervall: [4743; 5257]
1-Runs[1] = 5101; permissible Intervall: [4743; 5257)
0-Runs[2] = 2472; permissible Intervall: [2312; 2688]
1-Runs[2] = 2408; permissible Intervall: [2312; 2688]
ERROR: 0-Runs[3] = 1903; permissible Intervall: [1115; 1385]
ERROR: 1-Runs[3] = 1865; permissible Intervall: [1115; 1385]
ERROR: 0-Runs[4] = 154; permissible Intervall: [529; 721]
ERROR: 1-Runs[4] = 124; permissible Intervall: [529; 721]
ERROR: 0-Runs[5] = 35; permissible Intervall: [245; 380]
ERROR: 1-Runs[5] = 26; permissible Intervall: [245; 380]
ERROR: 0-Runs[6] = 512; permissible Intervall: [245; 380]
ERROR: 1-Runs[6] = 423; permissible Intervall: [245; 380]
Test T3 (Run Test); Criteria P1.i(ii) not passed.
Start Test T4 (Long Run Test); Criteria P1.i(ii)
Test T4 passed.
Start Test TS (Autocorrelation Test); Criteria P1.iii)
Maximum Z_tau deviation of 5000: 2607
Occurred for Shift
Shift: 120
Even repeated autocorrelation test with Shift: 120 on 20.000 to 29.999 bits
Z_120=2415
Test T5 (Autocorrelation Test); Criteria P1.i(ii) not passed
Progress 6 not passed.
Progress 7 of 257 starts.

Start Test T1 (Monobit Test), Criteria P1.i(ii)
Number ones: 19528
Permissible Area: [19512; 20488]
TestT1 passed
an(mmr Test); Criteria P1.i(ii)
Testgroesse = 78.73279999999977
Test T2 (Poker Test); Criteria P1.i(ii) not passed.
Start Test T3 (Run Test); Criteria P1.i(ii)
0-Runs[1] = 4872; permissible Intervall: [4677; 5223]
1-Runs[1] = 5101; permissible Intervall: [4677; 5223]
0-Runs[2] = 2472; permissible Intervall: [2264; 2736]
1-Runs[2] = 2408; permissible Intervall: [2264; 2736]
ERROR: 0-Runs[3] = 1903; permissible Intervall: [1080; 1420]
ERROR: 1-Runs[3] = 1865; permissible Intervall: [1080; 1420]
ERROR: 0-Runs[4] = 154; permissible Intervall: [504; 746]
ERROR: 1-Runs[4] = 124; permissible Intervall: [504; 746]
ERROR: 0-Runs[5] = 35; permissible Intervall: [227; 398]
ERROR: 1-Runs[5] = 26; permissible Intervall: [227; 398]
ERROR: 0-Runs[6] = 512; permissible Intervall: [227; 398]
ERROR: 1-Runs[6] = 423; permissible Intervall: [227; 398]
Test T3 (Run Test); Criteria P1.i(ii) not passed.
Start Test T4 (Long Run Test); Criteria P1.i(ii)
TestT4 passed.
Start Test T5 (Autocorrelation Test); Criteria P1.i(ii)
Maximum Z_tau deviation of 5000: 2607
Occurred for Shift
Shift: 120
Even repeated autocorrelation test with Shift: 120 on 20.000 to 29.999 bits
Z_120=2415
Test T5 (Autocorrelation Test); Criteria P1.i(ii) not passed.
Progress 6 not passed
Progress 7 of 257 starts.
Start Test T1 (Monobit Test), Criteria P1.i(ii)

Fig.
significance level 10 4(left) and 10 %(right)

12. For 40,000 bits sample sequence,

compare results for LRNG_Cycle source when
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Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 20139

Permissible Area: [19612; 20388]

JestTdpassed

Start Test T2 (Poker Test); Criteria P1.i(ii)
Testgroesse = 14.576000000000931

Start Test T3 (Run Test); Criteria P1.i(ii)
0-Runs[1] = 5042; permissible Intervall: [4743; 5257]
1-Runs[1] = 4994; permissible Intervall: [4743; 5257]
0-Runs[2] = 2492; permissible Intervall: [2312; 2688]
1-Runs[2] = 2468; permissible Intervall: [2312; 2688]
0-Runs[3] = 1277, permissible Intervall: [1115; 1385]
1-Runs[3] = 1255; permissible Intervall: [1115; 1385]
0-Runs[4] = 590; permissible Intervall: [529; 721]
1-Runs[4] = 687; permissible Intervall: [529; 721]
0-Runs[5] = 340; permissible Intervall: [245; 380]
1-Runs[5] = 302; permissible Intervall: [245; 380]
0-Runs[6] = 274, permissible Intervall: [245; 380]
1-Runs|6] = 309; permissible Intervall: [245; 380]

JestT3 passed.
Start Test T4 (Long Run Test); Criteria P1.i(ii)

Start Test T5 (Autocorrelation Test); Criteria P1.i(ii)
Maximum Z_tau deviation of 5000: 214
Occurred for Shift
Shift: 9175
Even repeated autocorrelation test with Shift: 9175 on 10.000 to 14.999 bits
Z_9175=5051
TestT5 passed.
Progress 257 passed.
Pass successfully selected residual file for testing.

Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 20139

Permissible Area: [19512; 20488]

TestT1 passed.

es (Poker Test);, Criteria P1.i(ii)

Testgroesse = 14.576000000000931

TestT2 passed.

Start Test T3 (Run Test); Criteria P1.i(ii)
0-Runs[1] = 5042, permissible Intervall: [4677; 5223]
1-Runs[1] = 4994; permissible Intervall: [4677; 5223]
0-Runs[2] = 2492; permissible Intervall: [2264; 2736]
1-Runs|2] = 2468; permissible Intervall: [2264; 2736]
0-Runs[3] = 1277; permissible Intervall: [1080; 1420]
1-Runs[3] = 1255; permissible Intervall: [1080; 1420]
0-Runs[4] = 590; permissible Intervall: [504; 746]
1-Runs[4] = 687; permissible Intervall: [504; 746]
0-Runs[5] = 340; permissible Intervall: [227; 398]
1-Runs[5] = 302; permissible Intervall: [227; 398]
0-Runs[6] = 274, permissible Intervall: [227; 398]
1-Runs[6] = 309; permissible Intervall: [227; 398]

Test T3 Eassed.

Start Test T4 (Long Run Test); Criteria P1.i(ii)
JestTdpassed,
Start Test T5 (Autocorrelation Test), Criteria P1.i(ii)
Maximum Z_tau deviation of 5000: 214
Occurred for Shift
Shift: 9175
Even repeated autocorrelation test with Shift: 9175 on 10.000 to 14.999 bits
Z_9175=5051

Test TS Eassed.
Progress 257 passed.

Pass successfully selected residual file for testing.

Fig. 13. For 40,000 bits sample sequence, com
level 10™*(left) and 10™“(right)

pare results for LRNG source when significance

Start Test T1 (Monobit Test); Criteria P1.i(ii)
Number ones: 19955

Permissible Area: [19612; 20388)

TestT1passed

Start Test T2 (Poker Test); Criteria P1.i(ii)
Testgroesse = 11.340799999999945

Test T2 passed.

Start Test T2 (Run Test), Criteria P1.i(ii)
0-Runs[1] = 4997, permissible Intervall: [4743; 5257]
1-Runs[1] = 5040; permissible Intervall: [4743; 5257]
0-Runs[2] = 2515, permissible Intervall: [2312; 2683]
1-Runs(2] = 2479; permissible Intervall; [2312; 2688]
0-Runs[3] = 1222, permissible Intervall: [1115; 1385]
1-Runs(3] = 1230; permissible Intenvall: [1115; 1385]
0-Runs[4] = 631; permissible Intervall [529; 721]
1-Runs([4] = 627, permissible Intervall: [529; 721]
0-Runs[5] = 313; permissible Intervall: [245; 380]
1-Runs(5] = 306; permissible Intervall; [245; 380]
0-Runs[6] = 321, permissible Intervall: [245; 380]
1-Runs[] = 317; permissible Intenvall: [245; 380]

Tes! T3 passed.

Start Test T4 (Long Run Test), Criteria P1.ifii)

Test T4 passed.

Start Test 15 (Autocorrelation Test); Criteria P1.i(i)
Maximum Z_tau deviation of 2500; 185
Occurred for Shift
Shift: 833
Shift 7938
Even repeated autocorrelation test with Shift: 833 on 20,000 to 29.999 bits
Z_833=5004

Test TS passed

Start Test T1 (Monobit Test), Criteria P.i{ii)
MNumber ones: 19955

Permissible Area: [19512; 20488]

1 B

Start Test T2 (Poker Testy, Criteria P1.i(ii)
Testgroesse = 11.340799999999945

TestT2passed.

Start Test T3 (Run Test); Criteria P1.i(ii)
0-Runs[1] = 4997, permissible Intervall: [4577, 5323]
1-Runs{1] = 5040; permissible Intervall: [4677,; 5323]
0-Runs[2] = 2515; permissible Intervall: [2264, 27386]
1-Runs(2] = 2479; permissible Intervall [2264; 2736]
0-Runs[3] = 1222; permissible Intervall: [1080; 1420]
1-Runs(3] = 1230; permissible Intervall: [1080; 1420]
0-Runs[4] = 631; permissible Intenvall: [504; 746]
1-Runs{4] = 627; permissible Intenvall: [504; 746]
0-Runs[5] = 313; permissible Intervall; [227; 398]
1-Runs[5] = 306; permissible Intervall: [227, 398]
0-Runs(] = 321, permissible Intervall; [227, 298]
1-Runs[6] = 317; permissible Intervall; [227; 398]

Test T3 passed.

Start Test T4 (Long Run Test); Criteria P1.i{ii)

Test T4 passed.

Stan Test 15 (Autocorrelation Test), Criteria P1.i(ii)
Maxdmum Z_tau deviation of 2500: 195
Occurred for Shift

Shift 833
Shift 7938

Even repeated autocorrelation test with Shift 833 on 20.000 to 29,999 bits
Z_833=15004

Tesl TS passed.

Fig.
significance level 104 (left) and 10 %(right)

14. For 40,000 bits sample sequence,

compare results for Quantis source when




66 w78 e A Y AIS 31 i3 EEA 24 9 HA Ut 48 by

vi. 8 B

BST9| AIS.31 <&Afell vief
o

A e HE2A B

ol
TE
2
Nl
Jn
e

¢ o

=
2
v
KO
2
[o
sl
=,
ul
i
%
B
N
N
X
o
2

i o

N 2 ot 1z
o lm
o 5+

AP R
)
fat
BN

wee R A8
1S.31 BA4 A4S WRA0E A9E 5 9]
27014 Baz 3

=

o e x2 o g fome o T
>

rr
f
‘..
2

53 7152 AlRkaksict.
el Adbe dzdoen ose F 7 A
oh A WAR 7]Ee] W
2=F ER 3Ase] 815l
Sl Rl
H

2

e

op

i

)

g
N
=

T ol

i L
cheker el e A
L Aol 24

o

EEpde

e dska Aol wepa
oﬁ 2 Lo

2 oo & R o
He rlo

~

—_)
ko oo

% &
!

- EN

2
il
s
ok

£ Lo
. rl.u;r‘ﬁ
v
B
Ir 4 2y
oz iz 2
EE:\&N}LO
o fu
N
oo T
bkl ool © % Ay W ood o mN

o
>
o
K
o
i
>
)
o
N
1o
Lo
4>
Y
o
N
ﬂ%

— L oo k™

[
-

o
>
i
1%
=
ol [
ki
e
&
ifies
S

=

o}, tiee] W)
2

2
bu
e
%
2
S
ofN %9,
%1&
o =
fz o
0
2 ol
ol
Jm
e
[ Lz
P
o
2

%

[o3

o
_(|)1_ll

fr
ol
o
=2

re

rO

:\ti :
oty T
ofo
it
+
30, =
o
s,

[o

HEEiR=g
References

(1) Wolfgang
Schindler, “A Proposal for : Functionally

Killmann and  Werner

classes and evaluation methodology for

true(physical) random number gen-
erators,” AIS.31, Sep. 2001.
(2) Wolfgang Killmann and  Werner

Schindler, “Functionality Classes and
Evaluation Methodology for Random

Number Generators,” AIS.20/AIS.31,
Sep. 2011.
(3] Werner Schindler, “Functionality

Classes and Evaluation Methodology for

Deterministic Random Number

(4]

(13)

Generators,” AIS.20, Dec. 1999.
Ronald H. Brown and James H. Burrows,
“Security Requirements for crypto-
graphic modules,” FIPS 140-1, Jan. 1994.
Donald L. Evans, Phillip J. Bond and
Arden L.
Requirements for cryptographic mod-
ules,” FIPS 140-2, May. 2001.

Andrew Rukhin, et al. “A Statistical Test
Suite for Random and Pseudorandom
Number Generators for Cryptographic
Applications,” NIST Special Publication
800-22 revision la, Apr. 2010.

Bement, “Security

Elaine Barker and John Kelsey,
‘Recommendation for the Entropy
Sources Used for Random  Bit

Generation,” NIST Special Publication
800-90B, Aug. 2012.
‘Quality
Random Numbers is the Quality of their
Generators,” 31st Int. Conf. Science in
Practice, Oct. 2013.

Jean Dickinson Gibbons and Subhabrata
Chakraborti, Nonparametric Statistical
Inference Fourth Edition,
Dekker, pp 76-86, 2003.
Fabio Pareschi, Riccardo Rovatti and
Gianlca Setti, "On statistical Test for

Thomas Risse, of Pseudo

Marcel

Randomness Included in the NIST
SP800-22 Test Suite and Based on the
Binomial Distribution,” IEEE

TRANSACTIONS ON INFORMATION
FORENSICS AND SECURITY, vol. 7, no.
2, pp. 491-505, Apr. 2012.

Eric Weisstein, Fibonacci k-step number,
Available at http://mathworl
d.wolfram.com/Run.html.

Alfred Menezes, Paul Van Oorschot and
Scott Vanstone, “Handbook of APPLIED
CRYPTOGRAPHY, Available at
http://cacr.uwaterloo.ca/hac/. 2001.
Jean-Sébastien Coron, “On the Security
of Random Sources,” PKC'99, LNCS 1560,
pp. 29-42, 1999.



AR H 535 =A (2016, 2) 67

(14) Referenzimplementierung der statistisc
hen Tests/Reference implementation of
the statistical tests, https://www.bsi.bu
nd.de/DE/Themen/ZertifizierungundA
nerkennung/ZertifizierungnachCCundI
TSEC/AnwendungshinweiseundInterpr
etationen/AIS/aiscc_node.html.

(15) Sheldon Ross, A First Course in proba-
bility 9th Ed., PEARSON, Jan. 2009.

(M X2 )

v & % (Hojoong Park) A3

20154 2¢: =aldigtn S8t} A}

20159 3L ~&A: Suldistn dwtdlehd S5 B R eksky) AAlahA
(A Eol) ¢t3ol2 AWKRE dye|E Y T2 eF A 24

7} F A (Ju-Sung Kang) 24134

19894 29 a=idigta gt &hat

1991 29 wuistn dubdjshyd =gk} Aap

19964 29 wdEtn dultdskd 483} what

19979 ~2004: g=AAEAIATE AddT+d/24

200113 ~20024, 20104: 7)o Fwlds COSIC W+ A+

2004 ~&A: st 48k} o

20139 ~&A: gty BK21+ ®l] SR 1l olzEdokdaldul wg

(16]) ID Quantique SA, Available at http://ww
w.idquantique.com/random-number-ge
neration/quantis-random-number-gene
rator/.

(17) Patrick Lacharme, Andrea Rock, Vincent
Strubel and Marion Videau, “The Linux

Pseudorandom  Number  Generator
Revisited,” HAL archives -ouvertes,
Jun. 2014.

(@AFop) ghEol®, Aunet ZReT by B4 4 %

9 £ 2 (Yongjin Yeom) FA13]¢
19919 249 A-goistal 43k} shaf
1994 29 Agistal 4shx} Aa}
19999 29 A-grstal 48ky} wha}
20009 494 ~20129 29: ETRI #4974 AddTd/9%
20069 129 ~20074 129: Columbia W&x ¥t A7

20129 3 ~&A: sRlstal 3t Fals
2013~ =Rl BK21+ vle S5A4H Rt Al o
(AR ds7d 2 B, BtA=" H7t



