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ABSTRACT

Biometric authentication is considered as being an efficient authentication method, since a user is not required to possess or
memorize any other information other than biometrics. However, since biometric information is sensitive and could be
permanently unavailable in case of revealing that information just once, it is essential to preserve privacy of biometrics. In
addition, since noise is inherent in the user of biometric recognition technologies, the biometric authentication needs to handle
the noise. Recently, biometric authentication protocols using fuzzy extractor have been actively researched, but the fuzzy
extractor-based authentication has a problem that a user should memorize an additional information, called helper data, to deal
with their noisy biometric information. In this paper, we propose a novel biometric authentication protocol using Hidden Vector
Key Encapsulation Mechanism(HV-KEM) which is one of functional encryption schemes. A primary advantage of our protocol
is that a user does not need to possess or memorize any additional information. We propose security requirements of HV-KEM
necessary for constructing biometric authentication protocols, and analyze our proposed protocol in terms of correctness, security,
and efficiency.
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User
/r.

HV-KEM|Setup(k,n)

- (PK,SK)
Registration | HV-KEM|GenToken(SK,wg,)
phase = Thr)

TKy = {T KTR;}I': 1d

Authentication
Server (AS)

ID,PK,TK
D
PK,m
HV-KEM.[Encap(PK, w")
- (CT,K|
MAC. Gen(K, m||CT)
Authentication/,- = MAC
phase -:\. CT,MAC

—

HV-KEM.Decap(TK;;, CT)
- K, (vie[1,d])

MAC. Verify(K;m||CT, MAC)
—=1lor0
If #(MAC. Verifyy, = 1) > t,

the authentication succeeds

Fig. 1. Biometric authentication protocol using HV-KEM
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% z2Eg

(n—l—pn-ﬁ-l)
(n*pn+1)
(1)

(n—1) . (n—1-1)

X oeee X
n (n—1)

AL (DellA FEo] AA=, AdxgA EEY
Mg deb AR 7 AR dE Eel shie
EZo| E3bg &Fo| (.013¢]2kx 3, d=1000
ol t=1322 ZAAH} o]7& FHA 100071
EZ Fol 1374 o] AA R FIE™ AREAt
Ao R Zhpgthe 9vle|t). (Table D)elAe
FAAQ AR B2 MG do} AAA tE A4t
gk Ab#e]ct,

A HA P& =200, =80, p=0.05°]3, 3}
vl A AH Aa(w)e 03 12 74" 1bit
AHE Fdshe= Agolth 80709 dam A
AA ARE HAEsE 53] AddiAe F (Fo
o] %) 299 ARE sof g o] ] A
7F Wel| o] kA3 A AR FAolgla & &
ek, o] A¢ shte] Eo] Q& FHsb] $%
Ha HES él(l)i A, o 0.0057} =}
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Table 2. Characteristic comparison between previous authentication methods and ours
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