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ABSTRACT

Nowadays, electronic device is in a close relationship with human life. Above all, the use of wireless electronic devices such
as smart phone, tablet pc, and wireless keyboard is increasing owing to the high convenience and portability. Furthermore,
according to the increasing use of sensitive personal and financial information from the electronic device, various attacks for
stealing information are being reported. In this paper we do an analysis of 27MHz wireless keyboard vulnerability and set up
an analysis environment. Moreover, we make an experiment and show that there are real vulnerabilities. An experimental result
will be used for safety analysis and vulnerability verification of wireless electronic devices.
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Daughter Board Frequency range
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Fig. 9. Extended keyboard scope of analysis

Table 4. Extended keyboard shortcuts

Keyboard Shortcuts Description
Alt + Tab SWltch to another
running program
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the current window
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