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ABSTRACT

Game bot playing is one of the main risks in Massively Multi-Online Role Playing Games(MMORPG) because it damages
overall game playing environment, especially the balance of the in-game economy. There have been many studies to detect game
bot. However, the previous detection models require continuous maintenance efforts to train and learn the game bots’ patterns
whenever the game contents change. In this work, we have proposed a machine learning technique using the self-similarity
property that is an intrinsic attribute in game bots and automated maintenance system. We have tested our method and
implemented a system to major three commercial games in South Korea. As a result, our proposed system can detect and
classify game bots with high accuracy.
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Fig. 1. Histogram of sequence data
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time Logid | Shaer | other info.
Game 15/08/13 12:00:12.131 | 1205 AAA, 34 N/A
distributed |OgS in ’_> 15/08/13 12:00:14.237 | 1204 AAA, 34 N/A
by users User A 15/08/13 12:00:59.436 | 1208 AAA, 34 Ogre
15/08/13 12:00:59:436 | 1208 AAA, 34 Ogre N
15/08/13 12:00:59.857 | 1208 AAA, 34 Troll Tlme peﬁOd ]Og Count pef JO; ld
Gam'e 15/08/13 12:01:17.019 | 1022 AAA, 34 Ring (houf:min) 1022 1204 1205 1208
IS?esr IE 15/08/13 12:01:21.341 | 1022 AAA, 34 Sword lzw 0 1 1 3
15/08/13 12:01:23.151 | 1205 AAA, 34 N/A
15/08/13 12:01:54.354 | 1204 AAA, 34 N/A 1201 2 1 l 1
Game 15/08/13 12:01:56.445 | 1208 AAA, 34 Wolf 1202 0 1 1 1
logs in 15/08/13 12:02:07.351 | 1205 | AAA, 34 | N/A 1203 01l o 0 1
User C 15/08/13 1202:41.847 | 1204 | AAA 34 | N/A
15/08/13 12:02:47.650 | 1208 AAA, 34 Ogre
E 15/08/13 12:03:09.353 | 1208 AAA, 34 Ogre
Fig. 5. Process for transforming game logs to vectors. In the above, four vectors are generated:

(0,1,1,3), (2,1,1,1), (0,1,1,1), (0,0,0,1)
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Table 1. List of features used in the proposed detection method

no name description

1 self sim self similarity

2 vector_count count of a set of log vectors

3 uniq_vector_count unique count of a set of log vectors

4 | cosim_zero_count count of data in which cosine similarity is zero in a set of log vectors
5 | vector_mode count of data that appears most often in a set of log vectors

6 | total _log_count total count of logs generated by user

7 | char_level character level

8 play_time play time during certain period per user

9 npc_kill_count NPC Kkill count

10 | trade_take _count count of trade in which user takes items from another

11 | trade_give_count count of trade in which user gives items to another

12 | retrieve_count count of activity in which user retrieves items from warehouse
13 | deposit_count count of activity in which user deposits items to warehouse

14 | log_count_per_min average count of logs are generated per minute
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Table 2. Ground Truth Construction Results

Game Bot Human
Lineage 315 244
Aion 75 75
B&S 260 230
Total 650 549
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Table 3. Summary of raw data (B: Billions)

Game Logs Types of logs Users
Lineage | 285 B 165 500K
Aion 50B 229 250K
B&S 6.9 B 109 130K
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Fig. 7. AUC of detection model per vector period
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5.3 Modeling & Evaluation
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Table. 4. Regression Coefficient of Features

variable reg. coeff. z-value p-value
self sim. -3.757e+00 -2.686 0.00724 **
total log count -9.493e-06 -1.488 0.13672
main char. level -8.391e-02 -3.108 0.00188 **
total - use tme -y 377603 1.063 0.28798
min.
npc kill count -1.176e-03 -0.169 0.86585
trade get count -4.877e-02 -1.123 0.26133
trade give count 1.056e-02 0.247 0.80461
retrieve count 1.582e-02 3.003 0.00267 **
deposit count -1.040e-02 -2.175 0.02961 *
log count Py gnge o 1.168 0.24267
min.

(a) Lineage
variable reg. coeff. z-value p-value
self sim, 1.337e+03 2.651 0.00802 **
total log count -8.542e-05 -0.667 0.50470
main char. level -1.809e-01 -2.257 0.02399 *
:;’ltjl use HmE L s50e-04  -0.024 0.98062
npc kill count -2.551e-04 -2.546 0.01091 *
trade get count 3.648e-03 0.240 0.81056
trade give count -8.576e-03 -0.233 0.81541
log count P a71er00  -1.334 0.18235
min.
(b) Aion
variable reg. coeff. z-value p-value
self sim. -6.469e +00 -2.251 0.02439*
total log count 1.026e-04 3.143 0.00167 **
main char. level 1.002e+00 0.038 0.96995
total use time -y g65e 05 0.053 0.95735
min.
npc kill count 1.540e-05 0.100 0.92023
trade get count -7.175e-04 -0.471 0.63796
trade give count -3.292e-04 -0.034 0.97300
:f’n count PEr Ly 050e-02  -0.768 0.44278
(c) B&S
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Table. 5. Performance of detection model

Game Bot Human AUC
Lineage 148 145 0.9197

Aion 64 70 0.9931

B&S 163 143 0.9915
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VIl. Future Works
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