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ABSTRACT

Virtual environment is widely used for analyzing malware which is increasing very rapidly. However, knowing this trend,
hackers are adopting virtual environment detection techniques for malware to kill itself or stop malicious behaviors when
detecting virtual environments. Various research is going on in order to thwart any efforts to utilize anti-virtualization techniques,
but until now several techniques can evade most of well known virtual environments, making malware analysis very difficult.
Emulab developed by Utah University assigns real systems and networks as researchers want in realtime. This research seeks
how to use Emulab for malware analysis.
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43 A e] g gA4el o= HALER] AEE o] category Tests | Detections | Detections
gohe AoltH17). tHF= HAe] Abgd wH Debugger 1 0 0
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Table 2. Registry, file, network operation difference between VMWare and Emulab
Test ) VMWare Emulab
category
» prefix+ HRZR_PGYFRFFVBA: 00---01 | = HKLM\SOFTWARE\CBSTEST\CBSTes
*  prefix+{S3803404-1Q43-4252-9305-67Q tWDSLogFile:
R0028SP23}\rkcybere.rkr:  00-----00 ”C:\BVTBin\Tests\installpackage\cbs
prefix: test\x86\CBSTestWDS.log”
HKU\S-1-5-21-895307998-2392027894-21557 | —» "Hello_bot”
65514-1000\Software\Microsoft\Windows\C | = prefix+HRZR_PGYFRFFVBA: 00----02
Registry | urrentVersion\Explorer\UserAssist\{CEBF | = prefix+{S3805404-1Q43-4252-9305-67TQR
F5CD-ACE2-4F4F-9178-9926F41749EA}\Co 0028SP23}\rkcybere.rkr:  00----00
unt\ prefix:
HKU\S-1-5-21-2741640254-59048613-101230
5304-1013\Software\Microsoft\Windows\Cur
rentVersion\Explorer\UserAssist\{CEBFF5C
D-ACE2-4F4F-9178-9926F41749EA}\Count\
C:\Users\Ssong\Desktop C:\Users\mhlee\Desktop
C:\Windows\System32\sechost.dll C:\Windows\System32\sechost.dll
File C:\Windows\System32\sechost.dll C:\Windows\System32\sechost.dll
C:\Windows\System32\imm32.d11 C:\Users\mhlee\Desktop\testfolder
C:\Windows\System32\imm32.d11 C:\Windows\System32\cmd.exe
C:\Windows\System32\apphelp.dll
GET / HTTP/1.1 GET /xampp/1/config.bin HTTP/1.1
HTTP/1.1 200 OK (text/html) HTTP/1.1 200 OK
GET /css/main_v20151110.css POST /xampp/1/gate.php
Network | GET /search/css/2015/api_atcmp_0319.css | HTTP/1.1 200 OK
HTTP/1.1
GET /loginv4d/www.css?1 HTTP/1.1
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Fig. 2. Malware analysis process using Emulab
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