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ABSTRACT

This paper introduces a structure, features and programming techniques for the CNG(Cryptography API: Next Generation),
which is the substitution of the CAPI(Cryptography API) from Microsoft. The CNG allows to optimize a scope of functions and
features because it is comprised of independent modules based on plug-in structure. Therefore, the CNG is competitive on
development costs and agility to extend. In addition, the CNG supports various functions for the newest cryptographic algorithm,
audit, kernel-mode programming with agility and possible to contribute for core cryptography services in a new environment.
Therefore, based on these advantageous functions, we analyze the structure of CNG to extend it for the enterprise and the public
office. In addition, we implement an error-detection tool for program which utilizes CNG library.

Keywords: CNG, Cryptography API (CAPI), Cryptography library, Error-detection tool
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NTSTATUS WINAPI
BCryptOpenAlgorithmProvider(
__out BCRYPT_ALG_HANDLE *phAlgorithm,

BCryptOpenAlgorithmProvider

__in LPCWSTR pszAlgld,

__in LPCWSTR pszImplementation, __in DWORD
dwFlags
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Algorithm Provider ——

When BCryptOpenAlgorithmProvider function is called
successfully, the handle(phAlgorithm) which is returned from
BCryptOpenAlgorithmProvider function is used for calling
cryptography-related function(random number generator,
hash, symmetric/asymmetric key, signature, verification).
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NTSTATUS WINAPI
BCryptCloseAlgorithmProvider(

BCryptCloseAlgorithmProvider
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__in  ULONG dwFlags
)

Fig. 2. Process calling the algorithm provider function
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BCryptOpenAlgorithmProvider(
hAlgorithm,
BCRYPT_RNG_ALGORITHM,

BCryptOpenAlgorithmProvider

Generated random number is stored in the pbBuffer.

0,

);

NTSTATUS WINAPI BCryptGenRandom(
inout BCRYPT_ALG_HANDLE hAlgorithm,
inout PUCHAR pbBuffer,

Unload:

in ULONG cbBuffer,
in ULONG dwFlags

~

B

BCryptCloseAlgorithmProvider(
hAlgorithm,

BCryptCloseAlgorithmProvider

0
);

Fig. 3. Process calling the random number generation function
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Table 1. Algorithm identifiers(7)

Table 2. Property Identifiers(8)

Algorithm Identifier Description Property Identifier Description
BCRYPT 3DES. ALGORITHM S;aDnEiisa;g?hse;ggl(i%l;thm BCRYPT _ALGORITHM_NAME ﬁii()glr;flh:; name
("3DES") SP800-38A BCRYPT_AUTH_TAG_LENGTH Authentication
BCRYPT_3DES_112_ALGORIT|112bits 3-DES cipher BCRYPT_BLOCK_LENGTH Block size
HM algorithm standard: BCRYPT_BLOCK_SIZE_LIST List of block size
("3DES_112") SP800-67, SP800-38A

BCRYPT_AES_ALGORITHM |AES cipher algorithm
("AES") standard: FIPS 197

AES GMAC cipher
BCRYPT_AES_GMAC_ALGOR |algorithm standard:
ITHM SP800-38D
("TAES-GMAC") *Only supports Vista
SP1 and Server 2008

DES cipher algorithm
standard: FIPS 46-3,
FIPS 81

BCRYPT_DES_ALGORITHM
('DES")

Diffie-Hellman key
exchange algorithm
standard: PKCS #3

BCRYPT_DH_ALGORITHM
('DH")

Digital signature
algorithm standard:
FIPS 186-2

BCRYPT_DSA_ALGORITHM
("DSA")

256bits elliptic curve

BCRYPT_ECDH_P256_ALGOR| .. ... P
Diffie-Hellman key

ITHM .
exchange algorithm

("ECDH_P256") standard: SP800-56A

BCRYPT MD2_ALGORITHM |MD2 hash algorithm
("MD2") standard: RFC 1319

BCRYPT_RC2_ALGORITHM  |[RC2 block cipher
'RC2) algorithm standard:

RFC 2268

Random number
generation algorithm
standard: FIPS 186-2,
FIPS 140-2, NIST SP
800-90

BCRYPT_RNG_ALGORITHM
("RNG")

RSA public key
algorithm standard:
PKCS #1 v1.5, v2.0

BCRYPT_RSA_ALGORITHM
("RSA")

SHA1 hash algorithm
standard: FIPS 180-2,
FIPS 198

BCRYPT_SHA1_ALGORITHM
("SHA1")

Ao & & glE o fEske dlA) Fela 3
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oot @l Mo =717t dxd &l sl4l
HAEZ 913 WmgE ddsiofof ahv], 7‘]” RE
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AU =7l W A A e °1l 75:1 H
3 IS 913t 7124l Buffer S5 243
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do|~E T v daEE: FIFAE Yvist

o, 5 oA QA AgEE d4 cxaEe 4%

+
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Setting mode
(BCRYPT_CHAIN_
MODE_CBC,
BCRYPT_CHAIN_M
ODE_CCM,
BCRYPT_CHAIN_M
ODE_CFB,
BCRYPT_CHAIN_M
ODE_ECB,
BCRYPT_CHAIN_M
ODE_GCM,
BCRYPT_CHAIN_M
ODE_NA)
Parameter of
BCRYPT_DH_PARAMETERS Diffie-Hellman key
BCRYPT_DSA_PARAMETERS DSA parameter
BCRYPT_EFFECTIVE_KEY_LENG |Effective key

TH length of RC2 key
BCRYPT_HASH_BLOCK_LENGTH |Hash block size
BCRYPT HASH_LENGTH Hash length
BCRYPT_KEY_LENGTH Symmetric key
length

Number of bits in
the key

Object length

Key length for
signature

BCRYPT_CHAINING_MODE

BCRYPT_KEY_STRENGTH
BCRYPT_OBJECT_LENGTH
BCRYPT_SIGNATURE_LENGTH

< Yujgt) oot T /A wEe 1o aE
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AAg % BCryptHashData 45 o]43te F
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BCryptOpenAlgorithmProvider(
hAlgorithm,
Load: BCRYPT_SHA256_ALGORITHM,
BCryptOpenAlgorithmProvider 0,
0
)
NTSTATUS WINAPI BCryptGetP:
NTSTATUS WINAPI BCryptSetProperty( » BCRYPT HANDLEY]'I’O;“:"""W(
__inout BCRYPT_HANDLE hObject, i LPCWSTR nerPromerts Ject,
_in  LPCWSTR pszProperty, ) o ot PUCHAR l[’,() perty,
. bI Set or get property of object __out pbOutput,
—n L}T’E&I\J{(‘;‘Rb‘;‘“"““ Tin ULONG chOutput,
—in chInput, [ " out ULONG *pcbResult,
—in ULONG dwFlags in ULONG dwFlags
) ).
Allocate buffer ]
NTSTATUS WINAPI BCryptCreateHash(
| __inout BCRYPT_ALG_HANDLE hAlgorithm,
_out BCRYPT_HASH_HANDLE *phHash,
__out PUCHAR pbHashObject,
Create hash _in  ULONG cbHashObject,
__in_opt PUCHAR pbSecret,
__in_opt ULONG cbhSecret,
_in  ULONG dwFlags
)
‘\T.ST‘;Eb;YxINHA:;}fCry'"g;‘;"f;‘_df’s"( NTSTATUS WINAPI BCryptHashData(
—n _HASH_HAD P __inout BCRYPT_HASH_HANDLE hHash,
__out BCRYPT_HASH_HANDLE *phNewHash, in  PUCHAR pblnput
" out PUCHAR pbHashObject, Generate or d L “in ULONG :1 pt’
“in ULONG cbHashObject, —:: uo‘\,(;fiw;;:“;
" in ULONG dwFlags " : ©
) ;
NTSTATUS WINAPI BCryptFinishHash(
__inout BCRYPT_HASH_HANDLE hHash,
i __out PUCHAR pbOutput,
Get hash value “in  ULONG chOutput,
__in  ULONG dwFlags
)
NTSTATUS WINAPI BCryptDestroyHash(
__inout BCRYPT_HASH_HANDLE hHash
Destroy hash %
BCryptCloseAlgorithmProvider(
Unload: hAlgorithm,
BCryptCloseAlgorithmProvider 0
)
Fig. 4. Process calling the hash function
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BCryptOpenAlgorithmProvider

NISTATUS WINAPI BCryptSetProperty(
__inout BCRYPT HANDLE hObject,
_in  LPCWSTR pszProperty,

Set or get property of object

_in PUCHAR pblnput,
_in  ULONGcblInput,
_in  ULONG dwHlags

)
Allocate buffer

Generate symmetric key
NISTATUS WINAPI BCryptSetProperty(
__inout BCRYPT_HANDLE hObject,
_in  LPCWSTR pszProperty,
_in PUCHAR pblnput, Set or get property
_in  ULONGcblInput,

_in  ULONG dwFlags
)

NISTATUS WINAPI BCryptDecrypt(
_inout BCRYPT KEY HANDLE hKey,
_in  PUCHARpblnput,

_in  ULONG chlnput,

__in opt  VOID *pPaddinglnfo,
__inout_opt PUCHAR pblV,

"in ULONG dwHlags
);

“Tin  ULONGGI, Encrypt/decrypt
“out opt PUCHAR phOutpur,
“in ULONG cbOutput,
“out  ULONG*pebResult,
“in ULONGdwHlags
)

NISTATUS WINAPI BCryptEncrypt(
__inout BCRYPT_KEY _HANDLE hKey,
_in  PUCHARpbInput,

_in  ULONG chlnput,

__in opt  VOID *pPaddinglnfo,
__inout_opt PUCHAR pblV,

_in  ULONGcbIV,

_out opt  PUCHAR phOutput,
_in  ULONG chOutput,
_out  ULONG *pchResult,
_in  ULONGdwHags
)

Destroy key object

NISTATUS WINAPI BCryptDestroyKey(
__inout BCRYPT_KEY_HANDLE hKey

Unload:
BCryptQloseAlgorithmProvider

Fig. 5. Process calling the symmetric key encryption/decryption
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Load:
BCryptOpenAlgorithmProvider

BCryptOpenAlgorithmProvider(
hAlgorithm,
BCRYPT_SHA256_ALGORITHM,

NTSTATUS WINAPI BCryptSetProperty(
__inout BCRYPT_HANDLE hObject,
_in LPCWSTR pszProperty,

in PUCHAR pbInput,

in ULONG cbInput,

in ULONG dwFlags

Set or get property of object

0,
0
)

NTSTATUS WINAPI BCryptGetProperty(
__in BCRYPT_HANDLE hObject,

_in LPCWSTR pszProperty,

__out PUCHAR pbOutput,

Allocate buffer

Generate key pair

__in ULONG cbOutput,
__out ULONG *pcbResult,
__in ULONG dwFlags

)

NTSTATUS WINAPI BCryptGenerateKeyPair(
__inout BCRYPT_ALG_HANDLE hAlgorithm,
_out BCRYPT_KEY_HANDLE *phKey,

NTSTATUS WINAPI BCryptSetProperty(
__inout BCRYPT_HANDLE hObject,

in LPCWSTR pszProperty,

in PUCHAR pbInput,

in ULONG chInput,

in ULONG dwFlags

Set or get property

_in  ULONG dwLength,
__in  ULONG dwFlags
)

NTSTATUS WINAPI BCryptGetProperty(
__in BCRYPT_HANDLE hObject,

_in LPCWSTR pszProperty,

__out PUCHAR pbOutput,

Get key pair

—_in ULONG cbOutput,
__out ULONG *pcbResult,
__in ULONG dwFlags

)

NTSTATUS WINAPI BCryptFinalizeKeyPair(
__inout BCRYPT_KEY_HANDLE hKey,

NTSTATUS WINAPI BCryptExportKey(
_in BCRYPT_KEY_HANDLE hKey,

_in BCRYPT_KEY_HANDLE hExportKey,
_in LPCWSTR pszBlobType,

__out PUCHAR pbOutput,

_in ULONG chOutput,

__out ULONG *pcbResult,

_in ULONG dwFlags

)

Import/export key

_in  ULONG dwFlags

NTSTATUS WINAPI BCryptImportKey(
_in  BCRYPT_ALG_HANDLE hAlgorithm,
__inout BCRYPT_KEY_HANDLE hImportKey,
_in LPCWSTR pszBlobType,

—out BCRYPT_KEY_HANDLE *phKey,

NTSTATUS WINAPI BCryptImportKeyPair(
_in BCRYPT_ALG_HANDLE hAlgorithm,
__inout BCRYPT_KEY_HANDLE hImportKey,
_in LPCWSTR pszBlobType,

—out BCRYPT_KEY_HANDLE *phKey,

in PUCHAR pblnput,

in ULONG chInput,

in  ULONG dwFlags

NTSTATUS WINAPI BCryptDecrypt(
_inout BCRYPT_KEY_HANDLE hKey,
_in  PUCHAR pbInput,

in  ULONG cbInput,

—in_opt VOID *pPaddingInfo,
__inout_opt PUCHAR pbIV,

_in  ULONG cblV,

__out_opt PUCHAR pbOutput,

in  ULONG chOutput,

out ULONG *pcbResult,

_in ULONG dwFlags

)

Encrypt/decrypt

__out PUCHAR pbKeyObject,
_in  ULONG cbKeyObject,
in PUCHAR pblnput,
_in  ULONG cbInput,

in ULONG dwFlags

NTSTATUS WINAPI BCryptEncrypt(
_inout BCRYPT_KEY_HANDLE hKey,
_in  PUCHAR pbInput,

in  ULONG cbinput,

_opt  VOID *pPaddingInfo,

Destroy key object

__inout_opt PUCHAR pbIV,
_in  ULONG cblV,
__out_opt PUCHAR pbOutput,
_in  ULONG chOutput,

out  ULONG *pcbResult,
_in  ULONG dwFlags

NTSTATUS WINAPI BCryptDestroyKey(

Unload:
BCryptCloseAlgorithmProvider

__inout BCRYPT_KEY_HANDLE hKey
)

BCryptCloseAlgorithmProvider(

hAlgorithm,
0

)

Fig. 6. Process calling the Asymmetric key encryption/decryption function
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Table 3. Function list for the evaluation

Evaluation item Function name
. * malloc
Memory Allocation e calloc
Deallocation|* free
. BCryptOpenAlgorithm
Algorithm Loading Provider
provider Unloading . BCI'y.ptC10seA1gor1thm
Provider
. ¢ BCryptCreateHash
hli?lz}lle Generation |, BCryptDuplicateHash
Destruction|* BCryptDestroyHash
* BCryptGenerateSymm
etricKey
Key Generation |* BCryptGenerateKeyPair
handle ¢ BCryptImportKey
¢ BCryptlmportKeyPair
Destruction|* BCryptDestroyKey
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Load:
BCryptOpenAlgorithmProvider

BCryptOpenAlgorithmProvider(
hAlgorithm,
BCRYPT_SHA256_ALGORITHM,

NTSTATUS WINAPI BCryptSetProperty(
__inout BCRYPT_HANDLE hObject,
_in  LPCWSTR pszProperty,

_in  PUCHAR pbInput,

i ULONG cblInput,

ULONG dwFlags

Set or get property of object

0,
0
)

NTSTATUS WINAPI BCryptGetProperty(
__in BCRYPT_HANDLE hObject,

_in LPCWSTR pszProperty,

__out PUCHAR pbOutput,

Allocate buffer

Generate key pair

__in ULONG cbOutput,
__out ULONG *pcbResult,
in ULONG dwFlags

NTSTATUS WINAPI BCryptGenerateKeyPair(
__inout BCRYPT_ALG_HANDLE hAlgorithm,
_out BCRYPT_KEY_HANDLE *phKcy,

NTSTATUS WINAPI BCryptSetProperty(
__inout BCRYPT_HANDLE hObject,

in  LPCWSTR pszProperty,

in  PUCHAR pblnput,

ULONG cbInput,

ULONG dwFlags

Set or get property

_in  ULONG dwLength,
__in  ULONG dwFlags
)%

NTSTATUS WINAPI BCryptGetProperty(
_in BCRYPT_HANDLE hObject,

__in LPCWSTR pszProperty,

__out PUCHAR pbOutput,

Get key pair

__in ULONG cbOutput,
__out ULONG *pcbResult,
__in ULONG dwFlags

)

NTSTATUS WINAPI BCryptFinalizeKeyPair(
__inout BCRYPT_KEY_HANDLE hKey,

NTSTATUS WINAPI BCryptExportKey(
_in BCRYPT_KEY_HANDLE hKey,
—_in BCRYPT_KEY_HANDLE hExportKey,
__in LPCWSTR pszBlobType,
__out PUCHAR pbOutput,
__in ULONG cbOutput,
__out ULONG *pcbResult,
in ULONG dwFlags

Import/export key

in  ULONG dwFlags

NTSTATUS WINAPI BCryptImportKey(

_in  BCRYPT_ALG_HANDLE hAlgorithm,

__inout BCRYPT_KEY_HANDLE himportKey,
in LPCWSTR pszBlobType,

out BCRYPT_KEY_HANDLE *phKey,

NTSTATUS WINAPI BCryptImportKeyPair(
_in  BCRYPT_ALG_HANDLE hAlgorithm,
__inout BCRYPT_KEY_HANDLE himportKey,
__in  LPCWSTR pszBlobType,
—out BCRYPT_KEY_HANDLE *phKey,

in  PUCHAR pblinput,
ULONG cblInput,
ULONG dwFlags

NTSTATUS WINAPI BCryptVerifySignature(
il BCRYPT_KEY_HANDLE hKey,
_opt VOID *pPaddingInfo,

PUCHAR pbHash,

ULONG cbHash,

PUCHAR pbSignature,

ULONG cbSignature,

ULONG dwFlags

verify

out PUCHAR pbKeyObject,
in  ULONG cbKeyObject,
in PUCHAR pblnput,

in  ULONG cbInput,

in  ULONG dwFlags

NTSTATUS WINAPI BCryptSignHash(
_in  BCRYPT_KEY_HANDLE hKey,
__in_opt VOID *pPaddinglnfo,

in  PBYTE pblnput,
in  DWORD cblnput,

Destroy key object

__out  PBYTE pbOutput,
in  DWORD cbOutput,
out DWORD *pcbResult,
in  ULONG dwFlags

NTSTATUS WINAPI BCryptDestroyKey(

Unload:
BCryptCloseAlgorithmProvider

__inout BCRYPT_KEY_HANDLE hKey
);

BCryptCloscAlgorithmProvider(

Fig. 7. Process calling the signature and verification function

hAlgorithm,
0

);
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