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ABSTRACT

Android applications are inherently vulnerable to a repackaging attack such that malicious codes are easily inserted into an
application and then resigned by the attacker. These days, it occurs often that such private or individual information is leaked.
In principle, all Android applications are composed of user defined methods and APIs. As well as accessing to resources on
platform, APIs play a role as a practical functional feature, and user defined methods play a role as a feature by using APIs.
In this paper we propose a scheme to analyze sensitive APIs mostly used in malicious applications in terms of how malicious
applications operate and which API they use. Based on the characteristics of target APIs, we accumulate the knowledge on such
APIs using a machine learning scheme based on Naive Bayes algorithm. Resulting from the learned results, we are able to
provide fine-grained numeric score on the degree of vulnerabilities of mobile applications. In doing so, we expect the proposed
scheme will help mobile application developers identify the security level of applications in advance.
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Table 1. Classification of malicious application
set and used API

Class

Used API

ransomware

acquire()
release()
newWakeLock()

adware

openConnection()
getDeviceld()
getLastKnownLocation()

trojan

getSimSerialNumber()
getActiveNetworkInfo()
getLinelNumber()

spyware

requestLocationUpdates()
sendTextMessage()
getDeviceld()
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Table 2. Composition of DEX field

Field name Composition
header The header
strine ids String identifiers list.
8- All strings used by a file.
Type identifiers list. Identifiers
type_ids for classes, arrays, and
primitive types.
roto ids Method prototype identifiers
P - list, Prototype Information.
. . Field identifiers list.
field_ids Field Information.
. Method Identifiers List,
method_ids Method Information.
class def Class definitions list.
- Class Information.
Data area containing all the
data support data for the tables
listed above.
link data Statically linked files
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DEX File Format -
class_def_item
method_ids annotations_off
class_def > class_data_off 1
data static_value_off
link_data
U
direct & virtual methods
\ 4
class_data_item encoded_method
L]

s
instance_fields hd
direct_methods encoded_method

2
virtual_methods method_idx_diff
access_flags

*—@—-— code_off

code_item
Bytecode
; : 7020 12 BA 21 00
Insns_size 6E 10 37 B9 04 00
insns H—(@—»{ oco21A02208D
padding

Fig. 1. Process of extracting bytecodes in DEX
file format
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Table 3. Conditional probability for each word

word p(a:ASensitiveAP[) p(ﬂcl\NormalAP[)
get 0.8 0.1
returns 0.7 0.2
phone 0.7 0.2
number 0.8 0.1
telephony 0.7 0.2
string 0.3 0.5
line 0.2 0.6
android 0.2 0.6
manager 0.3 0.7
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Table 4. Properties of getLineTNumber

API name getLinelNumber
package android.Telephony
class TelephonyManager
description Returns the phone number
string for line 1
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APK Pre-Processor

Data Structure
APK > Package Extractor > Generator

DEX Parser
API CI
Code Printer
—
API DB
- APl Learner Extracted API —
API Classifier
.
API Verifier
.

Classified API

Fig. 2. Module structure of API Classifier API
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DexParser.java

public void parseDexFile() {
t

Ty
FileWriter fw = new FileWriter(new File("output.txt"));
String caller;
FileNodeDex fn = new FileNodeDex(null, unZipDir+"\classes.dex");
for(ClassNode cn : fn.root.classes){
caller = cn.name;
for(MethodNode mn : cn.methods){
AbstractinsnNode ain = mn.instructions.getFirst();
while(ain!=null)}{
If(ain instanceof Methodlnanode){
fw.append("caller:" + caller + "\n");
fw.append(" owner "+ ((MethodIinsnNode) ain).owner + "\n");
fw.append("name:"+ ((MethodInsnNode) ain).name + "\n");
fw.append("desc:"+ ((MethodinsnNode) ain).desc + "\n\n");

ain = ain.getNext();
¥
fw.close();

Jcatch (Exception e) {
e.printStackTrace();

}
}

Fig. 3. Implementation of static extraction
method

512 APl 27 7| 3

d o Za]Al0]Ad9] API HHE ]3] vlo|H H|
LR ol 8T AP $FONE FEeTh 9
o 7S Fdsly] 98, python 9 nltk o]y

sensitivity.py

malware_api = [malware AP| vector1,malware API vector2, ...]
normal_api = [normal API vector1,normal API vector2, ...]

for (words, sentiment) in malware_api + normal_api:
api.append((words_filtered, sentiment))

word_features = getWordsFeatures(getWordsInAPI(api))
trammg set = nltk. classny apply_ features(extractFeatures api)
= nltk.| y train(training_set)

f = open('testResult.csv','w')
target = [target API vector1, target APl vector2,...]
for ins in target
f.write(apiName+","+ classifier.classify(sen.extractFeatures(ins.split())))

Fig. 4. Implementation of APl classification
method using naive bayes classifier
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Table 5. Predicted API list and description

API Name Description
Computes the Altitude in me
ters from the atmospheric pr
getAltitude P P
essure and the pressure at s
ea level.
Lists all accounts of any typ
getAccounts

e registered on the device.
getAccounts | Lists all accounts of a partic

ular type.
Read the PDUs out of an SM

getMessages | S_RECEIVED_ACTION or a

ByType

FromIntent DATA_SMS_RECEIVED_ACTI
ON intent.

otld The id supplied to notify(int

g Notification).

get AllNetwo Retu%'ns connection status info
rmation about all network typ

rkInfo

es supported by the device.

getDefaultSe | Return a Sensor with the give
nsor n type and wakeUp properties.
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