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ABSTRACT

As various measures of law observance obligations such as mandatory obligation of privacy impact assessment (PIA) for
public institutions and authorization of information security management system (ISMS) are put into practice, increase in demand
for information security consulting and securement of information security consultants are emerging as a major issue. The
purpose of this study is to empirically investigate what core competencies information security consultants should possess and
how much they actually possess them. By analyzing the differences in perception between practitioners and managers on core
competencies, this study understands difference of views between the two groups and suggests ideas for cultivation of
information security consultants.
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Table 1. 35 competencies of information
security consultant

Competence

C1 Understanding of the client in project

C2 Understanding of the project methodology

C3 Project management
The knowledge and experiences about

C4
management
o5 Implementat.ioln method of statistic for the
present condition and the result of analysis
06 Understanding of the program source, and

the programming abilities
Understanding of the IT security technology
C7 of the network, system and application
service

Understanding of the IT technology for the
physical security

Understanding of the present condition and
C9 diagnosis skill for network, server and
application system

C8

C10 | Understanding of the technical manual for
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the computerized equipment Table 2. Profile of Sample
c11 Oper.atlo.n skills for network, server and Category Ttoms Frequency | Ratio
application system Mal 44 73.3%
012 Understanding of IT technology trends for Gender ae e
information security Female 16 26.1%
Understanding of the present condition and 20s 20 33.3%
C13 | analysis of information system asset and Age 30s 31 51.7%
ESE tanding of 1 d regulations ft 405 ) 10.0%
nderstanding of laws and regulations for — N 2
Cl14 information security Position Practitioner 33 55.0?
c15 Establishing a master plan for information Manager 27 45'00/0
security Total 60 100%
c16 Understanding of standards for information
security % 6659 SHAE 3Fsioed, a9 $HA
C17 | Vulnerability analysis of information system Z 2 glolE], o)Ak (outlier) % 52 7A=s}
018 ISE;/:tlzimon and certification of information o] 2 607l SHA = SF do|E = ALeshlr)
C19 Understanding of scenarios about the SHARES 30 (AL 51.7%)] HA (A9
expected threat 73.3%)0] wWokon A oA AFe A}
020 ie;ﬁgg}lfl trends of information security (manager)7} 45%olx  thg] olste]  AlExz}
The definition, scope and relations of (practitioner)7F 55% °let.
Cc21 | . . . .
information security objects
22 Planning for diagnosis and improvement of 3.2 MHHSIHMEE oj2fo| WAZE
personal information security
C23 | Customer service - _
s] MElE olgke] ¥ g2z o B sl A
024 | Foreign language ability Aursd ‘i; Aol BagEs d4 A
025 | Leadership AERs FHE HE Y FHY olslrt 35709 A
C26 | Thinking skills Z 7 =2 Y2 Forh $eElvele] AEES
o7 Ekrﬁf{lesrstandmg of documents and writing el WEe= ‘EARURE AREAS|E S
W P EA ul-o]ﬁ.z‘.iz] U I I _oﬂ sk
N H o O 1= 0 o T
C28 Teamwmk' 2 Zasae] felAuu e Tk
C29 | Presentation = 5713 JHelA 3ol "$1A]
C30 | Human network Are] B3 9 o] Tof IPHE %Ol auck A
031 glfzﬁofgr the development of stakeholder HEFAMLEL o]z|gt HEBo] A 9 W9
JHN S WS FIAOT YR AURD
C32 | Responsibility and sincerity AuRg dHE fames Fdses une
(C33 | Appearance and dress A" Aol =& A, S 38t
C34 | Self development o}, ueiA] ARRs F=EH WHE H AL olsrt
C35 | Privacy and ethics 1 ¢ 3}
AMG] A R mACZNE AkLRA
. BRESHLHES] AY 24 (Request For Proposal, RFP)& wWolx #A43
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3.3 MEHSMEE 9jZlo| HReE Table 3. Required level for and skilled level of
practitioners

Ak Adzke] Bl M =2 Ao Practitioners
vhehgdtt ol ARRIALRES} Folxl dFE Required | Skilled i
A=A ekslaat sk Ao 9Ale AU glon level(A) | level(B)

HJZ UJe 2T Zo o)hEe HE AT & Cl 4.18 2.97 1.21

ST AuusAgRee ANEe FAR Ao = 391 2 Ly
C3 4.03 2.70 1.33

AlS. 7lz3ly oluly % 2~ 0]

e sk “D}* + s c4 3.18 2.73 0.45

7]“&%*](Confldentlallty)—b 7‘\_%]—}‘”1323-?1 /(_] Ch 394 3 36 0.58
H| A5 AlFsts AFFEe] Z3ofof 3 dubzlql A 6 303 259 051
NS 29 shjolr). AMHEE 1A 33 7Y c7 4.12 3.18 0.94
Al8E I AMEIA T2 24 S C8 3.67 3.12 0.55
Aggtozy AelHel o] Haxe Adz o c9 4.15 3.18 0.97
el ARUsALNEHEL o]zal 2] EA i C10 3.58 3.06 0.52

_ cl1 3.76 3.15 0.61
efolu] 4] ¢ a Q49 %917} Erha &
AELE:J 1o 221 AR a9 2/ Sea C12 3.91 2.94 0.97
o C13 4.18 3.24 0.94
Cl4 4.24 3.03 1.21
3.4 AR Oy 22Xt O W 2€esEL BR C15 3.85 2.82 1.03
=& R0| 2N C16 4.00 2.91 1.09
C17 3.94 3.12 0.82
341 MEHSAHMEE ADX 120 Wo4Zn | C18 3.64 2.73 0.91
eazo| xo| C19 3.73 3.09 0.64
€20 3.70 3.03 0.67
Table 3¢ AunsA4RE 434 149 28 T R T X
0"10 o] = 2 AE T : : :
Tk B Aolg Rolgeh mRAE 23 4.00 3.24 0.76
7k 1.3328 7P szom efuiAl 1.27, Z2AE o 24 2.85 2.61 0.24
b ALY ol ABRT P WE Y FAHY o 25 4.18 2.91 1.27
3 1.212 viehgo), vbel] ojm @ Bxo (128 €26 4.09 3.09 1
1A d3 sz 93] (.24, Zelo|w Ao} HE C27 4.15 3.33 0.82
0.42% Jehdch C28 4.18 3.42 0.76
€29 3.94 3.15 0.79
_ €30 3.91 3.03 0.88
X FHMEE Ig[A} 1S9 LELZD
342 Y=RSALHE HelX Q0] TR 2 C31 3.91 3.21 0.7
FE&9| Afo]
€32 4.12 3.67 0.45
C33 3.58 3.45 0.13

ARRSANEE B2z} 15 FR54FT} B 034 3.82 3.30 0.52
29 2ol Table 49 2l 7P =2 52 C35 3.88 3.45 0.43
ARA~E FHokd B4 (.850]w, Z#EAlH oA Average 3.87 3.09 0.78
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Table 4. Required level for and skilled level of
managers

Managers
Required | Skilled AB
level(A) | level(B)

C1 4.00 3.41 0.59
C2 3.89 3.70 0.19
C3 4.07 3.70 0.37

C4 3.11 3.11 0
C5 3.52 3.56 -0.04
C6 2.93 3.04 -0.11
C7 4.11 3.67 0.44
C8 3.52 3.37 0.15
C9 4.07 3.70 0.37
C10 3.44 3.37 0.07
C11 3.70 3.44 0.26
C12 3.78 3.52 0.26
C13 4.19 3.70 0.49
C14 4.52 3.93 0.59
C15 4.04 3.81 0.23
Cl6 4.04 3.178 0.26
C17 3.89 3.04 0.85
C18 3.52 3.04 0.48
C19 3.93 3.67 0.26
C20 3.33 3.26 0.07
C21 4.15 3.67 0.48
C22 4.15 3.67 0.48
C23 4.00 3.59 0.41
C24 2.44 2.74 -0.3
C25 3.85 3.30 0.55
C26 4.19 3.59 0.6
C27 4.19 3.70 0.49
C28 4.07 3.70 0.37
C29 4.30 3.52 0.78
C30 3.70 3.26 0.44
C31 3.78 3.26 0.52
C32 4.11 3.96 0.15
C33 3.44 3.56 -0.12
C34 3.93 3.44 0.49
C35 4.07 3.178 0.29
Average 3.82 3.50 0.32

Analysis of Variance, MANOVA)S 3}sith.
cpe BARAL Taple 4¢F o] Pillai’s
Trace, Wilk’s Lambda, Hotelling’s Trace<}
Roy’s Largest Rootd 47}A] 71522 #5314
o}, AN oFHE d3ke] de4E BT
o el el Ael7) ole AeZ EAEC B
fro Hie AFA 250] 3.09, A 1Fol

35000, WarF FFE ATA 2Fo] 3.87, @
A 2ol 3.82) ke wolw gtk BasFe
Aol urt f5Fe] Aol AFAS BelA 157
o B 2 ha gl Ao sheuint,

Table 5. Results of MANOVA analysis

Category PT WL HT RLR

Value 0.147 | 0.853 | 0.173 | 0.173

F 4.927 | 4.927 | 4.927 | 4.927

p-value 0.011 | 0.011 | 0.011 | 0.011

PT=Pillai’s Trace
WL=Wilk's Lambda
HT=Hotelling’s Trace
RLR=Roy’s Largest Root
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Table 6. Required level for managers and skilled level of practitioners

Understanding of laws and
regulations for information security
Thinking skills

Understanding of the client in
project

Understanding of standards for
information security

Planning for diagnosis and

Responsibility and sincerity
Privacy and ethics

Understanding of documents and
writing skills

Teamwork

Understanding of the present
condition and analysis of
information system asset and risk
Understanding of the present

trends for information security
The knowledge and experiences
about management

Evaluation and certification of
information system

Foreign language ability
Understanding of the program
source, and the programming
abilities

Human network

High improvement of personal condition and diagnosis skill for
information security network, server and application
Establishing a master plan for system
information security Understanding of the IT security
Project management technology of the network, system
and application service
The definition, scope and relations
of information security objects
Presentation
. Customer service
Required Understanding of scenarios about
level for & ] Implementation method of statistic
the expected threat ..
managers . . for the present condition and the
Understanding of the technical .
. result of analysis
manual for the computerized
. Appearance and dress
equipment
. . Self development
Vulnerability analysis of . .
. . Operation skills for network, server
information system .
. ) . and application system
Research trends of information
L Effort for the development of
security industry .
. stakeholder relation
Leadership Understanding of the project
Low Understanding of IT technology 8 proj

methodology
Understanding of the IT technology
for the physical security

Low

High

Skilled level of practitioners




AHH 53374 (2016. 2) 233

=A vepda 9r},
ARREE P HE 2 FHY o8, Z2AE 3}
g, AR EE Ad 2 A AL, AHEES
wtrE]Zel A 2 ) Zo A, AHHES
I ZF 2 V1E oldl, AlaE, ZRAE A 1
Abe] o], ARRE oiake] Aol W] Ak 7t
ALY it ol HeAt a2FY dagFrcl
A 25 dAl BfpEe] aA I el
5 3 Al EAe| 2 Qg EAleh A4
g 2315 doa £ glen o o}

A

e

i

<

o e ¥ o o 2 wx o
(o3
S}
N
Q,
lo
oX,
i)
=2
bt
oif)
X
&2
rlo
o2
ok
o
=
N

AEelld A AR sALRE AFATL D]
L ERICE] e
& AAS] Q30 Bl 2] BesEH A5
25 BESES AdACE En ued wet

4.1 BRIKS £ WRAT/ADAS U2 HRSE

)
)
N
D)

[t
lo
sy
ko
o,
ol
o
it}
—

5 A5e] wARES] A
o7b 2 efebEel A% m2AE A4 Y W
om2 Y sl el
e Bt Agsitka & 4 ook Auns B
HE 2 99 o, A
of ola), Yuns P2 BE Y /lEld, AP
BEAG D AL Y, AuuseiagEa A
A8 4y Z2AE Pelrh olol it

4.2 BN £2 WRAF/ARK| £2 HRTE

A5 PR} APAES niHE} v
F e qgse A% duusasd 9vE 419
T

S A s Fesl BeEE sl
g 5 glomz ofa A U wsEael i
& QA A A% A% Qo] 878
Aol ola) = 2y, melAElold 5 8 o] of
o &k},

Mo R

4.3 BE|XQ| H2 AesE/MFAe J2 BRTE

AR BIAEE a AFAE

o
ol

it
N
£
)
o
ol
e
e
1-0{!
)
it
oL,
o
2
—d
R
o 2
Mo x2
N2 42 4y M

sl dlell F7hdel mHo] A R3] %
golzt & 4 glome o=k Jnke] w3
A e AL frAlshs dzke] YFA o, 4
wEbA] eHE S4des Weke AEE vk

o

O
ol

4.4 BRI L2 WRAF/ADRC| £2 HRLE

ARAEE A Aol ol AP ol el 3
| 45 F Aunsany 9 g

z

2 AP Aup AR Esl 49
ofof sk oAakE a7 T FelEelel
7] <18l ArAst el 2FE Ao A%
T2 AAseh, $4 AW A7 Amsh Arrsa
HEjof AR7ke] QIEHE Eole] 357} GEoz
FHE sy 9% 2ee e 1
a7 A BesE A sl Au

Fu
(2 > A

2

i

3
ARAoE BEY & gt FEOR o
e}

T7F AL il 9o, HHREA

o 2 X 8

4 Lok 2 14
rO

Eo] Aol thaflA e ols|FAAPE R AJoldt <l
F& wolx glrt

B oAged EE3 Adte ARRIAMEET}

el olste] AgAlelx] A ojate] AR FAl

3171 9le Dok g3k AL zelr) AflF oz



ol

I

B} ARl At

References

Boannews, “Issue of information security
breach and certification... the growth of
information security market,” 23 Jan.
2014.

Digital Times, “Knowledge and in-
formation security consulting market to
grow,” 21 May 2014.

Yong-Kyum Kim, Woo-Seung Choi,
“‘Study on the taxonomy for knowl-
edge/skill about information security for
information education practical uti-
lization,” The Journal of Business
Education, 23(3), pp. 123-140, Oct. 2009.
Hye-Won Yoo,

“Considering information security pro-

Tae-Sung Kim,
fessionals career to analyze knowledge
and skills requirements,” Journal of the
Korea Institute of Information Security
and Cryptology, 19(4), pp. 77-89, Oct.
2009.

Hye-Won Yoo,
“Differences in perception of information

Tae-Sung Kim,
security knowledge and skills between
academia and industry,” Information
Systems Review, 11(2), pp. 113-129, Oct.
2009.

M.S. Lee, E.M. Trauth, D. Farwell,
“Critical skills and knowledge require-
ments of IS professionals: A joint aca-
demic industry/investigation,” MIS
Quarterly, 19(3), 313-340, Sep. 1995.
R.D. McLachlin, "Factors for consulting

engagement success,” Management
Decision, 37(5), 394-404, May 1999.
Hyo-Jung Jeon, Hye-Won Yoo, Tae-Sung
Kim, "Analysis on knowledge and skills
for information security professionals,’
Information Systems Review, 10(2), pp.
253-267, Oct. 2008.

Myung-Gil Choi, Se-Heon Kim “Analysis
of knowledge and skill for security pro-
fessionals,” Asia Pacific Journal of
Information Systems, 14(4), pp. 71-85,
Dec. 2004.

M. Rynning, “Successful consulting with
small and medium-sized vs large clients:
of the client?”
International Business Journal, 11(1),
47-60, Jan. 1992.

P.A. Todd, J.D. McKeen, and R.B.
Gallupe, "The evolution of IS job skills:
a content analysis of IS job advertise-
ments from 1970 to 1990,” MIS Quarterly,
19(1), 1-27, Mar. 1995.
National Competency
http://www.ncs.go.kr/
Job Korea, http://www.jobkorea.co.kr/
Worknet, http://www.work.go.kr/
Small Medium
Administration, Practitioners” Manual
for Information Security Consulting,
Dec. 2007.

L.M. Spencer, S.M. Spencer, Competence
at  Work  Models for  Superior
Performance, John Wiley & Sons, 1993.
A.D. Lucia, R. Lepsinger, The Art and
Competency  Models:
Pinpointing Critical Success Factors in

meeting the needs

Standards,

and Business

Science  of
an Organization, San Francisco
Jossey-Bass, 1999.

So Hyun Park, Kuk Hie Lee, “Consulting
competence of IT consultants: Perceived
differences between IT consultants and
business clients,” Information Systems
Review, 11(1), pp. 107-132, Apr. 2009.



AR H 535 =A (2016, 2) 235

(M X274

70 Al & (Se-Yun Kim) A3

20124 8%: FEuigtw FaAnn &4

20154 249 25 dsta AR5 7JF st} AA}
20154 3€~3A): Fello|ze] ARRTAMAE

(T HEep) ARBEIAAN AHPIAE AHHHITAE

72 & A (Tae-Sung Kim) 413}

19974 29: KAIST 4rgd7ed st wiap

1997 2€~20009 8Y: S=AAEAATFL ARFAV|EAGATFA AdAdT4
20054 19 ~2006% 29: Univ. of North Carolina at Charlotte W24
2010 74 ~2012« 7¥€: Arizona State University Hed+%

20004 9¥ ~dAA: FENER AdAREY v Y s} HobAMdEAAAET T
g, dubshe AR R s FYAG, VA EY ek At A 2 Ho)
A TRk FgEek el A, AN RIAEH 2 294

(A Eol) AREAT ARRF Fofe] 7o o AHA JAAA



