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ABSTRACT

Recently, as the widespread use of Facebook through a smartphone or tablet PC, it has increased the threat that contains the
malicious code to post a social attacks and comments that use personal information that has been published of Facebook. To
solve these problems, Facebook is, by providing a security function, but would like to address these threats, in setting the
security function, the security function of the user’s convenience is not considered a properly there is a problem that is not in
use. Thus, in this paper, on the basis of the information obtained via the cogTool, on Facebook security features, the user
experience by presenting a method that can be quantitatively measured by this, the user convenience It classifies about Facebook
security features to decrease.
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9 . Forgotten UserlD [—
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Fig. 1. GOMS modeling examples
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Table 2.Threats of SNS defined by ENISA

Center of Usability

Evaluation Method

Threats details

Inspection in
accordance with
certain design
guidelines

Developer, Evaluator

Heuristic Evaluation

Cognitive
Walkthrough

Inspection in
accordance with the
general design
guidelines

Evaluator

Personal profile collection
Secondary personal
information (utilization
time, the connection
position)
Weakening of anonymity
associated with the
development of face
recognition technology
Complete non-deletion of
information on the SNS

Privacy threats

Standard Inspection

Observation

User Questionnaire

Affinity Diagram

Interview

Netwgrk SNS spam
Security XSS, worms, viruses
Threats ’ ’
ID management Phishing using SNS (EX
authentication Spear Phishing)

threat ID theft and deodorization

Bvaluator, User Contextual inquiry

Pluralistic
walkthrough

Developer,
Evaluator, User

Cyber Stalking
Cyber Bullying
Industrial espionage

Social threats
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Personal profile collection % Whocanseemy stuff
Secondary personal
information
SNS spam Who can contact me
Who canlook me uy
XSS P
Who can add things to
Worms my timeline
Who can see things on
viruses my timeline
Linkabilty from Image Login Approvals
Metadata Tagging and
Cross-profile Images
ID theftand Login Alerts
deodorization
X Trusted Contacts
Cyber Stalking
) Block users
Cyber Bullying
How canI manage
Industrial espi tags people add and
ndustrial espionage tagging suggestions

Fig. 2. Facebook security classification
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15,104 PROCEDURAL
15,104 PROCEDURAL
15,104 PROCEDURAL
15,104 PROCEDURAL
15104 PROCEDURAL
16,104 PROCEDURAL

CONFLICT-RESOLUTION
PRODUCTION-SELECTED STOP-57
BUFFER-READ-ACTION GOAL
PRODUCTION-FIRED STOP-E7
MODULE-REQUEST GOAL
CLEAR-BUFFER GOAL

15,104 GOAL CREATE-NEW-BUFFER-CHUNK GOAL 134 STOP
16104 GODAL SET-BUFFER-CHUNK GOAL STOFO

15,104 PROCEDURAL CONFLICT-RESOLUTION

15,154 MOTOR INITIATION-COMPLETE MOYE-ID O

15,164 PROCEDURAL CONFLICT-RESOLUTION

15164 MOTOR OUTPUT-KEY #(28 2) MOVE-ID 0

16164 COGTOOL
15164 COGTOOL
16,164 PROCEDURAL
15,254 MOTOR
16,254 PROCEDURAL
16,664 COGTOOL
16664 COGTOOL

DEVICE-CLICK
START-SYSTEM-WAIT 0.5 "Wait"
CONFLICT-RESOLUTION
FAMISH-MOWVEMENT MOVE-ID O
CONFLICT-RESOLUTION
SYSTEM-WAIT-DONE "Wait" 0.5
END-SYSTEM-WAIT

16,664 VISION tove-attention-attended-loc "Widget 1 in Frame 8" ™
16,664 VISION PREPARE-EYE-MOVEMENT

16,664 VISION Preparation-complete TRGT10

15,664 PROCEDURAL COMFLICT-RESOLUTION

15,692 VISION Encoding-Complete WIDGET 1 IN FRAME 8-1-0
15632 VISION SET-BUFFER-CHUMK ¥ISUAL COGTOOL-BUTTOMNS
16,652 PROCEDURAL COMFLICT-RESOLUTION

16,734 VISION Complete-eye-movement TRGT10 #(1290 412}

el EEQCEDLIEA CONELCT-RBE=0L] TN .
[T Slopoed because no events leftio process I time

Fig. 3. simulation result
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Table 3. Importance and Coverage of security
attributes

Security .
Attribute importance Coverage
Everyone(1)
Friends of
Who can friends(2)
see my 1 .
stuff? Friends
Only(3)
Specific
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a

user(3)
Myself(4)
Everyone(1)
Who can 0 1 Friends of
contact me: friends(2)
Everyone(1)
Who can Friends of
look me 1 friends(2)
up? Friends
Only(3)
Who can Friends
add things 8 Only(3)
.to Ile Myself(4)
timeline?
Everyone(1)
Friends of
Who can friends(2)
see things 4 Friends
on my Only(3)
timeline? Specific
user(3)
Myself(4)
. It does not
Login
Alerts ! apply (1)
Apply(2)
. It does not
Login
Approvals ! apply (1)
Apply(2)
Trusted It does not
Contacts 4 apply(l)
Apply(2)
It does not
Block users 3 apply(1)
Apply(2)
Friends
Image Tag 1 Only(3)
Myself(4)
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Table 4. Efficiency values

Value

Efficiency Time

Step number
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EfficiencyE &A3}7] $18 84F Table 4.9 2 heuristic So] 9l

o] AAstoict. 2 EriMe oEd W F Web
Applications usability heuristic, Xerox 13
3.3.3 Satisfaction usability heuristic®] AFB2ES Fgsloic)
(10J(11]. Web  Applications  usability
Satisfaction 7|5 W7ol o] AA, Al heuristice 4 7]uke] 37} jakel 7o =83t
deel A4t Hakel, =i Al 22 ARt wHo] = ®  Facebookol|4] o] 7153} wsl

H EEE orgt(1). oleld WS ZAS 9 Xerox 13 usability heuristic= 10749

Nielsene]
shasholr),

i Jakob
evaluations

ol

Heuristic
Heuristic omn

Categoryell tigh A|%3E-<

X]ﬂ_E]/\EE 1:1]—.‘10—]
o]zt 279 whHS E3] Table 5.9 72

evaluation== 1071¢] & Category® =] ARz Ay 2ES FASCE o]F Table 5.
olov] b diatel web AeEe] $EA, = olgd WARAR  BE 47 g
Web Applications usability heuristic, Xerox SUS(System Usability Scale)& 14%¥ 5714
13 usability  heuristic, Information leutel A o g HFE Tl
Architecture heuristic, E-Commerce Satisfaction #=k3} s}
Table 5. Heuristic evaluation Checklist

Heuristic evaluation Check List (?E}g)

Visibility of system
status

It represents the state of the changed
set values and system?

Match between system
and the real world

Whether the description of the function
is used familiar words, phrases, and
concepts?

User control and
freedom

It is possible again to undo the
modified feature?

Consistency and
standards

Whether the position is equal to the
buttons on each page?

Terms of function has the consistency?

Satisfaction

Error prevention

Whether there is ambiguous menus and
commands to try to prevent user
confusion and error?

To prevent mistakes by providing a
predicted input value which is
previously?

In order to avoid a fatal error, and
offers a warning message at the time
of the change of important
information?

Recognition rather
than recall

Did you express the setting value in a
hierarchical structure?

It has been a clear visual division?

Flexibility and
efficiency of use

In order to provide a variety of
approaches, depending on the
specialty, the shortcut is provided?

To provide a bunch function of the
tasks that you frequently use?
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Heuristic evaluation Check List (?Hg)
Aesthetic and Is a simple UI desig.n?
minimalist design It offers a well-rounded picture of
harmony?
Warning messages are visually easily
Help users recognize distinggished?
. . . ' Whether the solution to the problem
Satisfaction diagnose, and recover
from errors has bfaen presented?
It was designed to allow error
recovery?
Help on the system, do you offer a
manual?
docllllilllénizgion Con'tents of help is n'ot ht}ge?
To provide to switch easily with help
function?
Table 6.2} 2},
V. o157+ 2ot
412 Efficiency =3
4.1 Facebook? HQt 7|15 HAE Al Usability
=5 cogTools o] & OH Het 7l AA A &axE
7t} step®] 7N4= Table 7.9} R}, =gt
H E=RA = Facebook? 7% & Bl 715 2% Time(T), Step N4E Step(S) & &
et 10709 7152 R8st 259 10709 e Helstder] Value(V)& A7 gkt S
71sol  W#l  Effectiveness,  Efficiency, M) Fom Aol
Satisfactions ZAs Het 75 AA A
Usability s A3} st Value (V) = Time (T) x Step(S)
4.1.1 Effectiveness =X Value (V)32 A1zt 3t Stepe] 7ol EE}EP |
o gko] AAY.  Efficiency value (E)& A7k
H =FoxE= Effectiveness® Z3A317] ¢35 B

(st 270 sl

O)F B3 thest 28 A1 Aojae)

ot 7154 F8%= Importance
Coverage (

Effectiveness Value (F) = Inportance (I) +

Coverage (C)

7)o

Effectiveness Value (F)9] %2 Table 3.2
7oz #9 AA JPAE2 Facebook AR
A= gl a7l W9l 2 AA e A
Az ZE2s A 1298 tite g Alge Al
AlERel. Sl dAEY HiE el 29.7TA=
Facebook?] AMg 717k H 3.4 sfwddie}.
HAF2ELS Y 27 gu oz FAEe] it} o]
= %3] Effectiveness Value (F) 7}

=

[e) = =
< EA3T

Table 6. Effectiveness of security attributes

. . Average
Security Attribute Fffectiveness

Who can see my stuff? 4.75

Who can contact me? 2.75

Who can look me up? 4.25
Who can add things to 8

my timeline?
Who can see things on
. . 6.5

my timeline?

Login Alerts 2.25
Login Approvals 2
Trusted Contacts 1.125

Block users 1

Image Tag 2
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Table 7. Time Value, Step of security function

Effici
Category Security Attribute Time(T) Step(S) Leeney
Value(E)
Who can see my
Stuff? 15.7 8 0.8
Privacy Settings Who can contact 105 5 99
and Tools me?
Who can look me 9.6 5 91
up?
Wh dd thi
. 0 can add Hngs | 4 4 5 21
Timeline and to my timeline?
Tagging Settings Who can §ee t'hlngs 114 6 15
on my timeline?
Login Alerts 15.4 6 1
Security Settin Login Approvals 22.5 9 0.4
ecurity we &8 Trusted Contacts 16.2 6 1
Image Tag 15.8 6 1.1
Manage Blocking Block users 8.2 3 4

I Stepd Mg AESFE Fol AAR=Z
Value(V) #3} Efficiency value (E)& 4k#

Al )

Efficiency Value (E) = x 100

Value (V)

o9} 7 A& A4 A Table 7.9 Az} 2ko]
Facebook X4} 71% 5 £I83 4}
7152 A% AEHeld A3 7AF
2L A7be] ﬁ\_ﬁ’ﬁll, Step M57F 7H4 AHglom
Efficiency Value (E) gte] 42 7} 27/ &%
gk wbde] Zel 591 AS A8E= Az
Step®] N47F 74 @skew Efficiency Value
(E) 3tel 0.42 7} 242 Az}t =&=9lc)

413 Satisfaction =H

Facebook Hgl 7]%
:3: ZA4357] S8 A 1298S Ak Ads

dAE. e UiAEY ST dole 29.TAIR
Facebook«] AR 717k FH 3.4 g},
AR P 47 6 o2 FAE] Qi) T
/\]64;(}.1:——-0—— ;H/\]—Oi T%_E] Eo]— 7] 97Hoﬂ EH{;H
Table 5. Heuristic evaluation AFZ|AEE &
3 Satisfactions ZA3}sic}. Satisfaction#ke

W= 1 ~5xfoleltt. Table 8. 2+ Btk 7% AR
o 3 Satisfactiond vFeRr}

Table 8. Satisfaction of security attributes

A
Security Attribute \feragej*
Satisfaction
Who can see my stuff? 2.8
Who can contact me? 3.7
Who can look me up? 3.7
Who can add things to
. . 3.7
my timeline?
Who can see things on
. . 3.5
my timeline?

Login Alerts 4.0
Login Approvals 2.2
Trusted Contacts 4.0

Block users 4.6

Image Tag 3.5
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