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Analysis and Countermeasure on RSA Algorithm Having High Attack
Complexity in Collision-Based Power Analysis Attack*
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ABSTRACT

It is known that power analysis is one of the most powerful attack in side channel analysis. Among power analysis single
trace attack is widely studied recently since it uses one power consumption trace to recover secret key of public cryptosystem.
Recently Sim et al. proposed new exponentiation algorithm for RSA cryptosystem with higher attack complexity to prevent
single trace attack. In this paper we analyze the vulnerability of exponentiation algorithm described by Sim et al. Sim et al.

applied message blinding and random exponentiation splitting method on Qt—ary for higher attack complexity. However we can
reveal private key using information exposed during pre-computation generation. Also we describe modified algorithm that
provides higher attack complexity on collision attack. Proposed algorithm minimized the reuse of value that are used during
exponentiation to provide security under single collision attack.
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Algorithm 1
Input : M, d=(d,_1d,_.--dy)

D)= (P, 1D, 9. By)y P, =1
RSA modulus n
Output : M'modn

I If M=1, return 1; if M=—1, return
1-2d,
II. Generate random nurrbers
RE{1,2,..,n—1}, v€{0,1,2,3}
III. $=1,8,=Rmodn, S,;, = R*modn
S, = MRmodn, S, = MR*modn
IV. For i=t—1 down to 1
4.1 §=8*modn
4.2 8= 5%8,45 04 +s, ,ymodn

5. Return 5% 8,45y, +1)modn

8 d(n)=(d, &, ,.0,), HAlel & =&, +1%
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Table 1 Precomputation value of
MR modn

d; b, Precomputation value

0 0 1

0 1 R

1 0 M

1 1 MR

Table 2. Precomputation value when using ®;

d; P, 51 Precomputation value
0 0 1 R

0 1 2 R®

1 0 1 MR

1 1 2 MR?
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numbers

ve{0,1,..,2W2— W—1},
—1

if M=—1, return
—1

random
d—r

4. Pre-computation

(d,—1d,—y-dly),
(@ 1By 5 Py)y By

SXSE e, vy +w, ymodn

© M*modn
1, return 1:
S"modn

Generate

LM d

Svee(wﬂ w = ‘S;JEB(iJrj) X Mmodn

4.1.1 S,q; = 7D L odn
4.2 For i=0 up to 2W*—2W by W

4.2.1 For =0 up to

4.2.1.1

If M
1—2d,
4.1 For 1=0 up to

2.

52 8

5158
6. Return§x Suﬂaufvlr’w&}.)w’k,.)mOd”

5. For i=k—1 down to 1

Algorithm 2
Input

&(n)

RSA modulus n
RE{1,2,...n—1},
r (t-length)
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Algorithm 3
Input : M, d=(d, d,_y-dy),

b(n) =(F,_®,_p-By)y, P,_, =1
RSA modulus n
Output : M?modn

1. If M=1, return 1; if M=—1, return
1—2d,
2. Generate random
R={1,2,...n—1}, 7r (t-length),
vE{0,1,...2 W~ W—1}
o €40,1,..., W—3}
3. Compute d=d—r
4. Pre-computation
4.1 i=0 up to W—3
41.1 Typ; =R 'modn

42 T'=R"?

numbers

4.3 i=— W up to 2W?—3W by W
4.3.1 7=0 up to W-3
43.1.1

Swrj+m = Tyay X T

4.3.2

5:7@(7:+21~1~*—2) =5xT '
4.3.3

5:7@(7:+21~1~*—1) = Sq;eel xT'
4.3.4

T'=T'XM

5. For i=k—1 down to 1
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5.2 8= 5X8 0w vi+
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