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ABSTRACT

In this paper, we present a security tool which called Digital Legal Seal. The Digital Legal Seal scans a barcode on a paper
and print it with the tag generated by Hash-based Message Authentication Code(HMAC) in text format on a display device. The
result of HMAC can be used for user authentication or secure message transmission on both online and offline. We examine not
only how the Digital Legal Seal can make up the weak points of security card and OTP (One Time Password), but also the
possibility of reducing the forgery of promissory note on offline.

Keywords: Authentication Protocol, Hash-based Message Authentication Code, Digital Legal Seal, Online Banking,
Promissory Note
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Fig. 1. The principles of TCRT5000. The
TCRT5000 classifies the black and white by
detecting reflection of infrared rays

Al 670e] obdE o ol A, 14709] YA =Y
A za=la 32KBe] ZA “1]4—‘1] ToE T
seH, USB 2E7} g7l wlitel USB Aol&s
o] gsllA AHFe| ot At ZEane] 7lgsich
(9). =3t Z=TAM HeJAAlA, ololgle] A= 2
< g5 AXYE 9 4= olFolk ko) &
glo] = AFEQE|YI(IoT, Internet of Things)
Hofol|A] Ho] AE-E= mdlo|t)

2.3 TCRT5000 MM

TCRT5000 A4 A=l A2
& 4 gl A9lAl AAZ, 2hele mebi £
shal Eelol el Alst WAL T
gk TCRT5000 AlA+«= sk
AL 3o ¢y a8y & %

A5, F5 AR,
A8} QlE Azl dAAA = 4709 trlE TA

=o] oleH(10).

TCRT5000 AlM& Fig. 1.3 #e] F2kgict.
Al s o] kel 10mm o]t 7ol 9=
Azl Melide watshd, 240 et Al
of Fels] 2 Aol AAste] Lol e AT
ot o, AbEo] A2Aolzhi Heide A9 wkat
S FskaL, Abeol fﬂ—“lc’l il X—MH% & Hbakst
=, o] AelE ol
o} o] dgellr= 5“°l°ﬂ &
Slste] CAE <3t TCRT5000 AAE 2ol
o}

2.4 HobB=

neplEst eejel WA w B oldald @
AR e shlaly] $18 wak Stols | do]

w0y 1234567890
EOB'»I: of weicE  RAg QEAMEUN BRUN BUSHT ABELC

- 0460 /5095 8985

aaoa ] 375594793697!6a4
17246 5930 7157 . 5628
6975 3670 9816 4841 3873
3919 3301 5937 6425 6212
8087 9442 3578 00_00

SAMPLE

* ¥ i BRoY SRS SE

gg | FME (HEXE : 1500-8

Fig. 2. The security card used in online
banking

upeh vhEARE BE 104k dsiwEel 421919
W3 3007HR o] F1A itk Fig. 2.).

Hepee] oilmlse ARSARE Holhed 101

2 dAddFe 9 shvl, 4xele] WE 3070=
Hob7tee] demie} Heble W AA daE S
off ofaf Ao} efal WA B]lo -5 i
uj 2o]A| =},

HOIES AgsEd 94 AR
off Whiste] diwlelSE Td welbvl=g iEe
ot ol F 23 Siafo] el Rslste] ‘%%%% i
7h=e] deliWlgel el By gk B
% gnhd Qe v AdE ¢
= Atk ARSARE SERel AR 74]4
o AnIAE o] 83 df FellsAe} AR vl
Rk ope}t afrale el mHal 10&7}
o]-83e=M nldy 7%'41% A% ARAE Q1SS
gt o oA =2

31| vk iow}_—«] tﬂz FAE] gloewmz A
ARk 2y, 7127, uEE S 34S SR
22 ¢ en, ARk FoE Qldh AR
AAe) FFsstebe nak Horge] sleh. Wak ohe)
714 (Phishing), =% (Pharming) 2Ael =%
FHofslod (2] Hot 7h=F o83 viv <% Ve
& h »u e A% ke FrbEw o

A4 e

5
Ex i

Iy md_

4> o (2

2.5 23| HILHS

3)-g v]"WE(OTP, One Time Password)
9A F7lvke Asge] waEE AAsle] Q)
’% ‘]'*‘E HS ]' D}_i EOHS]_ H]UTH‘IE,,] H]——‘?—ZJ
207 93 Bl FHekAS AT & gle ol

tho|th, OTPE Bebl=xr} &8 539 vy

rlr

4 2 ofy

R 01N



348 A S

1234567890

i

Fig. 3. The OTP generator used in online
banking
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Line check cells
Data cells

: T

Fig. 5. Example of barcode consists of Line
check cells and Data cells also user can scan
this barcode lengthwise by using digital legal
seal
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Fig. 6. Start/end signals for scanning

Scan
direction

v

)
ru:
= R,
)
rlo
)
o
il

& . Fig. 5.9

5 es vans susd, 01 o) uhaee

(<

= AT 5 =S A weba A
golel ® Wk AL A3t T AT =
gk, t)A e Qlzte] dlolE]e] Alxtmt B&
g3] QAld 4 glEE nlmee] Al 9 3%}

|9 3%< Fig. 6.3} 7o) AAsct &, vA
7} 11111111, 10111111,

B
2_
2 YA Agew selF was delesl W
vl
a
%

ré

iy,

Table 1. ASCIl code and binary data about
integer and character

Int, Char ASCII code Binary data
0~9 48~57 110000~111001
a~z 97~122 1100001 ~1111010
A~Z 65~90 1000001 ~1011010

100111112 A%H™ 2 o5 vl =4 dolH®
wobSelx 11100111, 11110111, 11111111e]
A% 02 258 Hlele7t BF e sigivka 2
gt

272 wpae F AR} & AR she Pr—“';r%
AeJstH AA deolee 2158 vlZE® 3
A WA AL dolg] WA 74x] Aojmn=E _"E_E_EL_E]-
JellH A4 47 & Aol BAT 5 ole ol gl
Alo18l= 147bite] W9l W2 xdd 5 vt

ojo] A} 522= Table 1.3} Zo] TH|E o]
We) okrvlmER FE AFsele GE SAR 7
B3 olah dloleld Mhmse Fa el o
BAE ojar|FER MBI, o]F o4 W
-;s],oq 1o]tn] 73%1}4 Mli Oo]t‘r:]_ _%{]_1_114 x‘j_li F33l
o MEe] FY e AR 4k AT
el oiv] Sl delEE 4 21344 &
WG] A% eulER s
slorm Al dolele] £

o

Y& opsdrhd $ARR THR dele: 2432
A E EQ APseh, $Ash GEe EFae] &
A 192743t 9E 42449 £99 deleE 5
7hsetet.

3.2 CIXE o1zl 74 24

YAE elzke Fig. 5.9 2 ulz=g ~708)
o mizErl owlEh= dlolele} 1 dlolEle] o3
AAE HMACY ®H2E Y85+ =7o|th ¢
AY Qlzte] Z2EERGE opfo|kx $kx 8719
TCRT5000 A4, 1602 LCD, 2719 400& x4
ERx 9V w2 FAE 9t

Fig. 7.2 tAd Qe A %oy, % B
Ewoo HzkE 8719l TCRT5000 AAELS 8x27
o] nlzEEE A2 "o A% 4 9}4. gt
dole= obfel 2 AFE) oAd <
HMACS 1% vl¥71E 7HAa dva 713
tAE Qlzke AE do|HE A} e i

o]
71:}-‘\?

b}
o7



350 HAA AF

Bk}

il

Ad <lzt

Fig. 7. Setup of our digital legal seal
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Fig. 8. Real setup of our digital legal seal
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Fig. 9. Scanning method. Scanning digital legal
seal from the start to end of barcode
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User Bank Server Bank Database —(‘?}E]‘
input Name, Account, N A N
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if(User HMAC == Bank HMAC) {
REMITTANCE();

Jelse {
ERROR();

}

Fig. 13. The process of online banking transfer
using digital legal seal

Fig. 14. The applying of digital legal seal on
online banking
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