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to Identify a Source of the SmartPhone JPEG Image File*
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ABSTRACT

As taking pictures by using smartphones has become more common in society, there are many incidents which are
unexpected manipulation of images and leak of confidential information. Because of those incidents, demands that identify
forgeryjalteration of image file and proves of the original copy is constantly increasing. In general, smartphone saves image file
as JPEG form and it has DQT which determines a compression rate of image in a header part of image. There is also DQT
in Thumbnail image which inside of JPEG. In previous research, it identified a smartphone which take image by only using
DQT, However, the research has low accuracy to identify the devices. There are two main purposes in this research. First, this
research will analogize a smartphone and an application that takes a picture, edits and save an image file by testing not only
about a DQT information but also a information of Thumbnail image. Second, the research will build a database of DQT and
Thumbnail information in JPEG file to find more accurate image file’s origin.
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Fig. 1. DQT (define quantization table)
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Table 1. DQT form of image which has taken by the default camera application
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Model Software Version DQT
SPH-W4700 BC27 Type 1
SHV-E160K E160KKKJNB3 Type 2
SHV-E160K E160KKKJMC3 Type 2
SHW-M250K M250KK Type 2
SHW-M340S M340S.FH27.2302 Type 2
SHV-E210K E210KKKJMK1 Type 3
SHV-E210K E210KKKUGNA3 Type 4
SHV-E250S E250SKSUENA1 Type 4
SHV-E300S E300SKSUENA2 Type 5
SHV-E330S E330SKSUAMFO Type 6
SHW-M2408 M240S.TG18.1108 Type 7

LG-F240s F240s10z Type 9
LH8000 LH800909 Type 10
iPhone 5 i0S 7.1 Type 11
iPhone 5s i0S 7.1 Type 11
iPhone 5 iOS 8.1 Type 12
iPhone 5s iOS 8.1 Type 12
iPhone 6 iOS 8.1 Type 12
IM-A8303 50214130 Type 13
IM-A840S S0215216 Type 14
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Table 2. Thumbnail DQT and DQT form of image which has taken by the default camera application

Model Software Version Thu?n%iaeillmll)QT Note
SPH-W4700 BC27 Type 1 Unique
SHV-E160K E160KKKJNB3 Type 2 Unique
SHV-E160K E160KKKJMC3 Type 3 Unique
SHW-M250K M250KK Type 4 Unique
SHW-M340S M340S.FH27.2302 Type 5 Unique
SHV-E210K E210KKKJMK1 Type 6 Unique
SHV-E210K E210KKKUGNA3 Type 7 Unique
SHV-E2508 E250SKSUENA1 Type 8 Unique
SHV-E300S E300SKSUENA2 Type 9 Unique
SHV-E330S E330SKSUAMFO Type 10 Unique
SHW-M240S M240S.TG18.1108 Type 11 Unique

LG-F240s F240s10z Type 12 Unique
LH8000 LH800909 Type 13 Unique
iPhone 5 i0OS 7.1 Type 14 Non Unique
iPhone 5s iOS 7.1 Type 14 Non Unique
iPhone 5 iOS 8.1 Type 15 Non Unique
iPhone 5s i0S 8.1 Type 15 Non Unique
iPhone 6 iOS 8.1 Type 15 Non Unique
IM-A830S S0214130 Type 16 Unique
IM-A840S S0215216 Type 17 Unique
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Table 3. DQT form of images that has taken and saved from the third party application

Model Facebook KakaoTalk Naver Line |Pudding Camera| Photo Wonder
SHV-E2508 Type 1 Type 3 Type 5 Type 7 Type 9
SHV-E300S Type 1 Type 3 Type 5 Type 7 Type 9
SHV-E330S Type 1 Type 3 Type 5 Type 7 Type 9
SHW-M250K Type 1 Type 3 Type 5 Type 7 Type 9
SHW-M340S Type 1 Type 3 Type 5 Type 7 Type 9

LG-F240s Type 1 Type 3 Type 5 Type 7 Type 9
LHS8000 Type 1 Type 3 Type 5 Type 7 Type 9
iPhone 5 Type 2 Type 4 Type 6 Type 8 Type 10
iPhone 6 Type 2 Type 4 Type 6 Type 8 Type 10
IM-A830S Type 1 Type 3 Type 5 Type 7 Type 9
IM-A840S Type 1 Type 3 Type 5 Type 7 Type 9

Table 4. Thumbnail DQT DQT form of images that has taken and saved from the third party application

Model Facebook KakaoTalk Naver Line Pudding Photo Wonder
Camera
SHV-E2508 Type 1 Type 1 Type 1 Type 1 Type 1
SHV-E300S Type 2 Type 2 Type 2 Type 2 Type 2
SHV-E330S Type 3 Type 3 Type 3 Type 3 Type 3
SHW-M250K Type 4 Type 4 Type 4 Type 4 Type 4
SHW-M340S Type 5 Type 5 Type 5 Type 5 Type 5
LG-F240s Type 6 Type 6 Type 6 Type 6 Type 6
LHS&000 Type 7 Type 7 Type 7 Type 7 Type 7
iPhone 5 Type 8 Type 8 Type 8 Type 8 Type 8
iPhone 6 Type 8 Type 8 Type 8 Type 8 Type 8
IM-A830S Type 9 Type 9 Type 9 Type 9 Type 9
IM-A840S Type 9 Type 9 Type 9 Type 9 Type 9
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Fig. 2. Flowchart to identify a source of JPEG
Image
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Fig. 6. Tool to identify a source of JPEG Image
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