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The Proactive Threat Protection Method from Predicting Resignation
Throughout DRM Log Analysis and Monitor
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ABSTRACT

Most companies are willing to spend money on security systems such as DRM, Mail filtering, DLP, USB blocking, etc., for
data leakage prevention. However, in many cases, it is difficult that legal team take action for data case because usually the
company recognized that after the employee had left. Therefore perceiving one’s resignation before the action and building up
adequate response process are very important. Throughout analyzing DRM log which records every single file’s changes related
with user’s behavior, the company can predict one’s resignation and prevent data leakage before those happen. This study
suggests how to prevent for the damage from leaked confidential information throughout building the DRM monitoring process
which can predict employee’s resignation.
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Fig. 3. monitoring period and detection count

for 14 retired employees
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Fig. 4. Detection rate for working employees
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Table 3. Simulation result of retired employees

Last Start date . .
# of N Resignation
Name e . monitoring of last etc,
Monitoring . L. date
duration(day) | monitoring

Emp.1 5 103 2010-12-21 2011-04-03

Emp.2 4 45 2010-10-21 2010-12-06

Emp.3 4 93 2011-02-16 2011-05-20
Detects in 2011-04-26

Emp.4 3 8 2011-06-21 2011-06-29 (64days before)

Emp.5 6 37 2011-05-23 2011-06-29

Emp.6 4 37 2011-04-13 2011-05-20

Emp.7 3 41 2011-05-26 2011-07-06

Emp.8 3 181 2010-10-15 2011-02-10

Emp.9 2 122 2010-12-03 | 2011-04-04 | nds monitoring before 15
days of resignation

Emp.10 3 71 2010-07-19 2010-09-28

Emp.11 4 115 2011-01-24 | 2011-05-19 | nds monitoring before 15
days of resignation

Emp.12 4 55 2010-11-23 2011-01-17

Emp.13 2 33 2010-09-15 2010-10-18

Emp.14 3 84 2010-12-17 2011-03-11
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