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ABSTRACT

As the number of malware has been increased, it is necessary to analyze malware rapidly against cyber attack. Additionally,
Dynamic malware analysis has been widely studied to overcome the limitation of static analysis such as packing and obfuscation,
but still has a problem of exploring multiple execution path. Previous works for exploring multiple execution path have several
problems that it requires much time to analyze and resource for preparing analysis environment. In this paper, we proposed
efficient exploring approach for multiple execution path in a single analysis environment by pipelining processes and showed
the improvement of speed by 29% in 2-core and 70% in 4-core through experiment.

Keywords: Malware, Dynamic Malware Analysis, Multiple Execution

Received(01. 18. 2016), Modified(1st: 03. 21. 2016 ), 101-15-1293,t}F=4a~ dlo|e2] Long-term History
Accepted(04. 11. 2015) HA7ME Alolw] BAFA ol 2 F32] )&l
R =TS 20169% AN o] Aoz A t 342}, kcats@etri.re kr

HEA7]EREAE Q] 2|18 ol =35 o33 (No.BO ¥ WAIA A}, daesung@etri.re.kr(Corresponding author)



T
an
1

.

T

I+

A

]

2~
T

3}
=

of 2ksle] @nlE s

=1

i th 2ol FAEe] Sieh. 274

1 o

°

Pl
)

B
=

2o uje}
of Gt 7]
317] 938 2

),

3

wgol AYE ol

L

EEIEE EL ST

378

M

e
AHETFE o gahA A
REPORTel|

TR T TOW oM Re o P Lo
O R R e N S
W B W N =T EH
0 .o ~n To R ,dl O
MM‘LI X KF = X7 — HT_MK
WO W ? A R of B >
o L o
T T Mg H il B
Boam g © LR SORIEE A g
<M A %o X r
o o ey %Lﬂm1twm£1%w_m 2
o = or T No 7 a
TR O oy T 8l . M — - o
q‘xlmuulil.o ﬂlxo‘l‘._.oZ]rLl‘olL
03 .EEZ 3 O XU = B .
o P g 0 o T e o @
~ IO O 0
ol oo o FEB R g A
)
B o RN e
— — )
FEETE TR o gy B P
N ‘UI HTA E_lA_l.mﬂ‘.rﬁ;oLEEdl
o e G E WP 0 e B
] A & L <
SELOT g REyERER LT
b3 T
g T Hr Tl I G B
T o o upR T T X ep
3 M M Bl M pEwsewxo YT
ST @l R T AT R PRT
TR T T P B - Nl Gl
o T X T T = TR W
T W R R T P W R E ) o WA WT T Y
2 T B F o W oy TR e = W) oM R W o o M
ibaﬁﬂa N o oo B O g o w R R @R
of 'g 1 RN g ¥ ooF R YT MmNy 5 S HE YA
T2 mﬂﬂ%ﬂoan.Hfﬂoxw‘_%iﬂanﬂM_/%ﬂzqrﬂr%
HET LN R TR T2 ST AT RHT N
GG I BT~ 7Eﬂm_¢mwﬁ01zmw1ﬂmwumuimﬂ_ur1uﬂ
e —— gy
Eomu\%ourwoi?%ﬂ'ﬂ'v@}ﬂ7ﬂwo1mhnua7ﬂoﬂ1_7.3zaoo
ﬂ%ﬁ] oaﬂo}f_ﬂEWMmacﬂnﬂ_.of%ebeﬁeﬂagnmo.ﬂE.TfE
.— —_—
T T B P E e g E e 2T M d
o, T o oo S =2 9o WO o T A
— [yl L|<L 2 o xom
S~ owmlafﬂoﬂt,AUALtL m o n il ~r
W 5T = o BN T o g5 T S M T R o W
~o < W — = <° L =o OHT,LIJICb]_l J.HJIXL )
Pl R W ETC N BT Ry 2 B R E L TN
— .= ) T o= N 0 mo O pk T N B 0
R ET IR Ll el ped TR T D T
R A B o AR i ol W I G
oy W D Sk ua_a%clxiato B S U H o N
& S eI TRy o m R SELEESHwls s
T owr Z nﬂurhoa:.* s} = W oW o XD or A &
o T M S TGS RGOS N o EH iU iy
—_ = I ™ o ~r —_— —
e Py oW E L T ow < ,Ur£o1re€o O P o o
J— ] — —
l_-HprLMﬂmMmmiwﬂoﬂoﬁwmuwtﬁLctz?mwr‘_HEwE\;]oMﬂE_;7.lﬂaml
TR N SR Ly TW g H SN g MR g Ty
~~
lolrﬂﬂom%ﬂ.%%Hi%ﬂwm@ﬁ@gm_;ﬁmﬁ%u
K TSP T TTTE T ogx oo NI wH

behavior

malicious

behavior

benign

Fig. 1. VM Evasion Malware

For) diel, SlskRd o 2t



AHH 53374 (2016. 4) 379

VMware 3404 Agjghtdd, 4= 1(path 1)9] °°ﬂxﬂxﬂ olplAl= o9, jdkWA T3 22 A=
AaFayeut S5 s =l EdolE of2A AdAste] vy Z2b B4 3 A
olHH A FErt 271 ulet ok 9 E et °W—-J} AHEEE A2EEE ZUERE] 9]
U oo T A Rk ke BAss Al E e z 2yl (behavior profile)S A3t}
317] $lsl M Fzee) nE APAH2E B S 9) Alggtgo] el o} Y9E s MHI=E
= 3ol a3t} B =l dAZEl] o 43871 98 Kirat(8)# Lindorfer(9)& th9
AR A g 7|E Q75 A3 A TS FRleE ¥ 7 3l A FZ=E A
glolE ¥4 (taint analysis)®] AH:- 45 7|2 et
2 olufle} o] AR EF3IsiTh
2.2 HIPIE 2 7|0t Eh
-t B3 7)ak gAY
- HQE BA sul g Moser(10)9} Peng(11]-& = #4344 €]
- HQE B4 sul 24 2x3b el E YL T AT 2r]sHe e AR R
E FAshs whS Ak E/lE $4E A H Y
2.1 Ci5 BA8HA 7|8 et B35S FAsh ol T wioie 3 A=
o] g7b FwHon e AR F(path
Kirat(8)< 743} (virtualization), ol E#o]Ad explosion)& e £%2 A= 9v}(12).
(emulation), 3ste]#jule]# (hypervisor), L&l Fig.2.+= HIIE &4 7]k &t 3kt 7|E A+
AlAl PC(bare-metal) 9} #Fo] A2 t}& 471+ o 5 AWdd Fig.2.9 AdgdeA 3718 2]
ARe FMFFNA JHZ=E A} bare- (B#1 ~ B#3)7} £A15}7] wiiell A€l D7HA] 47F
metal #4373 ol A EFE AA3HA] %= A o] AYARE /A, OFE @= S £4E 9
s Yrislrz I =e P95 FEI7] 6 i Moser[lOJt 71E b sk
disk level¥} network level?] 8¢ Z23}d-& A ( |&3te] ErlolA EarEl
gt} disk level®l = 442 AA; FAlelA = (CPU, UﬂF—E] T)E AL, sl A E
egzre] Mg /3 WskE o|n|skal network o gk o] Fubw A |2 B sle] Ags}
level®] 39]= °W”‘:7} Bull= iZlE ovlgict A & ARE s S Ak & A
Lindorfer(9)= U HPHa 2 AA o]v] ARZ Gty ZR e 28 W (exit) S W
A% zgsly 47}],] FA3A A IS Al A = Fig.2.(a)e] AR 7] A sk A
ok 2UEy S anubiset driver® WA, BE B (rollback)sle] o} APAH2E s

]
G G

(a) Moser's Approach ( ) Peng’s Approach (

Fig. 2. Sequential Exploring Multiple Exeuction Path
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Table 2. External Input in Instructions Level

category instruction example
call call, int 2E, sysenter
mov mov with fs
etc in, out, rdtsc, etc

[ Explorers3 ] [ Explnt;er%‘Q ] [ Exp1.orer_—_1 ]

Explorers1

A B C D

| Report#l I | Report#3 I | Report#2 I | Report#4 I

Fig. 3. Overview of Proposed Exploring
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Table 3. Detection of Proposed method

object detection
string process name
drivers
API class_name
registry
cpu_core
instruction cpuid
vmx

O|O|0|O|O|O|=

4.1 CIEAMHAZ M J|s

Table 3.2 vSAPAZ HAARE Fals)y]
A8 Sudeep(17]o] A3t 87119 7143
sy & Fgde] sbsd THE dEhE, ol E
B el 2A A RlaL, APIY] A, HH
o] A3 EF3iolct HAE d2 Windows 7
Enterprise SP1el4 Visual Studio Express
201322 #Auladl =g}

Table 3.9 A3}& sl APIS} ®#ole] A=
Z7159] HlE35y) o] ehAlela A 7te] ATt
ALY A4E BE Z2A2Y oL A shy
A v wsl7] wfitol] Bl2~E A|ZHAIZH(10+) Wil st
g3 Eshe #A7E slsdeh

Fig.h.(a)= A dF3 T 3 5
vmci.sys, vmxnet.sys 53 o] VMware9}t
VirtualBox® guest OSelA Algsl= =fo]H
o] ERofH-5 Fesle] FMFEES 353k x|
t}.

Fig.5.(b) Fig5h.(a)9 IF+s  ©¥A
(Ollydbg) & o]43le oJAEs] Z=2 et Wi 7
o}, %—‘i‘—ﬁ TAHE =] F4, opcode, ©f
ALee], 48 gwlgt}t. F4 0x13C17FBel ¢
A& W3e] "JE SHORT 0x13C1822= =z}oln

1 1 drivers_check(){

2 har buffEr‘[zb:];

3 r *basedir="c: _r'd:u.\es"s','ste 32\\drivers\\";

4 r dr‘luer names[] "y mc_.s,-s rmhgfs sys","-fmmmse.sys",
s "vmusbmouse . sys”, "vmx_sv ga sys","vaxnet.sys", "VBoxMouse.sys"};
T i 8){

B memset(buffer,'\@',256);

] strepy(buffer, basedir);

i@ i (4135

11 if(GetFileAttributes(buffer) != INVALID_FILE_ATTRIBUTES){
12 printf("Found driver: %s\n",driver_names[i]);

13 }

14 1%+

15 }

16 | return;

17 | }

(a) C code

[+2080) jecc address : 0x013c17fb instrcution ——> jz OxI3¢1822
[+2080] jec address : (x000117fb  time : 2015-10-15 13:31:14.850000
013¢1840 : call Ox13c10bd

013c184f : call Ox13c102d

013¢185% : call Ox13¢118b

013c1940 : call Ox13c118b

here is tainted 013c23ec : mov [0x13c9138] ,eax

013c2400 : call [Ox13cal3c] MSYCRIZ20Dlexit

end time: 2015-10-15 13:31:15.006000

spend time @ 0:00:01.014000

branch address: 117fb T

(a) Explorer#1

enecution pith-2xt - S

TEEH BEE AN0 2V SEEMH

[+4304]) jec address : 0x013c17fb 1nstrcut|0n > jz 0x13c1822

41 44 L AN AT EL ' = 1010 IE-‘ 13 -J‘ |j Bqam

[0x13cal5e] MSVCR120DIpr intf
icl Uxiac

013c1840 call 0x13c10bd

013c184f © call Ox13c102d

013c185% : call Ox13c118b

013c1940 @ call 0x13c118b

here is tainted 013c23ec : mov [0x13c9138] ,eax

0132400 © call [0x13cal3e] MSVCR12001exit

end time: 2015-10-15 13:31:15.927000

spend time : 0:00:00.993000

branch address: 117fb F

call

(b) Explorer#2

Fig. 6 Report of Explorers

o &EAl 5ol wet oy 4 0x13C17FDe}
0x13C11822% 3h}= A=z A3},

Fig.6. Fig.5.9] HAE Z2a3& B =¥
A Alekel wbgeg  Addt AxE uehdd,
Explorer#13} Explorer#29 3% $4xE Ho
k. DLLW9 345 AMshe Afele e
DLL® &9 ol&% M RHoFes s I3
T o 4 A wAEte]  3lE  branch
address© ZEfo|HE Falsts ol od A=
e 2|2 Al ¥ v 2r)E depdd T
o} FE 5ol A2 o2 AZE =380 e
2=

Fig.6.(a)®} 2= Fig.6.(b)oll&=

b=

printf&<7}

+as e
E8_43FIFFFF cALL @15C1188
§3FE FF CHP_ERY, <1

| 5578 o U S —— ;

oy :m:w:m FTR $5:(EBF=-148]
HOU ECH, DWORD PTR $5:(EANS44EBP-13C)

TEFT
BEES BBFEFFFF

SEECES CAFEFFFF
51 PUSH ECX

;
:

T D13C6634

o PTR DS5:[13CAISC)
ESP

2118 :
, DWORD PTR $S:(EBP-148] rrere=r
TR 551 [EEP-148), ERX

&8 34683001
FF15 SCAL3CA1
& 03

g

4}
H

238
B0

g

3
z
Faes
:

i

Bi3Cie31|~LEY
TEA T ]

28

(b) assembly code

Fig. 5. Detection Code of Guest OS's Drivers
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Table 4. Efficiency of Proposed Exploring

analysis time(sec)

i Proposed

core A. Moser F. Peng Method
4 8.17 18.82 10.10
2 9.23 17.84 19.12
1 7.73 14.66 27.61
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Table 5. Exploring time of different path

positio analysis time(sec)
n
of A. Moser F. Peng

sleep

Proposed
Method

first

18.01 30.96 10.52
node

last 17.16 31.04 19.91

node
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