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ABSTRACT

Smart grid systems can be real-time information exchange between suppliers and consumers, and provides a lot of
convenience. However, the risk to the user’s personal information exposure is ever-present. Depending on the characteristic of
the smart grid environment, there is a threat of the disclosure of personal information based on the personal information
life-cycle, and can also be exposed a variety of information based on energy consumption pattern analysis. In this paper, we
analyze the existing privacy act in the smart grid and propose improvements for the existing directive.
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Table 1. Classification of Privacy

Category Contents
Personal The direct or indirect
Information personal information
The right to control the
Personal . .
. personal integrity of the
Privacy
body
Behavioral The right for the behavior
Information is not shared
The right to communicate
Personal . .
L. without monitoring or
Communication .
audit
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Table 2. Comparison of Privacy Legislation

Category EU Uus Korea

Regulation Legal Restrictive Legal
Type General Individual General
Violation Criminal Civil Criminal
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Table 3. Examples of Personal Information(5)

Item Examples
Name The name of user
Address Where the services provided
Smart Meter Daily, monthly
Reading energy consumption
Finance Arrears, unpaid charge
Life Cycle Hour of rinsing, bedtime,
used appliances
IP address
Identifi :
entrier network Identifier
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