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Effect of Information Security Incident on Outcome of Investment by Type
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ABSTRACT

As IT environment has changed, paths of information security in financial environment which is based on IT have become
more diverse and damage caused by information leakage has been more serious. Among security incidents, personal information
leakage incident is liable to give the greatest damage. Personal information leakage incident is more serious than any other types
of information leakage incidents in that it may lead to secondary damage. The purpose of this study is to find how much
personal information leakage incident influences corporate value by analyzing 21 cases of personal information leakage incident
for the last 15 years 1,899 listing firm through case research method and inferring investors’ response of to personal information
leakage incident surveying a change in transaction before and after personal information leakage incident. This study made a
quantitative analysis of what influence personal information leakage incident has on outcome of investment by types of investors
by classifying types of investors into foreign investors, private investors and institutional investors. This study is significant in
that it helps improve awareness of importance of personal information security by providing data that personal information
leakage incident can have a significant influence on outcome of investment as well as corporate value in Korea stock market.
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Table 1. 2014 Information Security Issues 10

Leakage of customer information in credit card
companies and telecom companies

2 | Personal information normalization measure

Cyber attack attempt about Korea
Hydro&Nuclear power Co.,LTD

4 | Prohibit resident registration number gathering

Information threat of Windows XP technical
assistance conclusion

Internet of things information protection
issue&Road-map statement

7 | Mobile malignant APP evolution

SMS phishing,Phishing, Pharming attack threat
increasing

Secure security issue of electronic commerce
mitigation of regulation

Information protection manpower cultivation,

10 . .
Recruit system improvement.
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Table 2. Results of the survey of 21 sample of
Personal Information Leakage Incident
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YEAR KOSPI
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Table 3. Stock  Reaction of  Personal

Information Leakage Incident(-5,5)

AR t-statistic CAR t-statistic
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0 -1.478 ~ -2.795 -~
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3 0.118 -0.330
(0.262) (=0.735)

4 0.107 -0.223
(0.135) (-0.282)

5 -0.115 -0.338
(-0.244) (-0.720)
-0.954 s

5.0 | g
-0.461 .
(1.5 | 2188)

T-statistic is significant at the **1% level,
T-statistic is significant at the *5% level.

g
(unit: %)
Stock Reaction of Personal Information Leakage Incident(-5+5)
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Fig. 1. Stock Reaction of Personal Information
Leakage Incident(-5,5) (CAAR)
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Table 4. Personal Information Leakage Incident Table 5, Table 6, Table 7 /NARFZ
Before &After bdays Abnormal Trading Volume Al AE 5ol Ele] Expalgde] wmE 7|7
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o] ¥ =R~ () 3 a3l zlol= o
-4 -0.065(-3.967) o il Ef— ;’]j“l—\_'—::H/\ ]) S 7]’ TERSE X]— ]E X 1
= s &3l & U
3 0.186(2.140) . As el & 5 ol
-2 0.351(3.710) t Table 5. Personal Information Leakage Incident
-1 0.725(9.302) e Before &After bdays Foreign Investor Cumulative
0 0.683(4.102) e Net Buy(Sell) Ratio
1 0.397(2.427) * NIT | t-statistic | CNIT | t-statistic
2 0.209(1.654) 5 -0.017 -0.017
3 0.272(2.734) . ('%108107) ('10'10%01)
4 0.196(1.683) ] (0.987) (0.028)
5 0.039(2.315) * -3 (0032%7) (003%017)
(-5,-1) 0.228(1.654) -9 0.014 0.021 .
(1.5) 0.222(1.654) HLopd ALY
-1 . . [T
T-statistic is significant at the **1% level, (1(')5552 (50'3053%)
T-statistic is significant at the *5% level. 0 0 635) 2 920) *
1 0.056 0.093
0% 09
Abnormal Trading Volume(-5,+5) 2 (1.647) (6.198)
o 3 -0.009 0.118 .
.. (-0.775) (10.150)
" 4 0.031 0.149 .
. (1.090) (5.197)
5 0.013 0.162 -
2 (0.788) (10.013)
01 0.008
) — ! i ] 51 (0.62)
01 0.130 .
’ (1.5 | (4525

Fig. 2. Personal Information Leakage Incident
Before &After bdays Abnormal Trading Volume
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T-statistic is significant at the **1% level,
T-statistic is significant at the *5% level.

Table 6. Personal Information Leakage Incident
Before & After bdays Individual Investor Cumulative
Net Buy(Sell) Ratio

NIT t-statistic CNIT |t-statistic

5 -0.071 -0.071
(-1.666) (-1.666)

" -0.020 -0.091 -
(-1.093) (-4.920)

3 -0.035 -0.126 .
(-0.779) (-2.816)

" -0.004 -0.129 -
(-0.159) (-5.472)

4 -0.020 -0.150 s
(-0.720) (-5.344)
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o

NIT t-statistic CNIT |t-statistic

0 0.006 -0.144 .
(0.196) (-4.641)

) -0.055 -0.198 .
(-0.910) (-3.305)

9 -0.112 -0.310 e
(-1.717) (-4.755)

s 0.009 -0.301 o
(0.655) (-22.092)

4 -0.164 -0.465 .
(-1.232) (-3.498)

5 -0.030 -0.495 -
(-1.597) (-26.176)
-0.113 -

5D 1 (3.602)

-0.354 v

19 | 6.088)

T-statistic is significant at the **1% level,
T-statistic is significant at the *5% level.

Table 7. Personal Information Leakage Incident
Before & After bdays Institution Investor Cumulative
Net Buy(Sell) Ratio
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