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ABSTRACT

Nowadays the importance of information security has been increased because there are many benefits and threats like
information leakage caused by rapid growth of information technology. It is important to apply technical solution, however
enhancing security capability is more important to respond evolving security threats. Information security education is one of
typical way to enhance security capability and there are various efforts at the dimension of nation, company and academic
community. However it is required to analyze previous research until now and derive future research direction for long-term
development plan. In this study, we analyzed a publication status about 177 papers related to information security, training and
awareness from 4 foreign journals and 2 Korean journals. Additionally, we analyzed in detail about 70 papers related to
information security education. As a result, the most part of study is about curriculum, and in the future, it is required to expand
educational area as well as study about effectiveness measurement of information security education by experimental research.
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Table 1. Publication Status

Category Education Training Awareness Sum
Computer Fraud & Security 5 3 5 13
Computer & Security 2 11 27 40
Information Management & Computer Security 9 6 19 34
IEEE Security & Privacy 38 25 9 72
Journal of the Korea Institute of Information
. 4 0 1 5
Security and Cryptology
Review of KIISC 12 0 1 13
Sum 70 45 62 177
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Table 2. Research Methodology

Category Research Number of
Methodology Research(%)
Case Study 22(40.8%)
Literature Research 14(25.9%)
Foreign Exll%)el'lm?ntal 8(14.8%)
Journal esearch
Survey 6(11.1%)
Interview 4(7.4%)
Sum 54(100%)
Case Study 12(75%)
Korean | Literature Research 2(12.5%)
Journal Survey 2(12.5%)
Sum 16(100%)
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Table 3. Research Theme

Category Research Theme les;?i(ﬁ,’/f)
Curriculum 19(35.3%)
Effectiveness 12(22.2%)
Measurement
Foreign Teaching Method 9(16.6%)
Journal Education System 8(14.8%)
Education Contents 4(7.4%)
Capability v
Development 2(3.7%)
Sum 54
Curriculum 8(50%)
Capability Y
Korean Development 4(25%)
Journal Education System 2(12.5%)
Teaching Method 2(12.5%)
Sum 16
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Table 4. Education Area Table 5. Education Target

Category Education Area le;lg?fi(g/f) Category| Education Target le;lg?:i(g/f)
(@ 0

Cybersecurity 10(18.5%) University/ 22(40.7%)

Programming and 8(14.8%) Graduate Student Y

Computing Security 0 Employee 6(11.1%)

Attack 5(9.3) Foreign Security Specialist 3(5.6%)

Law, institution and Y Journal Developer 2(3.7%)

policy 3(5.6%) Under Highschool 101.8%)

N/W Security 3(5.6%) St;;ient 20(371%)

. Forensic 3(5.6%) < - 00
Forelgn DB S it 2(3 77) Sum 54(1004)
Journal ecurity A University/ 9(56.25%)

Mathematics and 2(3.7%) Graduate Student 070
g Cryptogr%phy Korean Employee 2(12.5%)
Information Security I
Theory 2(3.7%) Journal Undeétljéi};lstchool 1(6.25%)
Security Mgmt. 1(1.8%) Etc. 4(25%)
Security Monitoring 1(1.8%) Sum 16(100%)
Etc. 14(25.9%)
Sum 54(100%) 56%) 97 7} W vEE AR itk =
Attack 1(6.25%) oA w8 ke was] gel 713k 3o A
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Table 6. Research Theme, Education Area and Target

Category CU CD EC ES EM ™ Sum
FIK|F|K|F|K|F|K|F|K|F|K|F|K

Cybersecurity 3| - 20 1] - -] -|-]2|-]3|-]10|1

Programming and

Computing Security 8 1 Z 1 1 8 0
Attack 20 - - | = - -] - -2 -] 1] 1] 5] 1

Law, Institution and Policy - 1 - = 1 = - = 2 = - = 3 1
N/W Security 1| --1-/-1-11|-11]|-|-1-131]0

Area Forensic 20 - -1 -1 -1-1 -1 - 1 - -1 -1 3]0
DB Security -l -/ - - - -] - -1 1| -]11|-121]0
Mathematics and Cryptography | 1| - | - | - | - | = | - | - | - | - | 1| -| 2] 0
Information Security Theory 1 1 - = 1 = - = - = - = 2 1
Security Mgmt. - = - = 1 = - = - = - = 1 0
Security Monitoring - = - = - = - = = 1 = 1 0
Etc. 6| 6| -| 3| - 51 2] 2 1 1] 14] 12
Sum 19 8| 2| 4| 4] 0| 8] 2|12] 0| 9| 2| 54| 16
University/Graduate Student | 12| 5| - | 3| 1 21 -] 5 21 1|22 9
Under Highschool Student - 1 - = - = - = - = 1 = 1 1
Employee 1 = - 1 1 = - 1 = 1 = 6 2

Target Specialist ol = - - -1 -] -1 -1 -T-11[-13]o
Developer - =0 -1 =] -1 -1 -1 - 1 - 1 -1 210

Etc. 4012 2 - 2| -6 1] 3| -] 3| 1]2/] 4
Sum 19 8| 2| 4| 4] 0| 8] 2|12] 0| 9| 2| 54| 16

¥ CU(Curriculum), CD(Capability Development), EC(Education Contents), ES(Education System),
EM(Effectiveness Measurement), TM(Teaching Method), F(Foreign Journal), K(Korean Journal)

Table 7. Education Area and Target

University Under
Category /Graduate | Highschoo | Employee | Specialist | Developer Etc. Sum
Student | 1 Student
F K F K F K F K F K F K F K
Cybersecurity 2 1 - = 1 = 1 = - = 6 = 10 1
Programming and
Computing Security 2 ) } B } } } ) 2 B 4 } 8 b
Attack 1 1 1 = - = 1 = - = 2 = 5 1
Law, Instlputlon and | B B B 3 B B B B B B 1 3 1
Policy
N/W Security 3 = - = - = - = - = - = 3 0
Forensic 2 = - = - = 1 = - S - = 3 0
DB Security 2 = - = - = - = - = - = 2 0
Mathematics and ~ B B B ~ ~ ~ B B B 9 ~ 9 0
Cryptography
Information Security 1 1 ~ B ~ ~ ~ B ~ B 1 ~ 9 1
Theory
Security Mgmt. 1 = - = - = - = - = - = 1 0
Security Monitoring - = - = - = - = - = 1 = 1
Etc. 8 6 - 1 2 2 - = - = 4 3 14 12
Sum 22 9 1 1 6 2 3 0 2 0 20 4 54 16

¥ F(Foreign Journal), K(Korean Journal)
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