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A Study on the Privacy Literacy Level Measurement
for the Proper Exercise of the Right to Informational Self-Determination
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ABSTRACT

In the digital era, information is a source of value creation. However, the growing importance of knowledge and information
also increases risks and threats. When information is leaked, full recovery is difficult, and additional spreading of risk is high
because it is easy to accomplish. Especially personal information is the main target due to its availability. Although individuals
normally have to consent to the use of their personal information, they often do not know the use of their information. In such
a difficult situation, one must exercise self-determination and privacy.

Therefore, the goal of this study is to development a privacy literacy level measurement model for the proper exercise of the
right to informational self-determination. It will be presented with the concept of privacy literacy index in order to determine the
level of knowledge and understanding and practical application skills for individual. Through the index, we going to enhance the
selection ability of information subject, and to promote the judgement and the determination capability for the protection and
utilization of personal information.

Keywords: privacy literacy, privacy literacy index, right to informational self-determination, privacy literacy level measurement
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of i AeA AAA Z /AR |AAH] = Table 1. Definition of privacy literacy
¥ty 2 5 Qluk olol] AT HAo| uf .

- Author Definition

2H, NJIABAZ|AA A Bk i1 A - - —
= AALL Al S (AMele] Al A a Privacy is a combination of
FARE SAAE ARERONRle] AlA, A, AR declarative knowledge and
219 Bz ANele] FUAS AEE = 9lA F= procedural knowledge.
Ao}, wbeA] sfele] wzkel eedo] Lals &M Declarative knowledge is

' 5 knowledge held up to and
] L A= A

oot 3 Al FA m= ov] 3 Phillip L. including the technical aspects
w72 23} Ackerman, | of user-related legislation and

o9} z+e A WA AA A thste] BT (2008)(24]) | guidelines, and institutional

QAlE}A] B3k Ao Auez o A practices.
i}‘Xﬂ;HE_L" }_] N A S ] g3 Procedural knowledge is the
&S 53¢ d=A&e ”“E AAEA] xR R user’s ability to apply a
A o3 Y Aol ojzo] Azl E3] Jfal strat.egy for. persongl. privacy
Zéix}‘7]7ézé:ﬂ% ql]éioﬂ T/Hﬁl—oq 7(5].}}]_—7‘24]7]' 02 ;nd 1nform?ttlon pI'OVl?lOl’l. s
~ = . . rivacy iteracy s a
FAARGTA A e AT e e consumers understand their
HIA HAeglolng o Fosi}, ey A we} responsibilities in interaction
MAARA7|AAAe] Q8| BI3tn 7]&32] with the characteristics for the
- = information landscape. This is
T4 som ARt fEdemA Aelg A a field that requires
AARAC] A&l A&=E 2 ek SutEA s A understanding in this largely
Z gAfsle] o]9} e ALAL] WAL FoJoldhe n} J. responsible for the privacy
w}ahc} Langenderf | with the public the situation
° : er and in hand. And lack of literacy
A.D. will have a significant impact.
212 Z2lo|HA| 2|E{2{A|Q] Q|O]f Miyazaki Although privacy literacy is an
(2009)(14) | essential element of the device
for protecting workers and

wo Flzieo oln] A A ok 2]

v e E et 4] BlEe S B consumers, judges, lawmakers
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24 2| A z3Fo g Zzlo|ulA] BE]EAIE A s} have sufficient knowledge to
A, A AN Al B gEst A3, A balance - all - participants

o N PR o s agreed that privacy and
=A el wd 7led SwzhA] E2jbete] HARk information disclosure.
A A=A Z]/“—"— Mele] =ZzlolwiAl 14 2 A It means that the digital
BREE o3 ke Aast 4 gl algrle] = wgtlr}lld, thWithout | inte}lcfﬁreilﬁe
- wi other people wi e
o= Aelgh, é‘ ZefosAl e A S AHEAL] skills to become involved with
AxZ ALgALe] EE B sl VR AN g.toddart the personal data. This means
gl J. Langenderfer® A.D. Miyazakil(14) (2011)(16) th_t .gherle is 3 need to both
= AREAN AszakaT o EA Yo AL & individuals and organizations
= RS et s el - have a better understanding of
vz} oldllste Alw oA 2le Al E A2 the privacy obligations and its
ahvl, %MHVM] dig Asle] tjFe] el 2l importance.
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o 3 7 ot} waF WE 3ol ol ot al the part, that is, personal
o= oE Hil = (2012)[6] computer technology, posture,
Zo3l= xEjo| Al B3 HWFINY F3HS 3 the idea of computer literacy.
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oJ &k :L principle that promotes.
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Activity =
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Appliance <—— Performance

Privacy

Literacy

Knowledge Technigue

Fig. 1. Privacy literacy relationship diagram

gE A FF SHS TAE ke thFst 715l
k. FRHAAAAYSEE (EAVI:  European
Association for Viewers' Interests)& vlt]e]
glEe A9 FF FAS ST 2dE A
(21), 9===438 3] (SCONUL: Society of
College, National and University
Libraries) (20) AR =e2iAe] 7714 43&
EE3l ATASS g gEA] BdS A]sie]
t}. S. Trepte et al.[27)& &2}q] Zalo]uA] 2
HAE A3 8 7IF(OPLIS: Online
Privacy Literacy Scale)& #|A|s}le] Zejo]wiA|
o} dloelE B3y 93 A W) o] ¢
o= &5 ACERCIA ICT "€z & 4371
skl w88 ICT =™ A AL =78 HEsksd
2D CILIP(Chartered Institute of Library
and Information Professionals)el AHX #]¥
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1) ACER, “ICT - DIGITAL LITERACY.” http://resea
rch.acer.edu.au/ict_literacy/

2) Information Literacy Group, “Definitions & models.”
http://www.informationliteracy.org.uk/definitio
ns/
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= Aue] A thekie] FAE T AE SR Appliance
Mg} Ask=lwa] sfele] Aele 28 Ag}(3).
o= Al glo] Aele] FHAlE ko] AHEL Capabity | Understanding
vlaba, webA Afelell HiE Ax A & Ae] & Cognition
A7 R ez T gl wgl

Al A= ol g dribsle] Egel 2w ANIA

Knowledge Technigue Judgment

Domain Field

HE Wodle HAS 7Rl Zepew Al e # A9
T5 A Slg A5 2 ARE ARG Fig. 2. Privacy literacy index
3.1 Z3J0|tA| 2|E{2JA| K|S JHt BEAL] £ES oA, old, H&ow FAE 1
g A4, s, ddedd <A, o3, AHesE
B 24 A A4d O zelowA] glE < 1112 wjAsle] F 7RA Y AFeEoR A%
A9 on] BAe Eael sBaen Ty chFig 2. FE).
Ao FAs A& 3)

TGS Zepo| A e AZE FAEE 99 o fAHER S T FE A1 A2
S FEE e a2 7H°]743‘_ii°ﬂ gk =A< HALAKI(EAVD (21) 2 = =A338 3
o 7)&edd. Nele] rpxaEks =A%) 93 @ (SCONUL)® =egA] 2d(20)7 2e}ql Zejo]
ol zakgitl, Jekpre %M;‘Oé%ﬂoﬂ g A BAl B AE S48 $13 7155 (0OPLIS) (27)
Table 2. Components of privacy literacy index

Domain Level of .
Field Capability Detail Reference
Law and system of privacy EAVI?D(21]), S.Trepted (27]
Cognition Rights of privacy IS(‘Q[SZ;[tle?E12,7$AVI[21],
Privacy Relief organizations KCC(13), EAVI(21)
General privacy EAVI(21)
Privacy on web-site KCC3), EAVIE21),
Knowledge Understanding S.Trepte(27)
Perceptiop of privacy leak and KCC(13). S.Trepte(27)
illegal using
’ KCC(13), EAVI(21],
Terms of use
Appliance S.Trepte(27)
Privacy policy KCC(13), EAVI(21],
S.Trepte(27)
Technical terms T10), M1D S Trepte(27)
Cognition Environmental terms KISA[(19], S.Trepte(27)
How to hack T .M, KISA(19), S.Trepte(27)
Social Network Service(SNS) KCC(13), EAVI(21)
Technique Understanding Level of exposure on privacy KCC(13), S.Trepte(27),
SCONULI(20)
Password changing KCC[13])
Appliance Information discarded on forgotten KCC(13). S.Trepte(27)
web-site
Practice act of privacy KCC(13])
Cognition Personal information security and EAVI(21]), S.Trepte(27],
use SCONULI(20)
Judgement . Case of personal information
Understanding . EAVI(21), SCONUL(20]
security and use
Appliance Privacy Evaluation on Time Period SCONULI(20)
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7) EAVI(2010), “Study on Assessment Criteria for
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