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ABSTRACT

It is important to establish the environment for cyber warrior training, testing support and effectiveness analysis in order to
cope with sharply increasing cyber threat. However, those practices cannot be easily performed in real world and are followed
with many constraints.

In this paper, we propose a livefvirtual M&S-based system for training/testing and constructive M&S-based system for
effectiveness analysis to provide an environment similar to real world. These can be utilized to strengthen the capability to carry
out cyber war and analyze the impact of cyber threat under the large-scale networks.

Keywords: Cyber training, Modeling&Simulation, Cyber effectiveness analysis, Cyber warfare
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Table 1. Malicious Activity Classification

Type Description
. Administrative  privileges were
admin
attempted
dos A denial of service was attempted
An action that impacts the
file integrity of a file or database was
attempted
. An attempt was made to exfiltrate
info-leak | . .
information
misconfigu | An attempt was made to exploit a
ration mis-configuration in a system
i Activity violating site’s policy was
poticy attempted
Reconnaissance activity was
recon
attempted
social-engi | A social engineering attack was
neering | attempted
user User privileges were attempted
The classification of this activity
unknown

is unknown
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