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ABSTRACT

In this paper we suggest method for scalar recoding which is both secure against SPA and DPA. Suggested method is
countermeasure to power analysis attack through scalar recoding using negative expression. Suggested method ensures safety of
SPA by recoding the operation to apply same pattern to each digit. Also, by generating the random recoding output according
to random number, safety of DPA is ensured. We also implement precomputation table and modified scalar addition algorithm
for addition to protect against SPA that targets digit’s sign. Since suggested method itself can ensure safety to both SPA and
DPA, it is more effective and efficient. Through suggested method, compared to previous scalar recoding that ensures safety to
SPA and DPA, operation efficiency is increased by 11%.
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E: y2:x3+ax+b, a, b= GF(p). (1)

o] uf 4a®+27h = 0o|t},

dola, P=(z,y)EES] BAld Hg U
P=(z,—y) 2 A=A} =z efAF4A B4
ZH(Elliptic Curve Addition : ECADD)3}
=4 5 wj od4k(Elliptic Curve Doubling :
ECDBL)2 53 3to] Ao=ch(1).

O ECADD P#=+tpRel 98 7 A
Plz(xpyl)a sz(xgvyg)oﬂ EH'SH ‘tI:‘ Xﬁ]‘o’] 51}
P3:P1+P2:($37y3)% ‘:]‘%74' 7E].—°] 74]}1\1'%‘;]'

Ty :)\2—(1’1 +a:2),

Ys= )‘(xl_%)_y- 2)

O ECDBL : 499 A A =(z,y)° F ¥
P3:2P1:($3793) 2 oh33} Rl AlAkEIch

N2
Ty =\ —2x,

3
Ys= )\(xl—wg)—yl. 3

2 %2 7B &8%9 Jacobian
coordinates® AHEsh= 7ol dubdolrt, g
WSl (X: Y:2)& Jacobian pointelzta &
=3

(X:V:2) ={(\2X, N3V, \2) : \E K*}. (4)

ol W, (z,y)=(X/2% Y/ Z°), Z=0°]c} =¥
2 7=0% (X:Y:2)+ Fdd o9} 2t
Jacobian coordinates®  AR&3sle]  uehd
Weierstrass W42l 21 (5) ¢} 2t}

E: Y= X+ aXZ+ 020 (5)

Jacobian  coordinatesell4] delel A
P=(X,Y,Z) dgd 9UdL& —P=(X,— Y, 2) o]
I FFdYAd 0= (1:1:0)¢|t}.  Jacobian
coordinatesol#¢] ECADD ¥ ECDBL %4k
ofefje} o] AA=It],

O ECADD P #+Psl o] T A
P =(X,Y,%), P=(X,Y, %) 9Hs| +
zﬁ]‘o’] fg— P3:P1+P2:()(3a)/37Z3)% 1:]"%31]' 71=}
o] Alxker},

X, = (3X7+az)’ —8X, Y7,
Y,= (83X +aZ)(4X, Y- X;) —8 Y}, (6)

Z=2Y2,

O ECDBL : gJele] A P =(X,, ¥}, Z) ¢l 7 Wi
Py=2P = (X, Y;, Z,) & o3 7o AAbElr),

X, = (4= 1) - (64— %) (X, + X%,2),
Yy = (%2 V) (X (%4~ 4)" - X))
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Algorithm 12 134 A=A (ECDSA
Elliptic Curve Digital Signature Algorithm)
S 93 7] A& AAske daElEo|t). step 29
A3 ~zdet Al odate] F= qlate]d wEy| 4

Algorithm 1. Key pair generation

INPUT : Domain parameters
D=(¢ FR S,a,b, P.n, h).
OUTPUT : Public key @, private key d.
1. Select d=[1,n—1].
2. Compute Q=dP.

3. Return (@ d).

Algorithm 2.
generation

ECDSA signature

INPUT : Domain parameters
D=(q, FR, S,a,b, P,n, h),
private key d, message m.
OUTPUT : Signature (r,s).
1. Select k€[1,n—1].
2. Compute kP=(z,,y) and convert z; to an
integer ;1
3. Compute r=z,modn. If r=0 then go to
step 1.
4. Compute e= H(m).
5. Compute s=k '(e+dr)modn. If s=0 then
go to step 1.
6. Return (r,s).

Algorithm 3. Left-to-right binary method

INPUT : Positive integer

k= (k- k), PEB(F).
OUTPUT : kP.
1. Q< o0O.
2. For i from -1 to 0 do
2.1 Q2@

2.2 if (k, =1) then Q< Q+P
3. Return (Q).

2 0] &3l ddale]y] wlHel A4k = wUy| 49 k=
Z 93o] gl Algorithm 2+ ECDSA ¢ A4
A da]Ze 2 step 2004 W kol thE EF
T4 27w FA4 QAAks g} o] o, step 5

B s M el e HAAY] SA] Frolw
ne ERIEA 7o) 4R v i grolr)
214 step 2014 k ol kxF=W v]EI] do] #He
21(9) e} zFo] A AA=L,

d=rY(ks—e) modn (9)
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Montgomery ladder ®H3} Double-and-add
always ¥ So] 9, 27 Algorithm 4,
Algorithm 59} Z}H(13)(14])(15).
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Algorithm 4. Montgomery ladder

INPUT : Positive integer
k=(k, 1k, .ky)y PEE(F,).

n—17
OUTPUT : kP
1. B« O, R<P
2. for ¢ from n—1 downto 0 do
2.1 bk
2.2 BB+ R B <2k,
3. Return (&)

Algorithm 5. Double-and-add always
INPUT : Positive integer
k=(k, 1.k, o .Ky)y PEE(F).

OUTPUT : kP
1. R<O
2. for ¢ from n—1 downto 0 do

2.1 By <2R; R < R +P.

2.2 b—kj; Ry—R,
3. Return (&)

Algorithm 4+ step 2.2¢14 k, 3tk #Aglo]
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Z4 W 2= Non-adjacent form(NAF)o] ¢l
tH(3). NAF "2 Algorithm 63 23 o] ]
43 el A 2=l FA12 Algorithm 72 2},

NAF w2 &9 28& AHsle] k9] nEYG9]
Hamming weight®  &ol=  wWelrh

Hamming weight= ¢ %oﬂx{ NAF b 23

Algorithm 6. Computing the NAF

INPUT : Positive integer
k= (kl—l’kl—Q7 ko)Q .
OUTPUT : NAF(k)=(K,_, K, o ... K})
1. i<0
2. while k=1 do
2.1 if k is odd then:k’;«<—2— (kmod4),
kek—K,.
2.2 Else:k,<0.
2.3 k<k/2,i—i+1.
3. Return (¥,_,, ...k K,)

Algorithm 7. Binary NAF method for
point multiplication

INPUT : Positive integer
k= (kn -1 kn*Q’ eee? li)Q ’ PEE(EI)
OUTPUT : kP

1. Use Algorithm 6 to compute

NAF(k E k2.

2. Q0.

3. For i from {—1 downto 0 do
3.1 Q<—20Q.
3.2 If k=1 then Q< Q+P.
3.3 If k,=—1 then Q<Q—P.

4. Return (Q).

2 745Ee} o) W, [ <t <l+1°]t} E

A=A ~7= FA AARe Algorithm 73 %o]
k7F 191 AS PE ©lstxz k7F —181 Afole

2

et dazd el i sick10)(11). 22
a]. a—ﬂ:ﬂﬂ L o
Ast DPA H-6A& E3AheshA] o el <k
A 4= glo] Hop BEHow Fad FA el &
= odrk AdE WHES 7120 dSAET 2
SPAS¢} DPA = oﬂ P sk whEelt o
E42l SPASH DPAeI kgt ~zbe} 3 Hh
o|= Random signed-scalar recoding
on's method)® Random m-ary #fe

%
lo =
N
N
Lo
)
oo
oz
i
it
K
i
o,
w0
v}

‘E
QJ
=
o



A B H 583 =7A

(2016. 6) 593

J. Random signed-scalar recoding< N
AF "o AgAlS =713k Aoz AgdsES AA
sto] Awl52] B E Zhol| wel W E Auls)e]
d@gste wlolth, 222t k= (k_y. - k) . &
& e=(cpey) . AR r=(r_y,myry) A
& o dy) ol A3 A=
ble 13 3, o] W& A-83 el 27w
FAL Algorithm 83} 7t}

Random m-ary HPH-&

5 Ale]lz=E Al"sks Weltt. Random
m-ary WS A48 ellTA e A whge

Table 1. Random signed-scalar recoding

Input Output
k.| Kk ¢ ol G| 4 Remark

0 0 0 0 0 0 NAF
0 0 0 1 0 0 NAF
0 0 1 0 0 1 NAF
0 0 1 1 1 1 AF

0 1 0 0 0 1 NAF
0 1 0 1 1 1 AF

0 1 1 0 1 0 NAF
0 1 1 1 1 0 NAF
1 0 0 0 0 0 NAF
1 0 0 1 0 0 NAF
1 0 1 0 1 1 NAF
1 0 1 1 0 1 AF

1 1 0 0 1 1 NAF
1 1 0 1 0 1 AF

1 1 1 0 1 0 NAF
1 1 1 1 1 0 NAF

Algorithm 8. SPA resistant algorithm
using Random signed-scalar recoding
INPUT : PEEF,),

d=(d, ,,d, , ..dy),d,E{1,0,1} .

OUTPUT : dP
1. Qlo]=
2. Po]=PP1]=P. P1]=2rP
2. for ¢ from n—1 to 0 by —1 do

2.1 @[o]=2¢[0]

2.2 Q[1]= Qo]+ Pld,]

2.3 Q)= ql1]

2.4 Qo= Qld;]

Return (Q[0])

Algorithm 9. Random m-ary method for
point multiplication
INPUT : PEE(F,), c. arrayll],

r=(r, Ty g enTy) (r,=1,2,3) .

OUTPUT : kP
{Precomputation phase}
1. Pli=

2. for ¢ from 2 to 6 by 2 do
2.1 Pli]=2Pli/2]
2.2 Pli+1]= Pli—1]+ P[2]
{Evaluation phase}

3. Qlo]=
4. for ¢ from 0 to [—1 do
4.1 Q1]=2Qlo]
4.2 QI2]=2Q[1]
4.3 Q3]=2q¢2]
4.4 QI+r,]= Qlr,|+ Plarraylil]

4.5 Q0]= Qle, +r,]
Return (Q[0])

Algorithm 99} 7t}

B =iddlAE SPAS DPA EFo gHgh Al2
< 27z d=zd  wel Carry Random
Recoding(CRR) ¥S Algkslic).

-
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Table 2. Carry Random Recoding

. Recoded

digit Carry ..
digit

00 1 04
0 01
01 —
1 03
0 02
10 —
1 02
0 03
11 =
1 01

digitell 93& Fot 2H¢
FE vHE o & digit>

WA =k 3 digite #Ho dF 7Y A=
I @ 5 9le] o} wgle dl=d Ayt A"
w3 d=Zy A3 digite] Zolrl Frisivizt
F 2le] S JoirbA ettt ok A 1L U2
kel digite] ZHel7} Frlslriel= g x|t
Z718He BojEowx Algorithm 109 step

N
EO
[\
3
B
lo,
o
o
>
]

o

Nlo ot I‘ﬂ l 1“
ol

N

Algorithm 10. Carry Random Recoding
(CRR) method

INPUT : Positive integer
k=(k_1s .ok kﬂ)w ke{0,1,2,3} .
OUTPUT : Recoded scalar
K=, .k Kg
K,e{—4,-3,-2,—-1,1,2,3}
1. i<0
2. For i from 0 to [—1 do
2.1 Judge the hit bit R of random number
2.2 If kmod4=0, then R<1.
2.3 K;«—(kmod4)—4 « R,
2.4 k< k/4+R.
3. K, —k.
4. If ¥,=0, then t=1 else t=1+1.
5. Return (K,_,K,_y .o K, K,

b1
b
=
=
N
Do)
AL
X
2L
)
-
2
ol
N
=
o,
2
&2
rr
i

Ea

3 S o83t A FHE 5 vk
m, AZERE 00 < k< 110]t}h 23
E <101 & t7} 1+12 1 27}

N
Il
—_
s

e

tlo ek
o

o |
)

— 1 5
wo &I
IA

=
e =2
£

adt

+

o
)

dag A el

2 PR g (=n+19 W o+ 1A
digit k,= n A7kx] wW3lsle] WA LY ¢
7F dalAeh o] wW, ¢ 0<c<4 °)BR k=
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Algorithm 11. CRR for point
multiplication

INPUT : Positive integer k,PEE(Fq).
OUTPUT : EkP.

t—1
1. Use Algorithm 10 to compute k= Yk, 4"

i=0
2. Compute P,=
3. Q< O.
4. For ¢ from ¢t—1 to 0 do
4.1 Q<—4Q.
42 Q—Q+F, .

5. Return (Q).

P for i€1,2,3,4.

rlo

ECADDXt} A4k FHol Z
Jacobian-affine coordinates ECADD #t
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F5150eH8).

weba] Ak Py
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P+ Q A4t} P— @ <At ok SPAel obA
7] 918 WY Faelss gk Al
£ ECADD 44k Algorithm 129} 7t}

- step 3 H Q=
K

;1
st
1K

kil g|&E P+ Q

3k <o 5] T
A, F A Pet Q QY I3 AHHE s fHW
I3
*

U

el
:
¥
QD
-2,
o
o

= -y X“’“f?P: step 6JJr fo] ¢
o e} Algorithm 12% digite] H3ol Aglo
2 Ao AxkS F3glc).

Algorithm 12.
using affine-Jacobian coordinates on

Signed point addition

Weierstrass curves.
INPUT : P, Q€ E(F,) such that P=(X,, ¥}, %)

is in
Q= (g Yy 0:¥o.1)> Wy 1= —0) is in affine

Jacobian coordinates,
coordinates, 5:1(negative) or O(positive) is
sign bit of operand Q.
OUTPUT : P+Q@=(X,
Jacobian coordinates.
1. if P= O then return @

Y, 4)EE(F,) in

2. if @= O then return P
3. t, =2

4. t,=t, X7

5. t, =t; Xz,

6. 1y =1, X1,

7.t =t,—X

8. t,=t,— Y,

9. if ¢, =0 then

10. If t, =0 then

11. Use point doubling algorithm
12. else Return (O)

13. Z =7 <t

14. t, =t

15. t, =ty Xt

16 tf} 72“3 ><X-l

17. t, =2t

18. X, =143

19. Xy =X, 1)

20. Xy =X, -1,

21. t, =t,— X,

22, ty =ty <t,

23ty =t, X1

24. Y, =t,—1t,

25. Return P+Q=(X,, V;, )

- step 51 kP odite] A3t A QF whElgit}
3.3 HlmE4

2 AdAE CRR W4 Agel @ ue
CRR #41e] 7]Mle] 5 NAF W 4] we
QAAee vlmpAel, 7)&d) 975 SPASH DPA
ol QA oS v,

B
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CRR "3 NAF ¥ 2% d
F77F Al lelzhe A3 & 2HE o83 HI
olghi= AHellAl dX|ghe}. 3ARE NAF w2 54
g FAd FHslk whHe] CRR W SPA ¥
DPA sHdslch. NAF #¥ CRR WS AM-
stod W3k gk ~ZEkE olxRd & uf, 1 Ho
ngtx A ECADD <Abeke]| <d3ke-
Hamming weight= Table 33 #t} =
NAF W] 74§ Pell gk ECADD adxbat
st Apdadate] £ 9gk vbHel| CRR el 4
- P2P3P AP W& AAledste] dsiel qd4t

ol tigt vla= Table 49} 2t}

CRR #& #8387 =% NAF Wils A-83t
< 7ol vl 14%°] ECADD <4k& o sasi
ek &, 256w EL] 27wkl 4 CRR W&
Aesh Al At sleld NAF s 483
<= o B}k o 44w1e] ECADD <d4bst + w9
ECDBL <d4te] o 2Aighe} sixvk NAF #el
SPA¢H DPAe gk of-3-4& F7144 sfo] 1

s CRR o] 2e} 5449l wWhlelel & 4
o =2 SpAsk DA shesks ol 9 2
53} wlas) Bobw CRR ¥

o} zow] ECDBLE Ak ECADD4 0.7v)
2 AxksRslet(20).

Table 5ell4 & <= 9lx°] SPASt DPAe <Hd
Foepdaal 2zt 54 4k CRR WS

g o] 7H AL AakES Al Altshe W

RS

ok,

Table 3. Hamming weight comparison with
NAF.

NAF CRR

n n
3 2

Table 4. Computational cost comparison with
NAF.

7 NAF CRR

Pre- 0 (1] ECADD

computation + (2] ECDBL
n n

Computation [?]ECADD {E}ECADD

+ [n] ECDBL + [n)ECDBL

Table 5. Computational cost comparison with
existing countermeasure against SPA and DPA

Algorithm ECADD ECDBL Total
Ha-Moon's
method n+1 n+1 1.7n+1.7
(10)
Random
m-ary
mflt}f]od 0.43n+3 | 1.20n+3 | 1.333n+5.1
(2, 4,
8-ary)
CRR 0.5n+1 n+2 1.2n+2.4
& 2560 et wigk el Al 7w F4l o
Abell 9le14 Random m-ary ¥xch ¢F 11% A

R R K

+ S3C2410(ARM920 T)
+ 16/32-bit RISC microprocessor
2k 200MHz

b

32 Lecroy WaveRunner 204Xi-A 2GHz
BAFZE ARSSl] AEEEE 100MS/secE
1sldet, Alglel A% 7”/'} gepvle = ot
v s 2zl et A st

ml o
o ::N >,

I

11000011101001010101101010100101
10000000000000011000000000000001
10001000100010001000100010001000
11011101110111011101110111011101
11001100110011001100110011001100
10101010101010101010101010101010
00000000000000000000000000000000
11111111111111111111111111111111

(14)
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A3 e FAlol digk SPAE 8 4t
ol ECDBL3} ECADD <4k 7R o $8¥r}
w2} ECDBL® ECADD d4ke] A u}3 zlo]
= #A43lgdv}. ECDBL3 ECADD <4k f-8H4)
5 7o g FAl Al Sl Al dare s A
AEle] olrh olEdF 7]EAQ] ik ]88t
ECDBLE ul W9 %’—“ ul We) Al o HLH gl
Al g Al date] Festay, ECADD al4h
7] Qs o e FAL ol W Al o
wel gl 2 omAl odxbe] Hasith  wlehA
ECADD <&4te] ECDBL d4txct) o] e odxks-
FslE g oleldh AMIL A hweks Ea el
g Aot} Fig. 1.2 3% 98¢ ECDBL%}
ECADDE uYehiz aM. o]2xql HEAHYw

]

tlo
4

EH oo‘z.

o] ,L};LQ S 313 4 9)ad 1—4_

% qlate] AT EH 4 98-S o]}
o] NAF #43 CRR #WHel SPA < *
gt

>

4.2 NAF g

Fig, 2. NAF(k)2] 4 Al digit 1019] of
gk qlabel] wpE A am]sledo|r). Tl el
2 W5 ECDBL <14k 5 W4 digitel 0ol si%
sh= odatel Al WAl digit 19l TMHL
ECDBL <4t} ECADD <4te] Sai=glc}.

09! digitell4]= ECDBL al4kat 4=a)3}a1, 00] }
W digit 1,14 ECDBL, ECADD <l4te] 4

Fig. 1. Power trace of ECDBL and ECADD

Hech(digit 1= 13 ©vHAE ECDBL,
ECADD ol4te] Saislng digit 1 chslialnt
AgslZ|Z &), webA digite] 02 digite] 1
of vls] ECADD <ate] $8)=]#] ¢donz 315
3ol ECADD 14 3#-8-& 2ol 09l ~72} 3t
& ol 4 9lr)

134 1& ] Ssked 19l digitel A
P+ Q A4l #fs}mz, 19l digitlde P-@Q <
g3t} P—Q A4 8 Aedle
Qs E3 — Q% 7;]]/\]—5]_ Z717]l o Ate] whAYE}
28 o ofE AHmzE el debd Zleloh
Fig. 3.2 P+ Q 43} P—Q 49 335 el
W Aeolrh, Frbedsbel| ule 5] Apolrl FelElgl

31,180 249 e BF ol 4 glgivh

ECDBL ECDBL

ECADD

Fig. 2. Power consumption trace of three MSD(Most significant digit) of scalar k

recoded by using NAF.
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MM ! N b Wit “u«’ﬂ'%'ﬂMW'%WuWw
'NWMW " M Ml ||m il MSJW“HW

Fig. 3. Above : SPA attack during computation of negative digit.
bottom : SPA attack during computation of positive digit.

4.3 CRR & e}, w3 4405 F29S AR 7 digit
ol tfa] + We] ECDBL <d4te] *sgﬂu} A

Aletshe CRR Whiis 2atehs 04l digitel 9 = digitel st 2AsA ECDBL, ECDBL,
EE g3gste? BE digiteldl ECADD l4te] ECADD el4to] el me desadox 724al

ECDBL ECDBL ECADD ECDBL ECDBL ECADD

Fig. 4. Power consumption trace of two digits of scalar k recoded by using CRR.

MM | 1 I all T h Il i ﬂ‘.— m I
\!'W'W‘.r*\ |.'J|, ’Lj'qu! JlllmﬁlLl MJ‘] I H }M ,”‘ ‘v‘.hlh \rl'JM‘\"H\I'r’“rw.'Jfl"_['.lu“-*evﬁ".r",l‘|\'ﬂ~‘x=*-fl' ,wr W“‘"ﬂ"'\’J'W‘J\:“".L..J".,\\M'\',‘J|l"\‘|”'"l;.

il

m.,'n;\r | -“;".".-’Lpfl,n.ﬁk'um !w .f. ‘} w‘l[ it

Pu,\“r«\h \. ]\n‘ FWWJ\JL ,u".r" PW' 'Lw"'\ '.M,‘"} - 'V'-"M m

Fig. 5. Above : Application of countermeasure for computation of positive digit.
bottom : Application of countermeasure for computation of negative digit.
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