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ABSTRACT

As vehicle started to contain many different communication devices, collecting external information became possible in IoT
environment. In such environment, remotely controling vehicle is possible when vehicle information is obtained by looking in to
vehicle network through smart device. However, android based smart device applications are vulnerable to malicious modulation
and redistribution. Modulated android application can lead to vehicle information disclosure that could bring about vehicle control
accident which becomes threat to drivers. furthermore, since vehicles today does not contain security methods to protect it, they
are very vulnerable to security threats which can cause serious damage to users and properties. In this paper, many different
vehicle management android applications that are sold in Google Play has been analyzed. With this information, possible threats
that could happen in vehicle management applications are being analysed to prove the risks. the experiment is done on actual
vehicle to prove the risks. Also, access control method to protect the vehicle against malicious actions that could happen through
external network in IoT environment is suggested in the paper.
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Fig. 1. CAN 2.0 B Packet Frame Format
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Fig. 2. Connected Car Environment

Fig. 4. Diagnostic Response Packet Format
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Table 1. OBD PID Code Description
PID Description Units Formula PID Description Units Formula
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. % wit *
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0D | Vehicle Speed | km/h A 49 | Accelerator pedal | 4 A*100/255
b postion D ¢

Zolek. olo] iR g A7 xe|)el Hels Y=
7} (03 41 0D 33 00 00 00 00)e|= 414 dlo]
o 9= go A AEH S5} 5lkm/heE
sl & 4 gieh

2.4 ELM327
ELM327¢ A3 Wl vl=gzs) o)3e] A%
A4 A7) Aele] EAE ke vholaE 7

EZgfolt}. ELM327 7]4ke] FAFA ZES o4
sl AAp AmbEER AA Wi VI EA IS T
Aog dAste AdEE 71 S FF5F 5 9l
. ELM327 7]8ke] FAFA REES OBD-I
Aol 24 AZ= o] AMEEth. ELM3272 SAE
J1850-PWM, SAE J1850-VPW, ISO 9141-2,
ISO 14230-4, ISO 15765-4, SAE J2411,
SAE J1939, SAE J1939 5(13)¢9 A53F Wi+
vEg =9 ookl A ZREZS A3
ELM327 ¢wle]lz2 AEEH AFAl ELM
Electronics(17)& ELM327% o] £& 72 H/W
o} S/WE A=t 4= 9l+= Data Sheet(18)5 A
3},

3.1 XSA T HIERZ 2o FoAF o7

CANE th&3} & nak 3jopgo] EAge.
o gk ATAe]: A ECUE CANe| F71 A%

A€ 9 ot CANE 3718 BCU
Malx £ae 3718 BCUS| B4 Al E

o WAA HEF/eAE Aol CANE 7 k=7 E

Aol glel qhEsl/lFe] A=A Skt a3
7 ool B AAAE ¥ 4 glow A%

B “ﬂ*]’qi ANA % % o] 7Fs3hc}
A= AsAkE JY2
Aol & 4= 314. Karl Kosher £9J(8) 9= =}
B2 W AEH IS FHeAed s Aelsta AlA
Al A Ao s HAdE S

)
A
=5
R
—lrr‘
EI_\_4
o
of
ol
_
H

3.2 2=20|E 2|Ii7 A 33

grRol= 7]Hk 71714 f& AAE7] S5 A
$3l= Fd&  APK(Android application
PacKage)e|th. APK® w742 4 7BdArt
X]—/Ha‘]— A FEE 7—],1,}-0]6]- 7:]‘1,]-“0] DEX(
Dalvik EXecutable format)Z}dz} o] 71x]+=
ko] 2% Manifest, ¥ Layouts 23
XML#, follx] A3l olvwlA|ztade] ==l
Yo FAE] gith k=Rl y|7|d AXH
P2 ADB ShellZ APKE 353 4 9irh. APK
of 23t DEXadS AR &3 Ak Java
Fr9} Smali Z=5 & F stk DEXTHAZR
Java F& Bl 7l53h ]° 7P Al A F
Az wle|EREe] 1A
wolt}h, Hlo| ER T
A W .
A% 235 E3 Smali Z=ddA S WAs
ANATHLE st APKIHAR vtew= Zlo] 7l53)t).
wgh g Rolue] AR Al ~aR el AH
< sfo] whEsly] witel] MR o wiE A FAR

Olﬂ
e
o2
-t
c>"
b
N
b
%
i)
2
3
T



AR B 5338 =57] (2016, 6) 683

o9z Ausel wEshe Aol b
(19J(20J(21).

3.3 ¢IER0|E =5t

o= a3t selat okefA]l o Fste
HE APKe F8 2Aolv F=E, ar FE B
3171 Sl AHEE= ZHelch(22). RS 7%
AL FABIEA Asks of}A s flsl ookl
7195l A 9le).

A1z} W2l (identifier renaming) 7%
e, vlas, FE 5o o]FE vl gl AR
2| Zhsto] QuABE AA|Eh= 7], Aol &
W3k (control flow change) A& FE9 A3
325 W3slAY ZE Aole| HPl Z=(dummy
code)E Al =2ZH BAE oA 3= 7]Wel
o}, #2149 ¢33} (string encryption), Ze~ <
%3}(class  encryption), E EEaR T ki
(resource encryption) 71l 453} 7|HS& A}
43t 2 & o] FRpdev} APK W] 2
2 7 i s guslsie] Hasle 7|4l
t} 33 ARES APK A8 Fo THog B
F3bElo] AMgETh APL &9 7 A} 2l &
A(reflection)= 83t 54 golByy ==
WAare] 355 = ZIHelvh. €A APKe &
=31 7IHSs AE3sy] $184 ProGuard(23],
DexGuard(24), DexProtector(25) % tokgt
53t =) ol4x 3 9lth. ProGuarde FE
W3t eEx] Az Wk S Al
DexGuard®} DexProtectore A4 53} =+
2A A A& 7HES o] 83t] APKS Az
S BEs Y o APKES] 297148 wkr|ghe},

il

of AEAE Q2 Ae]
PYTEE AU F ANESFE FH vt of
o] A44SR e waste] MEab] wEe] #54
chpel A g o] by Holehs A 2
A% glch & o] Adele 34 wdeld 7

Azlel 5 eAe Aok, slaiAel Asle o

AL AEAE RIS Agete] 54

ECUE 734 Ale1& 4 9l= CAN dHlely =4
& H5Y 4 olvh =@ FAAE o ool wx/
folE s gl ol 54 T ARIE 4 9lE )
wAel 59E A glon wad 4e APy

vl AuE & oot FAAE g Had
)

=
o AR T JHE FAL F 54 A
=

4.2 ERUI9| FU4H

34 A 2AREAHE ECUZE 418 918 CANS
ARgEe), w3k Fig., 2.¢F %ol ELM327714F 41
EA mEI AR AvlEES Algsle] FdE|l=

: Asta 9lth. ECU 7k BAl1S- 913
CANE 2Hgate] F3) obdoll 238 23 A
Arh26)(27). Wk ECUZE Al 9loix] wlA)
7 otz slel ¢lZ3 72 Heolg 4k uiAlEoe] 917
ol A= 71 FAAe 71E ITEH A2
AR ARETAT AATA 5o Bk FAHS
7HA] AL glet.
4.3 maixte

2l

Ooll

=]

et k=Rel= 7IHE 7719k ELM327 718
o] FAFAl RES A AdEE v} 3
S3tar oleh. Faxl= ohefa AdE = g} Muls
ol g3ly] Sl = FHlololA AEal AHg- <}
thetol abggict 20159 109 71E, +F =3
olell A wiE/Hvjsla gl AFEA kg P oF
30091 70| o] F ELM327 7|4} FAEA &}
o] BAS Adake B <F 200097 A=),
20093719] 94 804479 o4& FE= FvjE
o} f3 ol M el FEE ez @
2 AR o]F o]4F Zlolr}h. sAut 2#71A
w25 BS ARgghchd 2 o Afkate] Aeo)
ong o] gaHeln mE 7 A uate] A
= UE 7] dlele] F-f7t B shch(28).

o mu

o
=

32

O, 22 o



684 AdElE 7t B4 t=Rol= o ATIAE o] 83

g 2 Al 34

Table 2. ELM327 AT Command Description

AT Command Description AT Command Description
AT D Set all to Defaults AT HO*/AT H1 Header off* or on
AT Z Reset All AT RO/AT R1* Responses off or on*
AT BRT hh Set Baud Rate Timeout AT SH xyz Set Header to xyz
AT EO/AT E1* Echo off or on’ AT SP h Set Protocol to h and

save it

Allow Long()7byte)
message

AT AL

AT CAFO/AT CAF1*

Automatic Formatting off
or on*

AT AR Automatically Receive

AT WM(1-6bytes) Set the Wakeup Message
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Smali Code Log I
invoke-static {v3, v0}, Liava/lang/Integer;->parseint(Ljava/lang/String; 1)1
nove-result v0

.local va, “dec”:|

const-string v5, "Pareint”

invoke-static {v0}, Liava/lang/String; ->value0f(|)Liava/lana/String;
move-result-object v

invoke-static (v, v6}, Landroid/util/Log;->d(Ljava/lang/String;Ljava/lang/String; )i

Logcat Result

it logeat

05-07 21:11:49.893 608-656/7 O/Parelnt: 13
05-07 21:11:49.893 608-656/7 O/Parelnt: .
05-07 21:11:50.133 608-656/7 D/Parelnt: 13 N
05-07 21:11:50.193 608-656/7 D/Parelnt: 51
05-07 21:11:50.493 608-656/7 D/Parelnt: 13
05-07 21:11:50.433 608-656/7 O/Parelnt: 51
=5 05-07 21:11:50.73 608-656/7 D/Parelnt: 13
05-07 21:11:50.733 608-656/7 D/Parelnt: 51
05-07 21:11:51.083 608-656/7 O/Parelnt: 13
05-07 21:11:51.083 608-656/7 O/Parelnt: 51
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