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ABSTRACT

SCADA(Supervisory Control and Data Acquisition) system is widely used for remote monitoring and control throughout the
domestic industry. Due to a recent breach of security on SCADA systems, such as Stuxnet, the need of correctly established
secure certification of a control system is growing. Currently, EDSA-CRT (Embedded Device Security Assurance-Communication
Robustness Test), which tests the ability to provide core services properly in a normal/abnormal network protocol, is only
focused on the testing of IP-based protocols such as IP, ARP, TCP, etc. Thus, in this paper, we propose test requirements for
DNP3 protocol based on EDSA-CRT. Our analysis show that the specific test cases provide plentiful evidences that DNP3
should follow based on its functional requirements. As a result, we propose 33 specific test case for DNP3 protocol.
Keywords: SCADA, DNP3, EDSA-CRT, Certification, Robustness Testing, Load Stress Testing
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Table 1. Example-Specific Test Cases (Transport Function Layer)

Test ID

DNP3.Test

Test name

Start of transport segment-series with no FIR bit set

Test description

When no transport segment-series is in progress, a Transport Function of
a DUT receives transport segment-series of which the first segment does
not have FIR bit set from a Data Link Layer.

Test type

Basic robustness: violation of sequence for segments

Test status

Mandatory

Expected DUT behavior

The DUT checks every bit of FIR field of each segment.

Test object

To probe how a DUT process the transport segments which do not start

with FIR bit set.

Test configuration

A TD is connected to the DUT by an underlying the DNP3 Protocol. The
TD may monitor for any response from the DUT

Test procedure

A Transport Function of the TD sends transport segment-series of which
the first segment does not have FIR bit set to a data link layer.

Expected DUT response

When no transport segment-series is in progress, any transport segment
received without the FIR bit set shall be discarded.

Results

Pass or fail
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