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ABSTRACT

Password authentication is the representative user authentication method and particularly text-based passwords are most widely
used. Unfortunately, most users select weak passwords and so many web sites provide a password meter that measures password
strength to derive the users to select strong passwords. However, some metering results are not consistent and incorrect strength
feedbacks are made. In this paper, we tackle these problems regarding password meters and present an improvement direction.
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(This analysis is based on leaked passwords from Hotmail,

Myspace, Phpbb, PWlist, and Rockyou and it is a prelimiary result of password vulnerabilities.)

Table 1. Composition ratio per password
Hotmail Myspcae Phpbb Pwlist Rockyou

Letter 69.4% 74.9% 74.5% | 56.6% | 65.8%
Number 29.1% 23.2% 252% | 42.71% | 32.9%
Symbol 1.5% 1.9% 0.4% 0.7% 1.3%
Chunk 2 1.671 2.271 1.7 1.87 1.770
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Table 2. Examples of passwords in accordance with password rules.

Rulel (éig) password | iloveyou veronica |princesca | tequiero alejandra | diciembre | Chilinflas
28.9 . . L . . . .

Rule2 (9.73) mamal939| kli89rty tadbr9gv | girl&love | ra7bidmi7 | 212carlos | *bentikus® | sebastian.

Rule3 (242;) Beto1984 | atv_1978 | *zalena6 |ladoce-12 | 062692@dr | info7_tec | dabren/02 |Elotroyo2l

* Standard deviation and average entropy of password groups in complying with rules.
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Fig. 3. Scales and expression styles of password
meters from different web sites.
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