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A Case Study of the Impact of a Cybersecurity Breach on a Smart Grid
Based on an AMI Attack Scenario*

Hyo-Jung Jun,* Tae-Sung Kim?®
Chungbuk National University

(@] oF
e =

2mlE g e ALY A SgAn| o] o F 7 HAIA Q] FAA 848 AMI((Advanced Metering
Infrastructure)= A7|AFAAFe}; 28| 2ke] A A o] 912]38kaL glon], AvtE vlEl= &an|Rke] A7|AH-S 7] 58kar A
QApell A Adehs d&E e} B =i AntEaseA Anjalel AR ol gl AvtE vEE FAOR
AMIel| i3t NESCORe©IA AABIAL Sz AlelH 34 2 I3 Ave] & 7|vke 2 I]au]4-& A}, & 79
A= AAARY A7 AA ) AantEaE| e P SRR AEA S s vt @ 4 s Aol

ABSTRACT

The smart grid, a new open platform, is a core application for facilitating a creative economy in the era of the Internet of
Things (IoT). Advanced Metering Infrastructure (AMI) is one of the components of the smart grid and a two-way
communications infrastructure between the main utility operator and customer. The smart meter records consumption of electrical
energy and communicates that information back to the utility for monitoring and billing.

This paper investigates the impact of a cybersecurity attack on the smart meter. We analyze the cost to the smart grid in the
case of a smart meter attack by authorized users based on a high risk scenario from NESCOR. Our findings could be used by
policy makers and utility operators to create investment decision-making models for smart grid security.

Keywords: Smart Grid, Advanced Metering Infrastructure, Cybersecurity Breach, Attack Scenario
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A FAA, 7S fRIE] Se AA S o) Resources(DER), Wide Area Monitoring,
=8 oMES FAHAEE 83l Alo|w] Ho A Protection, and Control(WAMPAC),
I A2 113708 AA s AAE A Av Electric ~ Transportation(ET), Demand
2] 29 =wele NIST(26)e4 &= & 67}#]0] Response(DR), Distribution Grid
o} Advanced Metering Management(DGM).

Infrastructure(AMI), Distributed Energy NESCORI[27])el4+= NESCOR(25)el4 A4
Table 1. Smart grid customer domain : Technical vulnerabilities

Vulnerabilities (or Attack Type) Sub Assets (Gritcality:) References

*H:High, M:Medium, L:Low

Brute Force AMI/Private (M) [13]
Buffer Overflow AMI/Public (M) [13]
Bypass Battery Management System (M) [15]
CPU Resource Limit AMI/Private (M) [16]
Database Attack Customer Domain DB (H) [17]
DDoS AMI/Private (M) [14]
DoS AMI/Private (M) (18]
Battery (L) [16]
DPA +Differential Power Analysis Attack AMI Server (H) [19]
Eavesdropping AMI/Private (M) [14]
Error Message Generation AMI Meter (H) [16]
Firmware Control AMI Server (H) [19)
Electric Vehicle (M) [20]
Hacking AMI Meter (H) [16]
Electric Vehicle (M) [15]
Head-end system AMI Server (H) [19]
Supply Management System (M) 1]
Hijacking Demand Response System (H)
Electric Vehicle (M) [15]
Supply Management System (M)
Irregular Control Command Demand Response System (H) [21]
Injection of Action Error Electric Vehicle (M) [20]
Interrupting Data Flow Electric Vehicle (M) [20]
Informative or Confidential Data Destruction/Modulation Customer Domain DB (H) [16]
Intrusion Transference AMI/Public (M) [22]
Leaking of Informative Data Customer Domain DB (H) [16]
Malware AMI/Private (M) [14]
Electric Vehicle (M) [23]
. . AMI Meter (H) [14]
Man in the middle AMIPUbiic (M) [14]22]
Parameter Modulation AMI Meter (H) [16]
Pepudiate AMI/Private (M) [14]
Privilege Escalation Emergency Charging Stop (H) [15]
Programming Logic Control and Code-Reuse Attack Customer Domain DB (H) [17]
AMI/Public (M) [14]
Replay Attack Customer Domain DB (H) [17]
Sniffing AMI/Private (M) [16]
Synchronized Multi-point Attack Electric Vehicle (M) [20]
Spoofing AMI/Public (M) [22][23]
Sensor Network Attack Battery Management System (L) [16]
Tamper Demand Response System (H) [23]
Wireless Traffic Attack Energy Storage System (H) [24]
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Table 2. AMI attack scenarios (27)

AMI. 1 Mass Meter Disconnect
AMI. 9 Invalid Disconnect Messages to Meters Impact Customers and Utility
AMI. 12 Improper Firewall Configuration Exposes Customer Data
AMI. 14 Breach of Cellular Provider's Network Exposes AMI Access
AMI. 16 Compromised Head end Allows Impersonation of CA
AMI. 27 Reverse Engineering of AMI Equipment Allows Unauthorized Mass Control
AMI. 29 Unauthorized Device Acquires HAN Access and Steals PlI
AMI. 32 Power Stolen by Reconfiguring Meter via Optical Port
gAY FolollA] A b5 113708 AvEl L F AH AT NS Brbe A8 Zel, AHo] At
3918 (high risk) Alu=] L 12705 $Ad- o= A g A dellA] WFA oY HEAESe] $2F
ate] Wk AR 91313} QS EAste] AlA ol A Folrh wkeF ole|gh Akste] w|elrt
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3 F 3 HA AMI S 2E Aveles suke 2T EYE AN A B nlgo] AT 4
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A Fof bt RE Ak} Fub gl o
IV. AMI AlO|H{=Qt B2 mishH|® A ol=al (A Fobg g ol=aAsk] A o)
AZEE ol2jah sHEe] Gl e} Hebxv] o] A
4.1 I8 AILIZI22] JHA| el wlEl7)e] ebe A3 Aus AN 94
Ak vle7)5e] BR(vlEr|Se] Adde we
NESCOR(27)¢] AMI. 1(Mass Meter A7} olUlZ Bwlelo} @)= FAECH slsa &
Disconnect) Alve]ee= Agt 2 Fopag HE3s} Aakgt SxEY ]2 whe] 3= Aok st} Utk H
of AR AAE Addsla AYE FAAI= 4 ol7}El s EYo]s} gleo] el Aw AR R B
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0% A
[e]

z
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oJdEs} VPN A dA%e I5398 4% 4
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Az % °1°u4 VPN o4z 3 25500] 2
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Meter Disconnect) Alv#]2e} AMI 7% H|$ | BAFHE 17hr 359 R *&Z‘f}‘}iw‘c—tﬂ,
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Table 3. Equation for estimating costs of cybersecurity breach for AMI

Category Equation
. 1
Costs for replacing or c = Ea
First Tier Costs fixing equipment or =1
(direct costs) machinery in position (a; =market price of ith equipment replacing,
again

=amount of replaced equipment)

G = Eﬁﬂ'P

d Ti A ’ . , ,

Seco.n‘ fer Costs Costs for business loss (B, =electricity sales cost of jth subscriber, m
(direct costs) J

=amount of subscriber, PP =compensation costs for

service recovery)

G = E %t E 6+ Q
(7, =legal ~ compensation  costs  for  private

Third Tier Costs | Costs for prevention, Costs

(indirect costs) for cybersecurity breach information breach of kth subscriber, n =amount of

subscriber, §;=notice costs for ith subscriber,

m =number of subscriber, ()= preparation cost
for legal suits (legal counsel, forensic, etc.))

m m

Totaloost—Za+ Z,ﬁ +P)+ EVL+25+Q

i=1
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Table 4. Single Loss Expectancy (Assumption: 10% of total subscribers are damaged by AMI attack

scenario)
Amount of Basic Parameters (won) Total Costs
Damaged
HW replacement : 50,000
smart meter Smart Meters SW reprogram : 0
First replacement or M/P for replacement/day : 27.445,000,000
. 200,000
Tier reprogram 348,900
Costs Recovery Hours/HW : 0.25days
DCU replacement No Impacted
or reprogram
Electricity o
electricity sales loss Subscribers 4,74$/subscr1bel 1,899,200,000
Second (accident occurs 2 days)
. 200,000
Teir —
Costs compensation costs Electricity
for service recover Subscribers 35.000/day 7,000,000,000
Y 200,000
legal compengatlon Electrmty no customer private information breach
costs for private Subscribers (accident investigation is on-going)
information breach 200,000 & soms
. i Electricity .
er;(zt}icsui)ossctrsibfg;s Subscribers ?Sftflugssiiizr notice) 300.000.000
Third 200,000
Tier costs for accident
Costs investigation 50,000,000
(Forensics)
costs for legal 5.000.000
counsel
added ISMS 500,000,000
consulting
Total Costs (First Tier Costs + Second Tier Costs + Third Tier Costs) 37.199,200,000
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