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ABSTRACT

It has been steadily increasing to use a wireless keyboard via Radio Frequency which is the input device. Especially, wireless
keyboards that use 2.4 GHz frequency band are the most common items and their vulnerabilities have been reported since 2010.
In this paper, we propose a 2.4 GHz wireless keyboard keystroke analysis and injection system based on the existing
vulnerability researches of the Microsoft 2.4 GHz wireless keyboards. This system is possible to control on the remote. We also
show that, via experiments using our proposed system, sensitive information of user can be revealed in the real world when
using a 2.4 GHz wireless keyboard.
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1byte 5 bytes 9 bits 0-32 bytes 1-2 bytes
MAC PACKET
PREAMBLE ADDRESS | CONTROL PAYLOAD CRC

Fig. 1. Enhanced ShockBurst™ packet format of
nRF24L chip
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Table 1. advantages and disadvantages of each attack device
feature advantage disadvantage
use different modules
to transmitter and re-
ceiver
* Packet format check - transmitter
. ¢ Receiving raw data us- © Amiccom A7125
KeyKeriki v2.0 - Payload format . . .
(2010) - Payload encryption ing Amiccom AT7125 - receiver
- Checksum algorithm - obtain MAC Address " nRF24L01+
g need a PCB board
need a PC to control
the transmitter and re-
ceiver
NHB12 need a PCB board
(2011) Obtain MAC Address us-|¢ Transmitter and re- need a PC to control
ing nRF24L01+ chip ceiver integration the transmitter and re-
ceiver
attack can only apply
KeySweeper ¢ portable attack device * Don't need a PC to con- to the GSM communica-
(2015) - using resources of Arduino trol the receiver tion environment.

only receiving function

Our proposed at-
tack device
(2016)

¢ portable attack device

- using resources of Android

smart phone and Arduino
ranged transmit

Transmitter and
ceiver integration
Don't need a PC to con-

re-

trol the receiver and
transmitter
Use wireless LAN or

LTE module

need to build a web
server
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