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Videos Recorded by Smartphones
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ABSTRACT

As smartphones become more common, anybody can take pictures and record videos easily nowadays. Video files taken from
smartphones can be used as important clues and evidence. While you analyze video files taken from smartphones, there are some
occasions where you need to prove that a video file was recorded by a specific smartphone. To do this, you can utilize various
fingerprint techniques mentioned in existing research. But you might face the situation where you have to strengthen the result
of fingerprinting or fingerprint technique can’t be used. Therefore forensic investigation of the smartphone must be done before
fingerprinting and the database of metadata of video files should be established. The artifacts in a smartphone after video
recording and the database mentioned above are discussed in this paper.
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Table 1. Apps which generated a video file

ZCREATORBUNDLEID
App name
value
Default camera null
SMS com.apple.MobileSMS
Kakaotalk com.iwilab.KakaoTalk
Nateon com.nate.nateon
rd
3 party com.burbn.hyperlapse
recording app
Gmail com.google.Gmail
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Table 2. Logs after video recording(Android)

Log buffer

Logs

events
TranscodeService

com.sec.android.app.camera
.receiver.VideoRecordingReceiver

startrecording

. onVideoRecordingStart
main

initializeRecorder

(1)

(2)

(3)

(1)

(2) handleVideoRecordingStarted

(3)

(4) doPrepareVideoRecordingAsync
(5)

(6)

OMXCodec: Successfully allocated OMX node "'OMX.SEC.avc.enc’

system

com.sec.android.app.camera

& ed7lxs A4 3(SHV-E210K, Androi
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Table 3. Logs after video recording(iOS)
iphone Logs
- Database path : /private/var/mobile/Library/Logs/CurrentPowerlog. PLSQL
ibhones - Tables with logs(record time in Unix timestamp format in each table)
P (1) PLCameraAgent_EventForward_BackCamera
(MF333KH/A)
{08 8.9 (2) PLCameraAgent_EventForward_FrontCamera
' (3) PLAudioAgent_EventPoint_SpeakerAmp
(4) PLAudioAgent_EventPoint_AudioApp
- Log file path : /var/mobile/Library/Logs/CurrentPowerlog.powerlog
- logs(record time in Unix timestamp format prior to each log)
. .. (1) (Application]) id=com.apple.camera: pid=4146.00:
iPad Mini N . B .
mode=Foreground Running: reason=<{unknown);
(MD543KH/A) . N . _ . L .
(08 719 display_name=Camera: executable=Camera: version=1.0.0:
o (2) (CoreLocation Client) id=com.apple.camera: location=active:
(3) (Audio) active=YES: route=Speaker:
volume=25.0: output_category=Audio/Video: muted=NO:
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Table 4. Difference between Galaxy smartphones
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Fig. 1. libavformat library version in ‘meta’ box
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P |
I
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. video
Index IModel OS_ Build app(version) arp file
version number effect
path
> SHV-E210K | 4.1.2 JZ0O54K.~ default default
SM-G720N0 | 4.4.4 | KTUB4P.~ | Vivayideo(4.6.1) | default Table 1
Fig. 2. Relationship between three tables related to metadata of video files
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Table 5. Groups of smartphone types which generated the same video metadata

Vlde(? model name OS version build number
resolution
SHV-E330L 5.0.1 LRX22C.E330LKLUDOL4
1920X1080
SHV-E330S 4.4.2 KOT49H.E330SKSUCNJ1
SHV-E210K 4.1.2 JZ054K.E210KKKJMK1
1280X720
SHV-E270S 4.1.2 JZO54K. E270SKSUAOH]1
19805720 SHV-E330S 4.4.2 KOT49H.E330SKSUCNJ1
SM-G720N0 4.4.4 KTU84P.G720NOUIAPC1
LG-F300K 4.4.2 KOT491.F300K20j
1280X720 LG-F410S 4.4.2 KOT491.F410S10i
LG-F320K 4.4.2 KOT491.F320K22h
LG-F300K 4.4.2 KOT491.F300K20j
1920X1080
LG-F320K 4.4.2 KOT491.F320K22h
SM-G906K 5.0.1 LRX22C.G906KKTU1BOL1
1920X1080
SM-A700S 5.0.2 LRX22G.AT00SKSU1BPB4
SM-G935K 6.0.1 MMB29K.G935KKKU1APDA
1920X1080 SM-G920L 6.0.1 MMB29K.G920LKLU3DPD2
SM-G930S 6.0.1 MMB29K.G930SKSU1APDA
640X480 SM-G906K 5.0.1 LRX22C.G906KKTU1BOL1
SM-A700S 5.0.2 LRX22G.A7T00SKSU1BPB4
SM-N920K 6.0.1 MMB29K.N920KKKU2BPB2
1920X1080 SM-N920S 6.0.1 MMB29K.N920SKSU2BPE3
SM-G920S 6.0.1 MMB29K.G920SKSU3DPAC
SM-G935K 6.0.1 MMB29K.G935KKKU1APDA
1920X1080
SM-N920S 6.0.1 MMB29K.N920SKSU2BPE3
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