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ABSTRACT

Smart phone distribution rate has been rising and it’s security threat also has been rising. Especially Android smart phone
reaches nearly 85% of domestic share. Since repackaging on android smart phone is relatively easy, the number of re-packaged
malwares has shown steady increase. While many detection techniques have been proposed in order to prevent malwares, it is
not easy to detect re-packaged malwares by static analysis and it is also difficult to operate dynamic analysis in android smart
phone. Static analysis proposed in this paper features code reuse of repackaged malwares. We extracted DEX files from android
applications and performed static analysis using class names and method names. This process doesn’t not include reverse
engineering, so it is possible to detect malwares efficiently.
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Fig. 4. Extracted Classes Methods of vertu_jp.apk
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Fig. b. Detection Result of vertu_jp.apk
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Fig. 6. Extracted Classes Methods of vertu_kr.apk
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Fig. 7. Detection Result of vertu_kr.apk
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