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ABSTRACT

Compared to the past, the current disk storages have dramatically increased and extremely many data are transferred on the
network everyday. In spite of the anticipation that such development will be continued, there have been lack of studies for
improving the data-imaging time in terms of the digital forensics. In this paper, we firstly investigate the time due to hash
functions during the data Imaging and secondly propose a method for improving the efficiency of the EWF-File imaging time
from a cryptographic perspective
Keywords: Digital Forensic, EnCase, EWF, Image, Hash Functions, SHA-1, MD5
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Table 1. MD5 and SHA1 Compression functions

Description MD5 SHA-1
# Round 4 4
s | 5 |2
# Input bits 512 512
# Output bits 128 160
Initial Vector 32-bit 4 blocks | 32-bit 5 blocks
(AB.CD) (ABCDE)

2) WY 2007.12.13, Aaz, 200727257 A4

3) W 2013.07.26. Aaz, 2013%=2511 94
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Table 2. AFF Segment Structure

Offset | Size Description

0 4 Segment Header "AFF\00"
4 4 Segment Name Length

8 4 Segment Data Length

12 4 Segment Flag

16 Segment name

Segment Data
(up to 4GB binary)

4 Segment, Footer “ATT\00"
Total Segment Length
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Fig. 2. Disk Imaging Process
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Table 3. EO1 File Header

Offset | Size | Value Description
0 3 “Signature )
EVF\x09\x0d\0a\0ff\0xx00
1 0x01 Start of Fields
Segment number
11 2 0x0000 | End of Fields

46 09 0d Oa ff 00(;4))¢t Fields®] A% E01¢]
gedo]  FE AS A JAFE Jehis
Segment Number, 128]3 Fields®] Eo& o]F
o]z} 9lr}.
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gt oln|A] el mAE e ke olv|A|=
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Checksum®] 7% Definition*¥ Padding %t
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Folot 7185l Ex01 28] A2k Table. 59}
2t
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Offset | Size | Value Description Table 5. Ex01 File Header (EX header)
0 16 Section Type Definition Offset | Size | Value | Description
16 8 Next Section Offset 0 o Signature
24 8 Section Size “EVF2\r\n\x81\x00"
32 40 0x00 | Padding 1 0x02 Major version
Checksum 1 0x01 Minor version
7o (Adler-32)
e 10 2 Compression method
6) "1 (mount) | AAAA A BEY 5 ot A2E 1] e Segment file number
defe] Fxe A7 24, Wikipedia 16 |16 GuiD
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Table 6. Ex01 Section Header Definition

Offset | Size | Value Description

0 4 Section Type

4 4 Data Flag

8 8 Previous Section Offset
16 8 Data Size

24 4 Section Descriptor Size
30 4 28 Padding Size

34 28 0x00 | Padding

Checksum
62 4 (Adler-32)
32 0d 0Oa 81 00)(16)9} 2 o] E9] wd Ame}
EI%

= wAle] ARE T oule]ER vehdrh 0x0%

W& U Adeln, 0x1d A% LZ 45
HAS(8), 0x2Y 7% BZip2 A o83kt (9)
o] % Bty mdo] Jf4E vell= Segment file
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Table. 7. EX01 Sector Type

value | Description | value Description

0x01 | Device Info 0x09 | SHA1 Hash

0x02 | Case Data 0x0a | Restart Data

0x03 | Sector Data 0x0b | Encryption Key

Memory Exten-

0x04 | Sector Table | 0xOc tion table

0x05 | Error Table 0x0d | Next

0x06 | Session Table | 0x0Oe | Final Info

0x07 | Increment 0x0f | Done

0x08 | MD5 Hash 0x10 | Analytical Data
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Table 8. Comparison of our hashing method and others
Current hashing method Our proposed hashing Hashing method for
for EWF method for EWF AFF (4)
Implementation | Serial Parallel Serial
method (all data hashed) (all data hashed) (selected data hashed)
Depending on total data | Depending on divided | Depending on selected

Speed dependenc .
P P Y1 size

data size

data size

If any part of image file is
damaged, the image file fails
for the integrity verification
and it cannot be used as a
digital evidence.

Evidence effect

Even though some parts
of  image file are
damaged, the image file
may still be used as a
digital evidence.

If any part of the selected
data is damaged, the image
file fails for the integrity
verifications and it
cannot be used as a
digital evidence.
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Table 10. Parallel Processing Imaging Hash Times

Hash 1TB Rate
Function Mb/Sec Time (C/P)
Current SHA-1 9539 69 0m B

Method(C) | (Serial)

Proposed SHA-1
Method(P) | (4-Block)

Proposed SHA-1
Method(P) | (8-Block)

Current MD5
Method(C) | (Serial)

Proposed MD5
Method(P) | (4-Block)

Proposed MD5
Method(P) | (8-Block)

559.6 31.2m 2.2

1317.1 13.3m 5.2

416.4 42.0m -

1374.5 12.7m 3.3

4876.1 3.6m 11.7
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