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ABSTRACT

Over the past few years, Smishing attacks such as malicious url and malicious application have been emerged as a major
problem in South Korea since it caused big problems such as leakage of personal information and financial loss. Users are
susceptible to Smishing attacks due to the fact that text message may contain curios content. Because of that reason, user could
follow the url, download and install malicious APK file without any doubt or verification process. However currently
Anti-Smishing App that adopted post-processing method is difficult to respond quickly. Users need a system that can determine
whether the modification of the APK file and malicious url in real time because the Smishing can cause financial damage. This
paper present the cloud-based system for verifying malicious url and malicious APK file in user device to prevent secondary
damage such as smishing attacks and privacy information leakage.
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Table 1. Smishing percentage of spam SMSs
("15 1Q) (4)

Month (Sifl;?deil\gl??i) Smishing | Ratio(%)
Jan. 3,074,071 120,597 3.92
Feb. 3,068,611 570,291 18.58
Mar. 1,279,974 13,293 1.04
total 7,422,656 704,181 9.49
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Result of
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APK file Static
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URL Analysis System

Fig. 2. System Architecture

25 <activity

26 android:name=".Maindct ivity”

27 android: label="@string/app_name” >

28 <intent—filter>

29 <action android:name="android. intent.action MAIN" /-

30 <category android:neame="android. intent.category. LAUNCHER™ />
a1 </intent-filter-

32 <intent—filter>

33 <act ion android:name="android. intent.act ion MI1BI" />

34 <category android:neme="android. intent.category.DEFAULT™ />
i <category android:neme="android. intent.category.BROJSABLE™ />
3 <date android:scheme="http” />

a7 <date android:scheme="https” />

36 </intent-filter-

34 <fact ivity>

Fig. 3. Android code for connecting App
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URL info : Done URL info - Done
SiteAdvisor - Good

SiteAdvisor : Unknown
Safe Web : Good

Safe Web : Good
URLVoid : Good

URLVoid : Good

This URL may have a danger.

This URL is safe.
Do you want to connect?

Do you want to connect?

No Yes 2 k=2

Fig. 6. URL validation results screen in App

® APK It HE At

Package Name : cominsiagramanioid
Repackage : Yes

Package Name : com.facebook katana
Repackage : No

This file was modified.

It is Benign APK File. We don't recommended to use,
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Fig. 7. APK file validation results screen in App
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J APK Check Result J APK Check Result

The results for the apk file which is The results for the apk file which is
downloaded via the url you sent to the downloaded via the url you sent to the
server. server.

Package Name : com.facebook katana Package Name : com.instagram.android
Hash of the Downloaded file:
3FAD024F2DCBE3EE693CI6F350F8E376

Hash of the Downloaded file:
3FAD024F2DCBE3EE693C96F350F8E376

Hash of the Original file:
3FAD024F2DCBE3EE693C96F350F8E376

Hash of the Original file:
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Repackage : No Repackage : Yes

This file was modified.
We don't recommended to use.

GETEDETED GETEDGETIED

Fig. 9. APK file validation detailed results
screen in App
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