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ABSTRACT

Limitation of fossil energy from one side and the efficiency of the electrical engine from another side motivate the industrials
to encourage people for utilizing electric vehicles (EVs). To decrease the cost of EVs, the size of battery should be reduced
which causes an inconvenient frequent recharging. Wireless charging is a solution for charging of electric vehicles on the move,
but frequent charging causes to disclose users’ location information. In this paper, we first propose an infrastructure for wireless
charging of electric vehicles, and then we explain security issues that can be stated in this condition.
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[. Introduction

With improving the industry and

increasing the number of combustion
environmental

engines, pollution and
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energy crisis are a serious problem that
world faces which can be alleviated by
using  Electric  Vehicles (EVs)  [(1].
However, the most significant reason of
selecting EVs for replacement of
combustion engine is the efficiency of its
engine in using electrical power. The
combustion engine can only use about 30%
of fuel of its fuel tank, and the most of its
energy wastes in heating While the
efficiency of the electrical engines are
more than 80% which is an important
reason for introducing Plug-in Electric
Vehicle (PEV). However, to commercialize
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EVs, the price and the size of the battery,
which
electrical power being the main source for

are main reasons to prevent

the vehicles, should be reduced. Despite
the fact that combustion vehicle can move
more than 500 km without refueling, an
electrical battery has an average driving
120km [2]. Also, this limitation of driving
lack
achieve

accompanies with the of charging
places.
duration of usage power by increasing size
of battery, it of EVs
significantly.

To counter the above problems of PEVs,
wireless

Moreover, to longest

rises the price

charging technology has been
introduced. By charging on the move, the
needs to
which
makes it more comfortable for the users.
In this case, the industry can decrease the

size of the battery, reducing the price of

number of times that a driver

stop for recharging will decrease,

EVs and making them more commercial
(3). The On-Line Electric Vehicle (OLEV)
project, which has been recently carried
out by the Korea Advanced Institute of
and Technology (KAIST),
selected as one of the best innovations of
2010 (4].
can be

Science was
In this project, electric vehicles
charged
transmitters that are installed under the

remotely from power

so EVs can be charged when they
and the recharging

road,
move on the road,
downtime is significantly reduced. Also,
this project the power
transfer efficiency of 80% with an air gap
of 10 cm between an underground coil and

has achieved

a power receiving unit in the vehicle (3).
In the best of our knowledge, although

OLEV project

significant

is successful for reaching
efficiency and  decreasing
charging, there

infrastructure defined for communication

downtime for is no an

between a charging place and vehicles

which consider security issues during

exchanging of information and paying the
bill for charging. Due to these drawbacks,
this project has not been widely adopted.
Contribution: Since wireless charging
has important effect reaching
efficiency reducing

an on

significant and
downtime for recharging, in this paper, we
first propose an infrastructure for wireless
charging EVs Then,
mention security issues that may offer in
these considering

security issues make this innovation more

on the move. we

communications since
practical.

The rest of the paper is organized as
We
regarding wireless

follows. mention  related  work

charging of EVs in
section II. In section III, we discuss our

proposed infrastructure for wireless
In section IV, we present the
charging.

and

charging.

security issues in wireless

Finally, some conclusions future

works are given in section V.

Il. Related Work

A typical Vehicular Ad-hoc NETwork
(VANET) consists of vehicles, a Road Side
Unit (RSU)
collection of location servers. The vehicles

as an access point and a

use an on-board communication unit to
exchange messages between each other
an RSU. Moreover,
equipped with sensors and data units to

and vehicles are
collect environmental information such as
vehicle speed, vehicle locations and etc.
The RSU sends the

location

information to the
through
communication. All the information from

servers wired
an RSU is recorded in the service provider
with  other
information from different data sources

traffic
information

to process accompany

such as management system,

weather system and etc.

Moreover, the location servers connect to
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different Service Provider (SP) to provide

various location based services for
vehicles. Furthermore, a trusted
Registration Authority (RA) provides

authentication for both service providers
and vehicles [4].

The interaction between intelligent
vehicles and the power grid can be used in
multiple dimensions. In the Intelligent
Transportation System (ITS), the Smart
Grid (SG) concept is considered in
mid-2011. The interface between SG and
ITS consists of vehicle charging units to
exchange electricity power to users.
Moreover, to facilitate charging on the
move, KEVs should interact with road,
energy and communication infrastructure,
so intelligent vehicles should communicate
with SG to optimize transportation related
tasks (5). The Current operation in the
SG is based on field sensors to obtain a
measurement from distribution
infrastructures which connect to the power
grid through the wire. However, the smart
grid applications need far more
measurement from the grid which can
improve with wireless communication and
micro—electro-mechanical systems to enable
sensing
technology which is integrated with data

the new kind of wireless

processing and communication components.

The nature of wireless device not only
decreases the price of infrastructure but
also is suitable to gather fine-grained
measurement required by the smart grid
applications  [(6].

Moreover, on-board

chargers require cable and plug-in
charger, but Wireless Power Transfer
(WPT) provides charging conductively to
address these problems. Indeed, inductive
charging works by separating two halves
of the inductive coupling interface which
are primary and secondary of a two-part

transformer (7).

In the OLVE project, the battery is
charged remotely from the power
transmitter installed under the road.
Wireless power pickup device is installed
under the cars to remotely collect power
from underground power transmitter
automatically. When the power transmitter
is constructed on the road, the road is
divided into multiple zones to select the
best place for installing power
transmitters. The power

consists of the inverter and the inductive

transmitter

power cable. The length of inductive cable
depends on the power requirement of the
vehicle. The major cost of automated
charging is the cost of battery and the
power transmitter which consists inverters
and inductive cables (8].

To the best of our knowledge, there is
no research paper regarding security
issues in wireless charging of EVs on the
move. To discuss the security issues in
suggest an
infrastructure for charging EVs on the

this area, we first

move. Therefore, we classify security
issues in two parts regarding
communications, namely, Vehicle to Grid
(V2G) and Vehicle to Power plate (V2P).
In the following sections, we disclose
security issues in these two parts.

Ill. Proposed Infrastructure

In this section, we mention the
infrastructure that can be wused for
wireless charging of the electric vehicles.
As illustrated in Fig.1, data dissemination
in wireless charging of electric vehicle can
be based on three communication parts as
follows:

® Vehicle to Grid (V2G): Vehicle can
connect to the grid through VANET and
uses an RSU with Dedicated Short



944 o1% Fol ArIAEA

(ES / Smart Grid

Charging plate
Communication and
billing hardware

Fig. 1. Infrastructure of wireless charging of
electric vehicle

Range (DSRC)
capabilities of vehicles. We assume

Communication

vehicles are equipped with an On Board
Unit (OBU).

@® Vehicle to Power plate (V2P) and Power
plate to Vehicle (P2V): Vehicles can
connect to power station plate installed
under the ground wirelessly.

® Power plate to Grid (P2G):
station plates are connected to the grid
through the high-speed wired links.

Power

3.1 V2G communication

We assume that grid contains power
transmission units for transferring
electrical energy to the power station
plates. Also, it

controller that

contains a central

manages the actual
charging decision of EVs. This system can
give information such as the cost of each
charging plate.

First, vehicles send a request to the
grid through an RSU, and the RSU sends
this request to the grid. After
authentication of the request, the grid
offers different charging plates which are
nearest to the position of this vehicle.

Then, the vehicles can find the best

Service
Provider (SP)

Grid
Power
:.Umm\lﬁ:catiun
(OBU) ) e
————— Road Side i
Vehicle sensor Unit (RSU) ||| management
network server
T

Authentication
Authority

Trusted entity

Fig. 2. Vehicle to the grid communication

place for charging Dbased on their
destination and the cost of charging. As
shown in Fig.2, the RSU is connected to
the grid through the wired network.
Furthermore, the trusted
authority (RA) provides authentication

and the authorization service for both

registration

electric vehicles and the grid which is
shown in Fig.2.

3.2 V2P communication

The charging plate consists of two parts,
one for communication with vehicles for
the charging bill and another part is the
charging plate. Moreover, the charging
plate is segmented into the specified parts
to give defined charge to the vehicles as
shown in Fig.3.

First, the electric vehicle sends the
amount of the charging request to the
plate which is defined by a vehicle sensor
device. After authentication, it gives the
validation to use the number of charging

Service
Provider (SP)
Grid

Power
i
©n Board Unit DSRC suppler
- ——— - Power Grid
Vehicle sensor harging plate [ | Management
network server

T
I
/ Aulhentication
Authority

Hardware for
S ‘ segment1 | segment2 | segment3 | Trusted entity

Power charging plate

Fig. 3. communication between vehicle and
charging plate
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segmentations according to the user’s
request.

Since the distance between vehicles and
a charging plate is so short, we assume
Near Field Communication (NFC) protocol
for communicating between EVs
charging plate. NFC is
protocols that enable two electric devices,

one of which is usually a portable device

and a
communication

to establish communication in the short
range of each other. With applying NFC

protocols, we reduce DoS and
eavesdropping attacks which is a
significant problem in wireless

communication with a large range.

3.3 P2G communication

The power station connects to the grid
to give
price for disturbing energy. Also,
the
authentication

information about the charging
it can
trusted party for the
process.  Although in
technology, charging
connects to the server through the wire, to

connect to

current station
improve communication, which has been
explained in related works, the charging
plate should communicate with the SG
wirelessly.

V. Security Issues

In this section, we mention security

issues that can be considered in wireless
charging of EVs. According to
proposed infrastructure,
security issues in two parts. In the first
part which is related to the
communication of vehicles with SG via

our
we can discuss

VANET, the security problems are same as
in VANET for accessing
service applications.

location-based
In the second part,
for connecting EVs to charging plate, the
security issues related to charging can be

considered. Table 1 shows the brief
comparison between two communication
parts. Using NFC protocols in V2P

prevents DoS and eavesdropping attacks
In the following,
we explain each part more.

in this communication.

4.1 Security Issues in Vehicle to Grid

Communication

VANET 1is the subset of the Mobile
Ad-hoc Network (MANET) in which the
nearby vehicles and RSUs can

communicate with each other. In VANET,
vehicles are equipped with an OBU, so
there are two kinds of nodes namely, an
OBU and an RSU. The OBU is installed in
vehicles while the RSU is infrastructure
mounted along the road which acts as an
intermittent node to provide
communication between vehicles or a

vehicle and the grid (9]. Recently security

Table 1. Comparison security and privacy attacks in V2G and V2P communication parts

security and privacy attacks

V2G

V2P

Dos attacks

Eavesdropping

Impersonation

Message alteration

Message delay

Hardware tampering

location privacy

AN RN AN AN RN AN

SO X X [ X




946

°ol5 F< A7I1AE2}

issues in VANET are considered as a
challenging topic. In (10],
security and privacy issues in VANET are

the wvarious

stated. Moreover, there are some features
that make VANET more challengeable
which are mentioned as follows (11]:

@ Time constraints: One of the significant
factor in VANET is the limitation of
time. The message should be sent in
the specific especially for the
safety applications that they have a

time

deadline and after that, the messages
will not be accepted.

® The scale of the network: VANET is
one of the largest networks in which
the 750
million, and it is still increasing too, so

number of nodes exceeds
a global authority needs to govern this
huge network.

@® The high mobility of nodes: The high
mobility of nodes in VANET causes to
apply specific authentication techniques
that are fast and does not need a
handshake in which all of the nodes
communicate only once.

Despite these challenges, there
many applications that motive researchers
to improve security issues in this network.

are

Applications can be classified into three
groups namely, cooperative driving, probe
vehicle data, and Location Based Service
(LBS). In the cooperative driving, which is

based on Vehicle to Vehicle (V2V)
communication, vehicles broadcast a safety
message contained e.g. their speed,

locations and velocities every 500 ms to
improve safety and coordination of vehicles
for refining the control traffic.

The probe vehicle data is based on
Vehicle to (Va21)
communication in which the RSU collects

Infrastructure

traffic condition information from vehicles

equipped with short range radio e.g. DSRC
or long range communication devices e.g.
cellular network to monitor the road. The
RSU sends probe data requests in
range, and the vehicles in this range will
The
sending a replying message to the probe
data request depends on the application

its

reply these messages. interval for

requirement. For example, when the probe
car volume is one vehicle per minute for
the real-time congestion estimation, the
interval of data should be 3
minutes (4].

The LBS
location to give the appropriate service for

broadcast

applications use vehicles’
requests e.g. querying about the
shopping mall to its current
in the

infrastructure for wireless charging of EVs

users’
closest
location. Furthermore, proposed
on the move since vehicles at first step
should connect to the grid through an
RSU to receive information of the nearest
charging in their paths. This

request can be also considered as the

wireless

location-based  service application in

VANET.

411 Security Threats

VANET like other networks encounters
different kinds of attacks. However,
can classify the intentions of these attacks
as below (12):

we

® Confidentiality, such as collecting

valuable data from users which are
exchanging between vehicles or vehicles
and infrastructures.

@ Integrity, such as alerting, deleting or

modifying of the exchanging messages

especially for V2V  communications
compare to V21 because of their
fragility.

® Availability, such as Denial of Services
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(DoS) attacks which use resources,
services and applications.

In general, VANET's threats can be
categorized as follows (11):

® DoS attacks: This kind of attacks try to
block the communication and interrupt
the services.

® Favesdropping: The goal of this attack

i confidential

information which can be prevented

is to achieve the
with the encrypted data.

® Impersonation: In this attack, the
malicious node uses someone else’s
identity to pretend to be another user.
For example, with this attack, an
innocent user might be arrested in the
case of an accident. Digital signature
and certification can prevent
impersonation, alteration and illegal
injection of packets to the network.

® Message alteration: This attack
happens to change information passed

provides  fake

information. For example, a malicious

through nodes or

node pretends that an accident happens
ahead but actually this is not the case.
® Message delay: This refers to the case
when a malicious node holds on the
message before forwarding it. It is a
situation  for the  safety
applications in which delay 1is a

critical

significant role.

® Hardware tampering: This attack
happens at the manufacturing level to
manipulate node physically.

However, vehicle communications with
the smart gird for getting information of
the nearest charging plate are similar to
location-based service applications in
VANET, so the privacy threat is a
significant  attack  that  should be

considered in these applications. In the
privacy threat, the adversary tries to
associate the identity of users with the
users private information. Moreover, the
private information and the identity of
users can be achieved by users requests
to the service provider or with the
available background knowledge. In the
(13)., the attacks enabled by the
background knowledge are classified as
bellow:

® Attacks exploiting quasi-identifiers: In
this attack, the private information can
be gained by joining data in the request
message with external information. For
example, if the location information is
mentioned in the request message, we
can recognize the identity of the
individual with the public available
present data. In this case, the location
data acts as quasi-identifier.

@® Snapshot versus Historical attacks: In
the snapshot attack, only one message
at the given instant is considered while
in the historical attack, the adversary
can link a set of requests.

@ Single versus Multiple-Issuer Attacks:
If the adversary model is related to the
request from one user, it is a single
issuer attack. Otherwise, if it is related
to multiple requests from different
users, it will be called multi-issuer
attacks.
attacks, the adversary can access
sensitive

Moreover, in multi-issuer
associations for a user
although they cannot identify the user.

412 Defense to LBS applications threats

Defense techniques can be classified
according to the attacks, but they can also
be categorized according to other features
such as follows (13):
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Table 2. Requirements for the secure payment methods in plug-in charging versus wireless charging

on the move

. . . wireless charging on the
requirement Plug-in charging
move
Time constraint X N
Anonymity N N
Track illegal users N N

@® Identity

information
provide users’
association

anonymity  versus private

obfuscation: Anonymity
methods anonymity to

protect between private
information and the identity of users.
Using different pseudonym to hide the
real identity of users can be considered
as these kinds of defenses, while the
goal of private information obfuscation
hide the

information among

methods is to individual

private general
requests.
® Centralized

defense:

versus decentralized
The

assume one or

centralized  defenses
more trusted entities
between the service provider and users.
These trusted entities act as a proxy to
provide privacy of issuers whereas
decentralized methods do not consider
an entity between service provider and

issuers.

For location-based service applications
in VANET, users may ask for the closest
their
locations that V2I and V2V communication
can be utilized by an adversary to access
the
estimation of the communication vehicles.
In (14]), to reduce the profiling of LBS
application accessed by a target vehicle,

shopping mall, restaurants to

network identifiers and location

the target location is distorted in temporal
and/or spatial dimensions. Also, the
authors wuse the concept that
vehicles can send a request to the service

group

provider anonymously by using a group

leader as a proxy. In (4], in order to
prevent trace back of the LBS request
in the group concept, the
authors use group leader as MIX [(15)
which hides the correspondence between
items in its input and those in its output

with changing the appearance and order of

broadcasted

inputs due to mixing . In this method, the
group leader first decrypts the message
received from one vehicle in the group to
change appearance and waits for more
LBS requests from at least one another
member in the group. Then, the bundle of
requests is forwarded to the RSU in
random order. Therefore, the adversary
cannot identify the LBS requests from one
vehicle by correlating the appearance of
that vehicle to the group leader and from
the group leader to the RSU.

4.2 Security Issues in Vehicle to charging
Plate communication

For
communication is

charging EVs,
required between EVs
and a charging plate which should happen
at a very high rate. The IEEE 802.11 p
suggests the wuse of Elliptic
Curve Digital Signature Algorithm for
authentication in VANET, but this method
takes a significant amount of time to sign

wireless secure

standard

and verify the signature. In (16), the
authors consider the power grid as a
trusted entity. As EVs need to
authenticate during charging from the

charging plate, they wuse pseudonyms
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which only the smart grid can map it to
the identity of the real vehicle. Moreover,
vehicles should change pseudonyms with
connecting to the smart grid after each
charging. However, if the service provider
receives pseudonym and does not give
charge, users can not do anything.

In (17), the authors propose a fast
authentication method for wireless
charging of EVs. In this method, the
neighbor RSUs share the same secret key
for communication between an RSU and
EVs, SO it will avoid re-key
re-establishment between EVs and
neighbor RSUs. Therefore, this method
allow the EV to communicate with all
subsequent RSUs along its path with the
same key. However, in this method, the
EV cannot directly communicate with the
charging plate, and it should communicate
with charging plate through an RSU.
Moreover, this method does not provide
location privacy which is the main security
problem in wireless charging of EVs on the
move.

Most of EVs can go about 120 km before
recharging which needs to recharge
frequently in a day. This may disclose the
user's private information such as location
and interested places of vehicle users.
Moreover, the location information can be
misused for crimes such as kidnapping or
automobile thefts, so providing location
privacy is a significant issue in this
condition. However, as shown in Table 2,
there are different requirements for secure
payment methods of wireless charging on
the move versus plug-in charging. One of
the most important features that should
be kept in our mind for wireless charging
on the move is time and the fast operation
payment system as  vehicles have
considerable speed while it is not a
requirement for plug-in charging.

However, since an EV needs to charge
frequently in a day, the location privacy of
the EV can be abused to profile the
owners of the EV, so anonymity should be
considered in payment method to protect
users location privacy in the both plug-in
charging and wireless charging on the
move. Moreover,
transaction should be traceable and a

with users’ consent, the

trusted party should be able to revoke the
illegal wusers from the system in both
charging systems.

In the (18], the authors propose a new
payment system for enhancing location
privacy in electronic vehicles. In this
method, the authors suppose that vehicles
equip with in-car-unit consists of small
read-only memory which will be initialized
during the registration process. During the
registration process, the wuser should
contact the supplier for opening an
account and paying a deposit for at least
D dollars which are the amount needed for
paying the requested charge service. In
charging process, the in-car-unit carries
an interactive protocol to communicate
with the charging plate, and it also
communicates with the supplier to check
the balance of user anonymously. At every
statement, users should approach the
supplier to increase their balance to make
it D dollars again. Moreover, with user’s
consent, the judge can trace all
transactions conducted by this user.
However, in this paper, the authors used
bilinear pairing and zero knowledge proof
for verifying users account to the service
provider in which only the charging
process takes 10 seconds that will not be
appropriate for wireless charging when
vehicles move on the road.

However, with the proposed
infrastructure for wireless charging on the
move, we reveal that one of the
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challenging security issues is providing
privacy which can be threatened during
paying. As a part of future work, we want

to propose a light anonymous method to

protect location privacy for this

infrastructure.

V. Conclusion and Future Work
Wireless charging makes EVs more

convenient and cost efficiency which can
accelerate the replacing of electric vehicles
with
this
infrastructure

Therefore, in
suggested the
wireless charging of

combustion engines.

paper, we have
for
electric vehicles on the move. Besides, we
have explained security problems in this
infrastructure. One of the most significant
security problem in the wireless charging
on the move is location privacy as electric

vehicles needs to charge frequently in a

day, so finding a secure solution for
paying and connecting vehicles to the
power stations without any leak of

information of users is challenging in this
area. Although some methods for location
privacy in VANET and location privacy in
plug-in EVs were proposed but none of
them
charging of electric vehicles. Therefore, as

were appropriate for wireless
a part of our future work, we intend to
find a proper solution for location privacy
in wireless charging of electric vehicles on

the move.
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