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ABSTRACT

For securing password-based authentication, a user must select and manage a strong password that has sufficient length and
randomness. Unfortunately, however, it is known that many users are likely to choose easy-to-remember weak passwords and
very poorly manage them. In this paper, we study a domestic user case of password selection and management. We conducted
a survey on 327 domestic users and analyzed their tendency on password creation and update strategies, and also on the
password structure and account management. We then analyzed an effect of a server’s password creation rule on a structure of
a user-chosen password. Our findings include that there are password structures and special characters that users significantly
prefer while the effect of server’s password creation rule is insignificant.

Keywords: Password, authentication

~H

.M B Ak A9z e) Ae felE a7l kg o)
29just e Aoloh ke Atdw pAE A

Ga= QFe AHD WAl AP de olg @ HAPEE s A2 L8R A
18 AHeA A% lgolel Hg AHE A & AAAEE drE Alelsp] ﬂ% % QH el okt
g =o]h (4] (8)(12](13). o]} zLo] ofgh sfj~

Received(03. 18. 2016), Modified(1st: 07. 27. 2016, sl=x 7 o)} @AY 4&;}#0] A Fse Eab

2nd:08. 05. 2016), Accepted(08. 05. 2016) o la]

R Lot IRMIP R DAPATAE S 1= P ) ‘5%_ x3hsh= 7 i’] glom upEhd sfagzof o
3 ICTATAIEI S 7| °W°t1 AFAF(IITP- 2016~ g F5 A =EgHe v At wArE ol
R2718-16-0003) 2 =5, =3 AHF (=2} Y AFRALE w3 o]2)3t FA|oA] AleEe S gl
o] Ao bj%o‘i:fLZH‘%_}?’] A 9E ol 3%l ol o B 2= AlezlE 0] ¥ = ok
7 (No. NRF-2015R1A2A2A01004792) 2 N ‘_Toﬂ 1= S AReAE j] = 2

t Fx2}, tribunus000@yonsei.ac.kr e slal Aafl= AR s IS pAsslch

WAA A}, taekyoung@yonsei. ac. kr(Corresponding author)



962 ) Abgte] gl Abg W

2

Fao] AHgASt o] ALgAS] ALYES vl
AT9)5} sale] AHgALs} Fo] AHgALe] s)ag)
2 W A1) Ay AT 5 Gl A
§ ol Al A el i,

}_

°ﬂ%‘— U] /‘F‘-LZH JH*"JE E‘&
W, 7% el #HAHe] Z3g o]
vk A] AlafE]ojokul 3 Zo|t},

T A ARAEe] AadE A @
2], 22| Aue] sage A Ae] 5
o8k AE 24 g B J3LE 2o}
o s

ml

:E o rul
rq

do o 1%
_JN

2] A EH, HAE 2 HA L o
S ARk A st e 23

= A AR AFeH(12) oiarR A
i who] APAH ke R %‘—1%‘3&‘11 -
A9 Z&E A wd ATF(15) 5 A o
Zo] gef. ze} AAps xH qrE zA}e)
Bafo] AF AAe] B3 2 Fhelo] g vlwA
2957} o Bglolgdy Il ARgxlr) 9]
=8 A o ofmg ojr g ol g zlcﬂvg Hp
o] gigieke @A} ek, oleld AAR
AelA AelA ez ov] gl Bt
AFFond Azslse] 35 o
27 olek. wehA B ATE ) A
oR 3= ATEAF A4 9= «l
A S Ak wEE M Fesl F
S FAel AR L 9] el ?’*W
TEF A 2 geEn oA dEd A
wekaigich, w3k fae A A 2 I
of W&l 2Absto] =l A= AR HaS
o8 A3t

2‘1
>~
-

2o oo B w10 o p 0130

il

J?i
do ¢
oft, M
N
b

N
-

o
2 iju —qn
olb H

=

E :L jt mlm

oL mm 2oy

} ﬂ%

v
4L

. 71ES

rek

ot 7

o] g AFE 19799 Morriseb
Thompson®] ATF(10)o145E A==t 15
37"17}1 ol Hres AL 1T 86%7P
oFgh A EqlS Btk of7|A] FHeksirle A
Yy #Ad, @l A AFE A s °‘714
= AR SolA A ole AS 23R o]
T7h A= 30 ol AFsledt wAb A
29=e] FHFA A7 AT oJHE] AP
oh o2 FH ol Ed g gl

2.1 HAQIE & ME A7

20109 Shay %52 CMU (Carnegie Mellon
University)®] 744 47094 dido2 a9
el Awe Adsilri(12]. CMUE HE2AF A
AL 7|1Fo 2 FHd HAYe AHAS JdAsA W
738kt AR o] Aol g x]sga].oq
ARGAZE 22 S Afo] B9 thE Hag= AR

Alel A wjag A=A w2 HlolHE
glglt}. AR AAEL YAz 2w =
%if?}‘?}l LA E/‘] of zpAle] AAe] ©
sixlctal Azshe Egs Blrh Das 52

= A4 IAAA 9 /‘FQLXH AL o]}

a 2247 TFme] A& AYsITHA). 2 A
go] dja9=s dAE H}] 7&

& rlo
rlr

ot N
_LIO.\_, -1)’
SO D) é m§£

o
m{n:

2

N

)
=
2
g

X,

o

@ w

(PR A b )

[t frt
i o

A% A= o o FAt 50
ok A i w7
1 44 el A 5& v

) r—{n

N
=

« Mo do Ho
>

o mMe
-
Ry
_Lm
}.

o
=

-
o3l
=
r«ﬂ:
)
o

2.2 HAYIE HE AN o7

il

Stobert 52 274 R QEH AFE

Z5re = AFZAE obd AlgEES] A=
of &g wloleE AL o] F <A
sto] Hap=o] AAFE 2E7EA] ¢
2 A=ssivi13). Ur 52 49949
22 FF, oW, w2 Ale|EBel gk e
7pyor AAste AgS A&skci14).
JEIE A 29 WiAtE F d4e Ay
o Azt ofe¥ welE 4
I

¢
il

7L
M 2 X e ol of

e 12 o of & Yy oftt Mo [ o mlu o wE 2 o% Sb

1

—lN o
il
il by

Y

-~
N

3y

—

M

golg AMgal el wa) o QHsiea W
safied Bt A5E BIL AT s o
ATE AT 2D ool A A o

459

oy

e =
o P

SRS A AR e B uks QAL 9)
W, AR R AREAEE Aagse] s



AR B 538 =7 (2016, 8) 963

T-9] 2polAL- & o] vt Wl dhqfre] ARgAt
S AR sslen] A7 o AERals AR
2] fgithe Aeltl. 200749 Floéncio®}
Herleyt= Windows Live Toolbar Zte]elEs|
AREALE] e ARGl A3 dHloEl S FAIEe
HEIES ARslste] oF 501H4 29| dlojeE 4
Astsdekb]. wlole $42 ARgAe] Folste]
= glorn] Algate] AW dlolej} AAl Ha9 =
[P 4 5 WAk dlofel= sAlskA] 97v 24
o] $ER AR F A7]Ed) o] dTe (A=
o] uFal wmpell ofshwl)H x| it AREAL AdE
o g A AR A A AFeld 1
Ais T 7128 ot AR AES e
gF Aol oAt Feld 4 dd AR = AR
s A2l 4= 3)9let. Bonneaus 201540l

Yahoo!®] #EE o] ARSx} TAHe sfelAd R
g g2 =F AT ol w3 A2 s
= 7% AxE AsIAcH2). Chatterjee -2
MTurks &3 oF 4479 A= 9fs 2R

[t

- [
B3 dolelE Astel B4is)el
_ﬁ.

o 4% AANE Pam A e
P iEF ALgte] a9 el ALGE Tol

wel 2RairH15). 0% Fal AAl JEel
P i

A=l e 5 45 sk AdS

stttk 2 A3} Veras So| FHAl 7|z A&

Weird] 7Wic}t 332 8] 4 5% w3t}
) Q7S B83ta 9l F3o] Qe Alex}

A= o] FoFES HArHI6). Li 52 &
Fq1e] AL ES do] AHgAte A =0} v wdt

Karapanos 52 dubdel o]F gl x4

AgAY o] FojAskE 2abslok D

< dAs] s AHEAPE 2adls AlegE g9}

ARgALY] FreAEt ARE T oA SRR
|

e ol A% 719 Ausie
]

-3
—
=
oft
o

ol i wek AEL AHgabed, olWde wE
Apspel AeAE 2wk ARE AL o
Aol A7} oleke wAle naksl] $1g Hoek

o|goigon AEAe Tz}

o giv}.

Table 1. Survey structure

Question Objects of investigation
category
Demographic  Age, Gender, Job
Passwprd Password creation methods
creation
Password Length, Password pattern,
structure Used meanings
The number of account, ID,
Password
management Password, Password mana-
& gement methods
Difference of password
Password
patterns between users under
rule
two rules
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Current password

2 or more among upper/lower
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Fig. 1. A password policy example
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Table 3. Password semantic components
Type Mark Keyword Description
@ Date You.r personal anniversary (e.g. Dbirthday, wedding
anniversary)
® Name Your name (e.g. full, first, last, nickname, initials)
© Phone number Your phone number (e.g. home, cellular phone number)
. Relevant to your possession (e.g. car number, serial
@ Belongings
number, brand name)
© Hobby Your pastime (e.g. sports, movie, novel, game, comic book)
i Your interest (e.g. future goal, desire, concern, political
® Interest ) 7.
issue, social issue)
Chunk Pet Information relevant to your pet (e.g. pet name, pet
relevant birthday)
to you . Information relevant to your residence (e.g. address,
® Residence o
building name, bus number)
. Related to your current or past job (e.g. student ID
@ Occupation number, employee ID number or technical term)
@ Favorites Items of personal preference (e.g. specific food, cigarette,
alcohol, tea)
® Religion The thing related to your religions (e.g. date, great men)
0 Acquaintance A' information of people yon know directly (e.g. family,
friends)
@ Web51te . The name, color or feature of website.
information
™ ID A part or all of the string used on ID
Containing © ‘Password’ A string means password (e.g. P@$$wO0rd, passcode, PIN)
meanings r .
® Preferred A number, word or phrase that you just prefer
number/word
@ Other A number, word or phrase that are irrelevant to you (e.g.
number/word repetitively heard commercial number, TV ad numbers)
® Spatial Sequential characters on a keyboard for your convenience
characters (e.g. 123456, qwerty, !@#$, 1q2w3edr)
Alphabetical Alphabetical order keys without special meanings (e.g.
®
orders abcd, efgh)
Meaning- . Using the same character more than 3 times for your
® Repetition . . X :
less convenience without special meanings
® Punctuation Using symbols (e.g. . , | “ ( @) as if they are used in daily
marks words, sentences, URL, or email address
® Random key The key(s) 'for ma}{mg password longer and complex
without special meaning
Others ©) Others Cannot find relevant keywords above

Table 4. Word expressions

Mark Expression Example
@) English goodbye, Iloveyou, SonOGong, bbangzib
@ Hangul rneqkdl, dkdlfjgmdb, thsdhrhd, Qkdwlg
@ |nitial GB. ILY. SOG, BbZ
Acronyms
@ Other Anagram(goodbye — obeygod), borrowed notation(dhrhd — 50, rlfehd —

roadeast), Leet transformation(Pass — P@$$)
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Table 5. Gender & Age distribution of participants

Age Male Female Sum
10s 2 1 3
20s 56 109 165
30s 66 33 99
40s 27 17 44
50s 8 3 11
over 60 0 2 2
Sum 159 165 324

Table 6. Job distribution of participants

Job Sample
Student 90
Blue collar job 3
Private business 8
Office/managerial job 113
Sales/service job 21
Profession/free lancer 52

Agricultural/forestry/fishery/liv

estock industry 1
Full-time homemaker 9
Unemployed 8
Teaching/researching job 12
Other 7

Sum 324
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Other

Fixed form, different meaning
Fixed meaning, different form
Change web code

Symbol addition/deletion
Num addition/deletion
Alphabet addition/deletion
Exchange num/symbol
Exchange num/symbol
Upper/lower exchange
Reverse

Intactly reuse

Modification method

0 00501 01502 02503 035 04 045

Preference rate

Fig. 2. Preference rate of password modification
methods

08
07 A
0.6
05 A
04 A
03 A
02 A

Preference rate

01 A

@ * # ~ ~ § - 2
Symbol

Fig. 3. Preference level of symbols
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Table 7. Password length and semantic chunks

Number of
Length semantic chunks
Average 9.63 2.59
Std. deviation 1.98 0.86
Minimum 4 1
Maximum 17 6

The number of usage
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Compositional pattern

Fig. 4. Compositional patterns of passwords
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Fig. 5. Semantic patterns of passwords
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