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ABSTRACT

It’s been almost 6 years since PIA was implemented based on legislation. So I analyzed problems of PIA from the
perspective of ITSM 3 elements. I mainly took account of quality improvement of the report when I assessed systems processing
personal informations. So, I propose in terms of logical validity improvement of assessment report. The improvements on 4
different outputs for each phase are many cases that I assessed systems processing personal informations. And I propose
improvements on qualified assessors having capability of GRC and on process for managing the assessment system. To settle
down PIA system as the reasonable and effective assessment system even after 2016, the statutory deadline for completion of
PIA, assessors and appointed assessment firms and authorities should cooperate to complete the assessment system.
Keywords: privacy, Privacy Impact Assessment, personal information, human rights to information

LM = NEIS Azsl 7% Alg] A disre] sAdng 5o
Alzdlel] 3 AAss AR T AwEE vFE
g ARIAbE A Ee] Sl gl slel]  AlAsksich
(1). °1% 20054 71419 PIA7Fe]=elqle] v =]
e, 2008 FEEAt ik PIAA 5o A

1.1 =9 Jjelde S

ol Ao MR R E Fdol diel] Ate]uapu,

Alzmgle] Aol Mol gk Hx EAAZ]= 2003

gl wk gdek. 201146l o]=2] Rl R RS0

Received(04. 11. 2016), Modified(06. 21.
Accepted(08. 01. 2016)
R Qe AR 4 AREAEX15AE 9] o

SHCTATAEFA Ao d7A34= +d=05"

2016),

(IITP-2016-H85011610120001002)
t F42}, solemnity02@gmail.com
¥ A2}, khhan@formal korea.ac.kr(Corresponding author)



974

a1y

5o g7l

A ARt

A
PIAREE %3 g H7b) A2 Rlee
AR (3)E

s,

]
Mo

o]

T

SEERH

S IEEE

Sl o

-

EZE

o190 =

AE 7]*1@’

. PIA

(A57172] Jmm
H7p1 A4 FA)el wet ok (Table
1)3} 2] 4744 §3e

2o BN AREA S

dFe FaA )

Aeisto] GAAA Am

9)o] Eake Alwpw JfelAR B3I I 7}

A |
‘Privacy By Designo]=],
sgtchd AR AR

AAL AdetelA 1990 hel

AR =
ol T 7lEdAE

F71(life cycle)ell A o]

2710 =Zelolw A} HlolHE B3 s 2 A
AL qrAsHA
u]+8 DHSAA Al#lsl= PIA.

AR JIS Q 15001°] Qe 53], d&

488 5

S

T

FAgeE aex
AE2 19991l
EUA|

A 2530 A ew Hgstr] f3 olE AA s

ot

o] 9]el

NAAB RS} Pyl FARToEE

1980 ‘OECD Guidelines on the Protection
of Privacy

Personal Data®] #Zo]n,

and Transborder
ISO/IEC ZF(4])l

Flows of

A& 1S029134(PIA methodology)7} 34 =+
o]}, o]2le] 29100, 29101, 29190, 29191, &+

ol #Fg TFL=Z 18022307

Table 1. market model of PIA

ol A=l Stk

main agent of selecting
assessment institution
consumer)
licensee main agent
(consumer (consumer
majority) Iperson)
A B
. (gfcfv (imperfectly (imperfectly
main ider competitive competitive
agents minor market model of|market model of
assess ity) majority 1person
, ment y consumer) consumer)
institut C D
ion
license (NO (perfectly (perfectly
3¢ | (prov 5
( dls competitive competitive
provid | ider
er)  |major market model of|market model of
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Table 2. structure of the paper

the focus of
3P of ITSM 3P of PIA analysis
Product assl%i)sol?fnt formal validity
long/medium/sho
People assessor rt term plans for
manpower
system Role of senior
Process management management
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Table 3. validity and integrity of the deductive
argument

premises | conclusion || validity integrity
@ true true 0 o
@ true false x x
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@ false false o) x
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Table 4. case on table handling privacy_items

_the critical personal informations
existence
menu of CR
_Defrsonatl_ UD 1-class degree 2-class degree 3-class degree
informati
on
1.school register
unique iden(tifiable
. information(resident . . - .
informa n unique identifiable limited self
tion o C Eef;itcﬁg?on number), information(name, ID picture, |identifiable
modifica address, phone number, information(studen
tion information(name of e-mail) t ID number)
bank, account number,
account holder)
unique identifiable
unique identifiable information(name, ID picture,
student information(resident address, phone number, limited self
s registration number), e-mail), identifiable
informa @) R [financial personal relevant information(studen
tion information(name of information(family t 1D number)
query bank, account number, composition, reward,
account holder) certificate, school register
change, timetable, grade)
check .
1OCK . . e limited self
borrowi unique 1dent{f1able unique identifiable identifiable
u?fb?&l © R igfgggiilig%(ﬁfggg) information(name, address) information(studen
a g t ID number)
2.class
A institution ABC gystern Privacy Impact &ssessmment the table handling privacy

# & system is developed and managed by 3 institutes in common

Task boundaries of 3 institute manage together
under higher-level office’s supervision

Target scope of
this time PIA

- &t this time PFl&, ordering agency is & So tasks that B and C institutes manage exclude from
houndary of PlA,

- In case of tasks managed by & and B institutes in common, it's not offering to third party bt
&5 tasks that & offers informations to B,

- To without ommission investigate the whole flow of privacy including interagency linking of ABC
system that 3 institutes manage together, | recommand that after this assesment, you assess
intensively interagency link focusing on personal information under higher-level office’s as
ordering agency.

Fig. 1. case on table handling privacy_relative organization

7|E8 Zeagw wEe s AT 4 ddd o8 =
B A AAA He g %ﬁ*}(cross cutting)
& BES sle] 3= &9 2= A EAE A




AH R 5335 =54 (2016. 8) 977

000 University 000 system Privacy |mpact Table handling privacy

Table handling privacy

1. Purpose
O & all business of this time PIA is not handling, | analysis on obiect business
and separate business handling privacy and assess privacy impact.

2. Object and Range

O assessment object 000 University 000 system

O assessment range

1) 000 system @ ‘000 system’ is consisted of 2 part, The one is “student caresr

system’ that is combined menus used for students and the other is "‘common
part’ that plays role portal system with processing ‘single sign on’ with other
13 systems. This time PIA assessments on ‘student career system’ that
consisted of 5 unit business,
- student’s menu @ school register, class, register for courses, grade,
scholarship, student, enrolment
- company support  management of company, management of a family
compay, management  of  field  education,
management of business trip
- working support © management of employment. management of resume,
management of report
- BeACE : management of finish, management of report. management of
career, survey about satisfaction
- integral counseling : management of counseling, management of
tecommendations, management of survey

Fig. 2. case on table handling privacy_task
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Table 5. case on table handling privacy. AOP
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715 Feeha gl

H7b A EEEE 4 AES 7 329w
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MNlAR 52% 52

g} (Fig.3.).
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B 4 gl BT Aksla eld ASde] ¥
Zsjc}, dlhe2A (Table 6.9 44, (44 old
1147) #7haselx) 25 #7h 49 A Aot
SR BPIES BAste] GrhlEe oladE Fi
o @7l @RS 3 4% ABRRe A% 13
)

O

ofo 39 o &

ste ste ste
step 1 |step 2 |step 3 |step 4 |step 5 |step 6 |step 7 |step 8 |step 9 10p 11p 12p
A 0 e) 0 e) 0 0 O o} ¢} o}
B O O O O O O
C 0 0 0 ¢} 0 0 O o} O o}
-eleph .
owner of . P -giraffe
-tiger |ant
personal . -frog |-cat -mouse -monkey —-camel
. . -lion |-sparro
information —-donkey
w
personal collec
. . collec | collec . collec
information| . . use use use use use use |tion/off| . use use
. tion tion . tion
life cycle ering
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Table 6. case on assessment item checklist

evidence about . Not
Yes Partial No .
assessment applicable
inside policy
and
. ¢ - - -
evidence of
design/operation
inside ~ o B B
policy
O
inside @) some items that
policy some items that doesn't mentioned about relevant
_gr evidence |mentioned about relevant |inside-policy at checklist
evidence . .. . .
. of design/|inside-policy at checklist |chapterl(targer - -
of design/ e 1 otorl ization)
e chap .er ‘arger organization),
organization), chapter2(targer system)
chapter2(targer system). |but doesn't have concrete
policy.
no both inside policy ~ ~ o B
and evidence
irrelevant to B _ _ 1)
target system
000 system diagram handling privacy (colligation)
[ [ System user 000 University
Pf:;:cy business (e || G outside linking-offering
oycle prngpat | o 000 system
collecion 4 P —m7 4 Educational P e N I Ministry of Labor I
prrErO— administratn Student’s basic | I
" CEREEl an L Purpoes of collection:cellection
Co Lcampany support | ' — ]
‘i":( warking support Apply for a scholarsh <common table> a ::'e”:r‘c:'f: e
—— Jein corporate r_nenber: Student's infarmation = Vizy of collaction’downioading
. BeACE . E\rs‘glll‘;:?:er:“brl:‘s;l'\;sgse::’:n [P —— tlise to mansgsr's PC
integral counseling Reservation counseling . :m-.:: :;'"'I“_'”’.":_',:;_ National Pension Service
\ bank
check/management ' DE encryption mm:nmm
(resident registration | e

n
5
a
&
El
8
w
[i]
3
ES

<student caresr systm>

1. student's menu

number, password)

Ministry of patriots & veterans affairs

company support |1 000 system
2. company support  Furpoes of offerng: management
niversy graduac
check/management | |—|3_ waorking stppart + sy o7 oTEringiupiRsaIng TS 12
I working support I N rade Manag racalving =ystems, s-mall
":j‘:t’- '-'.| PC 4. BeACE ontrol scholarship studen] er's PC e korea safety & mutual asso
* . check/management .
offer *© A - « Purpose of offsnng:loming
ing | B 1] 5. integral counseling Employment management sssurance on work sxparience
. ——»| Mobile : [ Corporste member ] . \':‘Ey of otfaring ‘uplosding filss
h b’mnwemen{ : to recalving syetems
HZE I ' "
electronic Field placement firm
<common> | | |
3 - } « plroosa of offering:manegemant Intsrna
s ! |3- Authority managamg—————— i « Ny of offering’attaching fllee at a-mall
; | \—|—[
' iy legend — ) Ea— MKorea educational development institute]
; . ifanally
uthority management’ | _____ » offiine | [330] Imkm; = Purposa of offering:-providing Informeticn
—-—- inside link 1 3. £ 10 of|imploymant etatiatics
. v === ¥ + fvay of offering:uplosding fllss to
.-‘""-Semi-permanent-’Semi- || Semi- permanent/ Semi- rapaiving Eystame
de | permanent /10/5/2 years permanent /10/5/2 years
LT | Mo history of destroying No history of desioying
tion Trside Cking sysiem ) | documents documents
Fig. 3. case on diagram handling privacy
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Table 7. categorization of educational objectives
on cognitive domain by Bloom

- knowledge on indivisual
kno and detailed thought
memor |- knowledge on way and
v means )

basal ge - knowledge on universal
mental and abstract thought

- comprehension of the
meaning

hensio |- translation

- extrapolation /
interpolation

wled

process compre

n

- application of abstract
. idea

applic |- application of way and
ation | principle

- application of theory
intel and system

lectu - analysis of element

analys |- analysis of relationship

higher al is - an'aly.sis of organizing
skill principle

- design of a unique
communication

synthe |- design of planning and
sis execution procedure

- derivation of abstract
relationships

mental
process

- judgment by internal
evalua| ‘criterion

tion |- judgment by external
criterion

A 7% BrbIE ARFAES J1Fe R wlasta

.
Sleh. ol w2 PIA AZAAL] Ao 24,
ARAAGH, w5 #7189, CIPPDSAF 427}
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—3}_‘: .Qrz‘fl %LE,’_;(J /\oko] rﬂgg}r,}. (Fig.4.)—‘5
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2.5 918 200098 FHFANRAA R S5,
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ZAA (@)l 5 e
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Table 8. summary of conclusion
structure of contents improvement plan
assessme e Considering the characteristics of consulting services, I studied reasonable
assessment . .
nt report ¢ development of deductive logic.
repor . .
(formal (Product) e Applying to 4 outputs of PIA, I suggest methods that prevent omission of
roduc
validity) assessment range and improve objectivity of assessing items.
assessor . . .
(People) o] defined the competency for assessment wort is GRC(Governance, Risk,
eople

Compliance).
(integrity of P

;S;Srfgme contents)
men% ¢ ] suggest the role of the Personal Information Protection Commission that is

e For that, I suggest the improvement plan in the long/medium/shot term.

system management agency of PIA,
management . . . . .
(Process) o] propose quality review of the report, prevention poor business execution,

and consistent policy-making between interagency.
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