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ABSTRACT

Since the inauguration of Defense Acquisition Program Administration(DAPA) in 2006, the national defense core technology
research & development business has not only pertained to the weapons systems development but also to the improvement of
the national science & technology capability via the acquisition of cutting-edge technologies. Furthermore, it has been closely
related to the promotion of the defense industry and the mutual improvements of defense and civil technologies. The cyber
warfare weapon system, a newly added national defense weapon system field since 2015, has become a promising weapon
system branch for improving the national defense power as well as the national defense industry as shown in the case of Israel.
By utilizing the existing result of the national defense core technology level, in order to establish the direction of technology
planning of the cyber warfare weapon system, this paper analyzes the technology level and features of the cyber warfare weapon
system in various aspects via comparisons with other weapons systems. The result of these analyses shows that the cyber warfare
weapon system possesses a relatively high technology level due to the technology accumulation in the civilian sector while the
relatively slow inclusion to the national weapons systems and the lack of the correspondence case regarding aggressive cyber
responses in the defense sector yields a relatively low national rank. However, the technological gap between South Korea and
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the most advanced country in the field of cyber warfare technology is analyzed to be among the lowest, which indicates that with
efficient and effective pursuits in terms of pthe weapons systems acquisitions as well as the core technologies research &
development business, an outstanding cyber warfare capacity can be obtained in a short time.
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Table 1. Survey Participants Statistics for Defense Core Technology Assessment for 3 years

Acade Research
Total Industry ADD DTaQ Military ) :
mia Institute
2013 Defense Science and Technology Survey 552 225 170 45 40 38 34
2013 Defense Science and Technology Survey 12 0 5 0 0 5 5
(Cyberwarfare)
2015Defense Information Technology Survey 71 25 13 0 2 8 23
2015 Defense Informatlon Technology Survey 12 : 5 0 ’ 5 6
(Information  Security)
2015 Defense Science and Technology Level 051 112 6 39 9 18 0
Assessment by Country
2015 Defense Science and Technology Level 9 5 ° 0 0 5 3
Assessment by Country (Cyberwarfare)

§ 7P5A, AT F8A4, SRR, JleeE
NEAR, SFE, FAFA, WEFA, T A4S
dert, 574 ek § B b3
CASEA) 210 f1ee 24
S M 28] AES 9T BN AR et

20159 F7b8 Sl bl 8o ob

o
-0,
olrt
o
N
0
>
ot
(o3
Wy, fo o NE

2670 dEF7IAAE ez, Axl swrle B
167l W3k =7 7srss ARk 274

HERAA F ERFAAE AL Ake] gt
T2 @A ek AGsiginh, 2Ap g Sk T
Wl A% e, FbE BURLD FATE 2 5]
F% 52 Telsle] 16158 sk, olF @
of AleluiAl 915 71 39] dlolel e

313 M2V 74

1[4][51 7NEerE AERAME A AwrE A
& FAbEhq 5o A ER Hopd o
Aa5E AR, 39 FF 37 Akl dis)
A 87792 At Aot AETlES WY
AbsiE] A ol o) Aste] 72+ Fr|AAME /7
o]l 10 olakel A3l g, Fel Bol o
shglom, akede] A4S 7 pLEEHE IS §
3 FAIAS At 139 F2Ad 5529, 154

AR71EzA] 717, 154 7P FE2Ak] 254
wo] 747} #Hedshel), xw] 8777 % AlelH¥-7] 4
A€ 3399 Aw7pF #odsisict.

314 A

20139 = s cdlA e AAl7]ETl
B 5 L S 2] Sl 2 43
sk AP HER PAE A8shn, £F A
AE B FEEA WU ASALL. 3140
AZ1eel Haix HAwlsrfe, sWel e
AR, el S E; 2A13).00 7]
Aj;g]—_\;r_ (G- ompertz Usﬂ —5].0:] 7] 193]
=g S & irow% i*h}i z =
TNt dol=E o]8st 7H 1& A5
1.
20154 =4} AR7|ezAld = KISTEPS =
71 e R EEA ]74] KIAT® 2012 Ak 7l
Zxyl TTAS 2013 ICT T35, 71549
S| RFAAE FEste] WTEY IT 7%
BFE SRk o /oR RISy E GRS
dgate] 49714 40T mESSIT old thal%
HEFOIE FAS| 822 Fuhiol BE b, A
W Fo4, SFEskE A esigen, olF 7H 2
o A% 9ls) Furor Bs /bee Arshict
A

fo iy HN

—
w

(4]. A (D)2 F371% AAd A8 ISR
fo]& FA]olrt
ZA(P) =vVm?+i*+e? (1)

m: TR L JI=4 (55 HE)
t: HERH Fe (57 FE)
e

/AXJ/ﬁxﬂXJ/x}_g/xJ F g (5;<J )

2015W1 =7pd Fakasbr|Exatel e S7pd 7



A\ K535 =5%] (2016. 8)

989

Table 2. Core Tech. Group Average per 26 Weapon System in 2013 Defense Science and Technology

Survey
NUFE o — Colre TechT. Gr:ouLp A\l/erageRpler.Weipor; SLysterl"n
No Weapon Systems Core Tech. ech. Leve ecn. eve elative Tech. ; eve L
of of compared with Difficulty
Group Developed Contry Korea Developed Contry

1 Command Control 9 792 589 747 39
2 | Cyber Warfare 5 826 67.4 81.8 42
3 | Tactical Communication 10 85.6 64.2 776 29
4 | Radar 17 85.0 55.5 65.2 39
5 | SAR 15 86.6 53.1 65.7 45
6 | EO/IR 13 91.0 62.5 68.6 32
7 | Underwater Surveilance 12 84.1 55.8 66.2 42
8 | Electronic Warfare 11 83.7 67.1 758 35
9 | Maneuver Combat 7 85.1 61.3 732 34
10 | Ground Unmmaned 10 76.3 62.6 82.5 3.1
11 | Individual Combat 15 69.9 519 779 30
12 | Surface Ship 5 89.2 62.2 69.4 28
13 | Submarine 5 874 63.2 720 34
14 | Maritime Unmmaned 5 82.0 61.8 76.4 26
15 | The Fixed Wing Aircraft 10 933 63.6 68.2 3.1
16 | Rotary Wing Aircraft 10 90.2 54.7 60.7 33
17 | Unmmaned Aerial Vehicle 85.0 62.0 731 43
18 | Space Weapons 9 94.0 486 518 3.1
19 | Attillery Gun 11 84.1 62.3 720 29
2 | Ammunition 7 91.6 57.2 63.4 1.9
21 | Guided Weapons 36 912 62.4 67.8 29
22 | Underwater Guided Weapons 19 884 65.5 74.6 33
23 | Special Weapon 22 80.9 55.8 65.6 36
24 | Air Defense Weapon 1 83.0 64.7 787 40
25 | CBR Weapon 1 85.7 64.5 753 3.1
26 | Defense M&S 6 88.9 69.9 787 44

Average 85.7 60.7 714 34
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Table 3. 2015 IT Promising Technologies Assessment for Defense Sector

Hof Promising Technologies ogr?%elaeﬁth Tw AE&E% |Strategc SE#(ééer
Developed Contry Possibility ortance Average

Intrusion Detection 82 2 5.0 50 50

VPN 80 1.5 50 49 48

loT/M2M Security 70 6 4.1 45 5.0

Video Security 80 2 48 47 438

Cyber Security Vulnerability Anlysis 70 6 3.7 46 49
Wartare SW Security Evaluation 70 6 42 47 47
iil(r;;orma Smartphone Security 80 5 47 48 50
Security) | Secure OS 85 3 43 49 49
Biometrics 85 2 39 46 45

Security Platform 70 3 47 438 45
Confidential Leakage Prevention 85 5 47 47 42

Average 779 38 45 47 4.8

Manewer/Anti Blectronic Werfare Edtle Miile Gomm 85 7 46 43 45

Large CapedityMerewer Multi-Link Wireless Transmission 85 5 45 44 43

gactical " i ermmirglLavge: Capeciy Sedlie Corm Payfoad 50 15 46 43 36
nication | Anfi JarmringMLti Bandkd/OTM Satellte: Tervinel 70 6 46 4.1 38
(‘Informa Air Relay Wireless Node 70 10 45 39 3.6
té%nmmu Tactical Datalink Communication 80 6 4.4 38 34
ﬂg&t"g&) Advanced Muliple Artenna for Mobile Comm % 05 40 34 39
Human Communication 90 2 38 38 37

Average 78.1 6.4 44 40 39

Big Data 50 6 48 50 50

Battlefield Information Fusion 66 6 50 5.0 43

comma | igligent Situational Awareness 50 10 49 50 44
Control | |oT 80 3 42 47 49
(Battlefie | Situational Awareness SW Framework 77 5 46 40 43
It?r/(:F;eso Voice Processing SW 0 1 37 39 50
mgﬂﬁge Semantic Space Information 70 4 40 40 43
3D Printing 66 6 32 40 50

Average 68.6 5.1 43 45 47
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Table 4. The score and rank of Korean Cyber warfare in 2015 Defense Science and Technology Level

Assessment by Country

Sorted by Korean Sorted by Korean Score

Weapon Systems Zg?g Weapon Systems s Al ek
Score Rank Score | Rank | Score | Rank | Score

Artillery Gun 838 5 Maneuver Combat 89 7 88 7 83
Maneuver Combat 89 7 Artillery Gun 88 5 0 4 0
Unmmaned Aerial Vehicle 85 7 Unmmaned Aerial Vehicle 85 7 84 7 76
Ground Unmmaned 81 7 Surface Ship 84 8 86 9 85
Surface Ship 84 8 Submarine 83 9 79 9 76
Command Control 81 8 Undervater GLided WWeapons 83 10 82 10 82
Submarine 83 9 Tactical Communication 82 9 82 9 79
Tactical Communication 82 9 Guided Weapons 82 9 81 9 80
Guided Weapons 82 9 Air Defense Weapon 82 10 82 10 83
Defense M&S 79 9 Cyber Warfare 82 1 - - -
Individual Combat 77 9 Ground Unmmaned 81 7 81 80
Underwater Guided Weapons 83 10 Command Control 81 8 81 8 76
Air Defense Weapon 82 10 Ammunition 81 10 77 11 77
Ammunition 81 10 Defense M&S 79 9 78 9 79
Rotary Wing Aircraft 79 10 Rotary Wing Aircraft 79 10 77 11 74
Electronic Warfare 76 10 EO/R 79 11 80 11 77
Space Weapons 72 10 Maritime Unmmaned 79 12 81 10 72
Cyber Warfare 82 " Radar 78 12 79 12 75
EO/R 79 1 Individual Combat 7 9 78 8 78

CBR Weapon 7 1 CBR Weapon 77 1 78 1 79

The Fixed Wing Aircraft 75 1 Underwater Surveilance 77 13 77 13 76
Maritime Unmmaned 79 12 Electronic Warfare 76 10 77 10 79
Radar 78 12 SAR 76 12 75 12 73

SAR 76 12 The Fixed Wing Aircraft 75 11 73 13 72

Defense SW 75 12 Defense SW 75 12 76

Underwater Surveilance 77 13 Space Weapons 72 10 71 11 74
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